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YTO Takoe Zero Trust? @

SALLINTA
AAHHDIX

COXPAHWUTHL BCE

Zero Trust (KoHuenuusa HyneBoro gosepusi) npeacraBndeT cobon Habop KoHUEeNnumn, npegHasHavYeHHbIX
051 MMHUMMN3auumM HeonpeaeneHHoCTU Npu obecneyeHnm TOYHbIX PELLEeHN O JOCTyNne C HaMMEHbLUMMU

NPUBUNErUSAMUM ONS KaXKO0ro 3anpoca B MHPOPMAaLMOHHBIX CUCTEMAaX U CNy»K0ax B YCIOBUSAX CETH,
KOoTopas paccMaTpMBaeTCs Kak ocnapuBaemMas.

Yto? Habop KoHuenuun.
3auem? CHWXeHne HeonpeaeneHHoCcTn gocTyna.
Korpa? B ycnoBuax HegooBepeHHOM ceTu (TO eCTh Tenepb Bceraal).

Zero Trust npegnonaraeT OTCYTCTBME A0OBEPUS K NONb30BaTENAM, aKTUBHOMY 060pyg0OBaHUIO U
pecypcam, OCHOBAHHOIO Ha Ux on3n4eckom Unm CETEBOM pacnonoXxeHum (B oduce, nokarbHOW CETH,

KOprnopaTuUBHOM AaTa-LeHTpe), NPpUHaaneXxXHoCTu akTMBOB (KOpnopaTMBHbLIN UM NTNYHbLIN), COCOBbY
noaknoyeHnsa (pmnsnyeckoe, okarnbHOE NN KoprnopaTuBHLIN VPN).

OcHoBHas uenb Zero Trust — obecnevyeHne KNMOEPYCTONYMBOCTM NPEANPUATUA B YCITOBUSIX
«HEMUHYyeMon» KomnpomeTaumm NT-MHPpacTpyKTyp.il.



Kak 3aluTnTb pecypcbl? %

AAHHDbIX

Firewall

 PasgeneHue cetn n co3gaHne pecypCHbIX CETMEHTOB.
LLnro3 aocrtyna (VPN)

« Crtporas aBTopm3sayus nonb3oBaTens.
« OpraHmnsauus 3aLluLLEeHHOro KaHana gocTyna.

Control Plane

Data Flane

TepMunHanbHbIU cepBep

« Co3naHune cpefbl NCMONMHEHMWS.

3anucb ceaHCOB Subject —»

Resource
. PearmpOBaHme Ha HenpaBomeprle ,El,eVICTBMFI.

 MOHUTOPUHI ceaHca U 3anncb OEUCTBUN.
« PaccnegoBaHve MHUMAOEHTOB.

KOHTPOIb peCcypCHbIX CEerMEHTOB




OcHOBHbIe nocTtynatbl Zero Trust 3.,

AAHHDIX

COXPAHWUTL BCE

UWpeHTndukauma B ceTu.

« [InHammnyeckasi ayTeHTMPUKALUA N aBTopM3aLnsa BCEX PECYPCOB CTPOro BbIMOMHAETCA Nepe pa3peLlleHnem
gocTtyna.

YHpaBneHMe KOHeYHbIMUAN TOYKaMMN.
 Bce NCToYHUKM OaHHbIX U BblYUCTIUTENbHbIE cepBUCbl CHUTAKTCA peCypCaMi.

« [lpeonpusaTne KOHTPONIMPYET U N3MEPSET LIeNOCTHOCTb U YPOBEHb 6€30MacHOCTN BCEX NPUHAAIEXaLLUUX eMy U
CBSI3aHHbIX C HUM PECYPCOB.

YnpaBneHue noToKaMu OaHHbIX:

 Hwu oaHa ceTb He cunuTaeTcsa ooBepeHHoU. Bce coeanHeHnsa 3allmueHbl He3aBUCUMO OT PACMONIOXEHUA CETH.
* ToYeyHbl OOCTYN C MUHUMaArbHLIMU NpuBMNernamMmn. KOHTPOb KaXXaoro ceaHca, B ngeane Kaxxaow onepauuu.
* HenpepblBHbLIM ayguT gocTtyna. [JJocTyn K pecypcam onpenenaeTca AMHaMmniyecKumMin npasunamMmu.

° C60p MaKCMaJ1bHOIo Yncria aHHbIX O COCTOAHNN CUCTEMbBI N €€ KOMIMNOHEHTOB, ANHaAMWN4YECKOE pearmpoBaHmeE.




Knto4eBon aIeMEeHT apXUTEKTYPb ol

AAHHDbIX

HyneBoe goBepue npeanonaraeT, YTO HU OHO CETEeBOE NMOAKMIOYEHNE, HU OOMNH PECYPC HE MOXKET
CYMTaTbCHA AOBEPEHHBIM TOMNbKO HA OCHOBE HAaXOXOEHUS B MEPUMETPE KOMMaHUMN.
[nsa pocTtyna K pecypcy Heobxoanma aBTopu3aumsa U HageneHne npaBaMmm HEMOCpPeaCTBEHHO nepes

ycTaHoBKOWU ceaHca (Just-in-Time).

Control Plane

=

&

'“m\

Policy

Decision
Point
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[Nloacucrtema o6paboOTKM NONUTUK

[IpnHUMAaET pelleHne 0 NpegocTaBneHnn, 3anpeTe nnu
OTMeHe JOCTyna KOHKPETHOro nonb3oBaTensa Unu aktuea B
criydyae MeXXmMallMHHOro B3anMoaencTBus K pecypcy.

[logcuctema agMUHUCTPUPOBaAHUSA

NMNOJIMTUK

[TogTBepxaaeT ceaHC OOCTyna No PeLEHNIo
nogcmcTteMbl 06paboTKM NOSTNTHUK.

To4yka npuMeHeHnsa NOJINTUK

Obecne4ynBaeT HageneHne npaBamMm B MOMEHT OpraHn3auum
ceaHca O0CTyna K KoprnopaTuBHbIM pecypcam.



KOHTPOJb PECYPCHOIo cCerMeHTa X

AAHHDbIX

Firewall

CermeHTauus n cosgaHue PECYPCHbIX aHKI1aBOB. Control Plane

LLnro3 aocrtyna (VPN) :

« Crtporas aBTopm3sayus nonb3oBaTens.
« OpraHmnsauus 3aLluLLEeHHOro KaHana gocTyna.

TepMUHanNbHbLIN cepBep

» Co3agaHue cpefbl UCMONHEHUS. | AR o iiiaaaas

s 3
3anncb CeaHCcoB subject |_> ntrusted Enterprise
Resource
 MOHWUTOPUHI ceaHca U 3annucb OENCTBUN. ' — —~
 PearmpoBaHune Ha HenpaBoOMepPHbIe OENCTBUS.
« PaccnegoBaHve MHUMAOEHTOB. Data Plane

UTO MOXeT ObITb 3TON TOYKON?




1 A
PUHUUNI MNMHNMMAJibHbIX TpuBuIierm ...
AAHHDIX
[lonb3oBaTenb B KaXXablh MOMEHT BPEMEHU NMMEET
TONbKO Te npasa, KOTopble HEODXOANUMbI EMY Control Plane / \
MMEHHO cenvac. ,
Policy
[TpUHUMN MUHUMANbHBLIX MPUBUNETrMN NO3BONSAET Dﬁsﬂ
YUTU OT NOCTOAHHBLIX MPUBUIETNA, KOTOPLIE |
03Ha4valoT BeccpoyHble npaBa Ha BbINOMHEHNE \ * /
0coB0 BaXKHbIX 3aau. e e
- 3
Ecnu yyeTHas 3anncb C NOCTOSIHHLIMM Sutfct {4 Enterprise
npuBUNErMsSMmn Korga-nmbo oyaget | — - .
CKOMMPOMETMPOBaHa UIN HENMpaBUITbHO NAeHTnpuKaLns lpuBunerin

Mcnonb3oBaHa, OHa NpegoCcTaBUT 3HAYUTESIbHbIE Data Plane

BO3MOXHOCTHU 3JTOYMbILLUJTIEHHUKAM.

OTKa3 OT NOCTOAHHbIX MPUBUNETNA

YOpaB npuBunernn n3 cetu, Mbl Co3gaemM MUKPONepUMEeTP AN KaXaoro pecypca




[leTanbHbIV KOHTPOIb KaXXO0WU CECCUN .5

AAHHDbIX

Npnesa nogxoaa “Just-in-Time” 3akno4yaeTcs B TOM, Control Plane / \
YTO A1 CHMXKEHUSI CaMUX PUCKOB KnbepaTtak u ,

YMEHbLLUEHNA NOBEPXHOCTU aTaK HY>XXHO COKpallaTb D;'—:E
OOCTYMHOCTb NOCTOSAHHbIX MPUBUIIETUN. Point
[1na cokpalleHna odbema NOCTOAHHbIX NPUBUIErniA \ : /

B cpee HeobXoamMmMo pacCcMOTPETb TPWU acnekTa: o ! -
* ornepaunoHHasi obracTtb — KOMY U Kakue - —
paspeLleHus NpeaoCTaBNSATCS, Sublect |_> Enterprise
* WHCTPYMEHTaAPUn — Kakum obpa3om OHu | — . | fesouree

NPUMEHSI0TCS, aeHTuunkauus [puBunnernu
* BpEMS — KOrga M Ha Kakow CPOK OHW Data Plane

npeaoCcTaBnsATCS.

Just-In-Time




PAM — KaKk TO4YKa HageneHua npaBamMmu..:.,

AAHHDbIX

,D,OCTyI'I K npususiermpoBaHHbiMm aaMUHUCTPATUBHbBLIM YHETHbLIM 3alnNCAM MNpegoctaBiidA€eTCAd TOJIbKO B TOT MOMEHT, KOIrda

OHU HeobxoaMMbl, U B MUHUMAaSIbHOM O0beMe.

PerynmnpyeTtcs He TONMbKO KTO U Kyda AO0JKEH MMETb AO0CTYMN, HO N KaKne KOHKpPEeTHbIE AEUCTBUA OH MOXET
npegnpuHUMaTh B pamMmkax HasHa4yeHHOro BpemMeHHoro okHa goctyna — npuHumn "4K: Krto? Kyaa? Kak? n Korga?”.

Control Plane / \
CDM Sys Data Access
tem
Policy Policy
Decision
Point
Industry PKI
Compliance \ y /
Threat | N > D
Intelligence Mangement

Subject fegie Entarprise
pciy Logs :> 4; -

Resource

Data Plane

 noyemy TonbKo Ang agMMHUCTPaToOpoOB?

[Noacucrtema o6paboOTKN NONUTUK

PAM-pelueHua coaepxat KOMMOHEHT, KOTOPbIU UHULNNPYET
CeaHCbl JOCTyna Ha OCHOBE pa3fnyHbIX KputepmeB. OHU
MOTYT NPeaoCTaBNATb OOCTYN HA OCHOBE POfieBON MOAENN,
Ha OCHOBE MONMUTUK, HA OCHOBE pas3HbIX aTpubyToB, Mo
OaHHbIM TPETbUX CUCTEM.

[loacuncrema agMMHUCTPUPOBaAHUA

NMNOJIMTUK

PAM-peLlueHuns cogepXxaT KOMMNOHEHT, KOTOPbIW
NoO3BOMNSET HacTpamBaTb, OOHOBSATL N YNPaBNsATb
NonMTUKaMun OCTyna nonb3oBaTenen U yCTPoOUCTB, B
TOM YMCNE N HA CTOPOHHUX CUCTEMAX.

To4yka npMeHeHUsA NOJINTUK

PAM-pelLueHna MHNUMNPYIOT ceaHc gocTyna. Kak npasuno,
nonb3oBaTesito He NpeaocTaBnaeTcs NPAMOU OOCTYN K
pecypcy. Bce ceaHchbl JoCcTyna ynpaBnsalTCA U
KOHTponupytoTcs. [pn HeobXoANMOCTU OHU MOTYT ObITb
3aMOpPOXeHbl U NPUHYANUTENBHO NpeKpaLLleHbl.



PAM — B KOHTeKCcTe Zero [rust i

AAHHDIX

COXPAHWUTL BCE

UpneHTndpmkaumsa B ceTu:

[nHamunyeckasa ayTeHTUmKaumns n aBtTopmsaumnsa BCeEX pecypcoB CTPOro
BbIMNONHAETCA nepen paspellueHnem gocTtyna.

aeHTudukaumsa u guHaMmmnyeckoe HageneHme HamMeHbLUUMU
NPUBUNErMAMN NMonb3oBaTenemn, NPUNOXeHNsa U CUCTEMbl HEMOCPEACTBEHHO
nepen ceaHCcoM.

YHpaBneHMe KOHe4YHbIMUN TOYKaMMW.

Bce MCTOYHUKM AaHHbIX U BblYUCTIUTENbHbBIE CEPBUCHI CYUTAIOTCA
pecypcamu.

PAM gorxeH nMeTb YHMUBepPCasibHbIM KOHHEKTOP K MPOU3BOSIbHOMY
pecypcy.

[peanpuaTe KOHTPONUPYET U U3MEPSIET LIENTOCTHOCTb U YPOBEHb
6e3onacHOCTN BCexX NpuHaaneXalmx emy 1 cBA3aHHbIX C HUM PeCcypCoB.

PAM obecrneunBaeT XU3HEHHbIW LMK YYETHbIX 3annucen (obHapyxeHue,
POTaLIMIO CEKPETOB, BEPUPUKALINIO U NpeaocTaBneHne).

YnpaBneHue NnoTokamMu OaHHbIX:

Hu ooHa ceTb He cuyMTaeTca goBepeHHOU. Bce coegmHeHns 3allmiLeHbI
HEe3aBMCMMO OT pacrosfioXXeHna ceTu.

[aHHble B ceaHcax NpUBUIIErMpoOBaHHOroO AoCTyna nepeaarTcs no
3alUULLEeHHbIM KaHanam.

To4e4HbI OOCTYN C MUHUMarbHbIMU NpUBUNErMaMmn. KoOHTponb Kaxgoro
ceaHca, B ugeare Kaxaou onepauun.

PAM-cncTeMbl CNOCODOHBLI MHNLMMPOBATbL CeaHChbl AOCTYyna A9 BbINOMHEHUS
onpeaeneHHoro Tuna paboT Ha KOHKPETHOM CUCTEME C UCTMONb30BAHMNEM
cneunduyeckoro MHCTpymMeHTa. Ana Kputudecknx 4eNCTBMU — C OHNauH
HabNOEHNEM N KOHTPOJSIEM KaXkaon onepaum.

HenpepbiBHLIN ayauT goctyna. [octyn K pecypcam onpenendeTcs
ONHaAMWYECKUMUN NpaBunamMmm.

3anucb Kaxkgoro gencteua. LlJoctyn K pecypcam ornpenenseTcs
OVNHaAMUYeCKUMN npasuiamMu.

Cbop MakcmmanbHOro Yncna aaHHbIX O COCTOSIHUM CUCTEMbI U ee
KOMMOHEHTOB, AMHAMNYECKOEe pearmpoBaHme.

PAM npenocTtaBnsaoT eAuHY0 KOHCOSTb YNpaBneHmns n coopa AaHHbIX O
BCEX OEeNCTBUAX, CBA3AHHbIX C NPUBUNErMpoBaHHbLIM OOCTYMOM.

REST API| no3BonsdeT TpeTbUM CUCTEMAaM UCNOSNTHATbL CKPUMTLI
pearnpoBaHunsa Ha MHUMOEHTbLI No4 cneundunyecknmm npmBmMnNernaMmn.
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SALLUUNTA




