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1 Ob O9TOM JOKYMEHTE

OTOT JOKYMEHT SBJSIETCSA PYKOBOACTBOM aJMUHHUCTpPATOpPa MPOTPAMMHOIO TPOJYKTa
«SPACE» (nanee CucremMa, «rmporpaMmmay, «IporpaMMHBINA TPOJTYKT).

JIoKyMeHT BKJIIOYaeT B ceOsl TJiaBbl C OOLIMM ONHUCAHHEM IPOrpaMMbl, OMUCAHHEM €€
CTPYKTYpPbI U TOLIATOBBIMH HWHCTPYKIHMSIMU M TIOSICHEHUSMHU 10 OCHOBHBIM €€ (pyHKIIMOHaiaM, a
TaKKe€ C JEHUCTBUAMH B ClIy4ae aBapUMHBIX CHTyauuid. JIOKyMEHT aJpecoBaH CIELUAIUCTaM,

OTBEUAIOUINM 3a o0ecreueHne padboTocrnocoOHOCTH U HaCTPOHKY CHUCTEMBL.



2 TEPMUHBLI, ONPEAEJEHUA, UCITIOJIb3YEMBIE

COKPALLIEHUS

Tepmun/cokpanienne

Onpeneienune

IIpuBHnerupoBaHHbIi TOCTYIT

any,

HeorpanuueHuslif qocTynm aisi IPOCMOTpa U U3MEHEHUSA
JAaHHBIX, U3MEHEHUS MMapaMeTpPOB KOH(PUTypaIuu, 3aIrycka
IPOTpaMM | T.1.

CeaHc MPUBHIIETHPOBAHHOTO
JOCTymna

HHTepakTUBHBIN o0OMeH JTAHHBIMH, UMEIOIIUN
OTPAaHUYCHHBIA BpPEMEHHOM HHTEpBaJ, B XOJ€ KOTOPOTO
BIIQ/IETTBITY Y9eTHOU 3aIIUCH MIPEAOCTaBIIACTCS
TIPUBUIICTHPOBAHHBIHN JIOCTYTI. Ceanc CUHMTAETCs
3aMyIIEHHBIM C MOMEHTa OTOOpaXCHHsSI Ha 3KpaHe
MOJIH30BATENsI OKHA MHCTPYMEHTA aIMUHUCTPUPOBAHUS U
3aKOHYEHHBIM B MOMEHT BBIXOJla U3 HWHCTPYMEHTa
AIMUHUCTPUPOBAHUSL.

Hapsn-ngomyck (HJI)

PaspemieHre Ha BBINOJIHEHHE ONPENEICHHOW 3aJaud C
ncnonszoBanueM SPACE, B KOTOpoM coAep:KUTCs Ha3BaHUE
3a7a4M, CPOK JCHCTBUS Haps/ia-J0MyCcKa, MHALIUHAPYIOIIee U
corjacyromee  JHUIO, OOOCHOBaHME U OOBEKTEHI
aIMUHUCTPUPOBAHUSL.

OA

OO0bext agmuHACTpHUpOoBaHus. LleneBas cucrema, MeHCTBUS
c KOTOpOH  NIPOU3BOAATCS C  HCIOJb30BaHUEM
[IPUBUJIETHPOBAHHOIO IOCTYIIA

A

WucTpyMeHT  AJAMMHHUCTPUPOBAHUS. IIpunoxenue,
3amyckaemoe Ha cepBepe 3CA, ¢ MOMOIIBIO KOTOPOTO
OCYIIECTBIISIOTCS MPUBMWIIETHPOBaHHbIN ocTyn K OA.

3CA

3amumennas Cpena AJIMHHUCTPUPOBAHMS. BplneneHHbIM
cepsep, Ha KOTOpPOM BBIIIOJIHSETCS ceaHc
MPUBUJIETUPOBAHHOTO JIOCTYIIA.

FQDN

Fully Qualified Domain Name, uMs 1oMeHa, HE UMEIOIIEE
HEOJHO3HAUYHOCTEH B ompeneneHuH. Bkimouaer B cebs
MIMEHA BCEX POJUTENBCKUX TOMEHOB nepapxuu DNS

COoC

Cayx0a Oobmena Coo01eHnsIMY. CnyxO0a,
oOecrnieunBaromas KOMMYHUKAIIUIO MEXKIY KOMIIOHEHTaMHU
SPACE.

BCAC

BryTpeHHss cucTeMa aynuTa CEaHCOB, OCYIIECTBIISIOIIAS
3alUCh CKPUHILIOTOB ACUCTBUN MOJIb30BATEIECH.
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3  OBIIME CBEJAEHHUA O CUCTEME SPACE

3.1 Ha3nayeHnue nmporpamMMbIl

«SPACE» — 3T0 aBTOMaTHU3MpOBAaHHAs CHUCTEMa OpPraHW3allMM W YIpaBJICHUS pabodYuM
MPOLIECCOM MPHUBWJICTUPOBAHHBIX TOJb30BaTeNIel C WHTEIPUPOBAHHOM 3alllMIIEHHON cpeaoin
peanu3anyuy MOJHOMOYUHN U IOJACUCTEMOM YIIPABICHUS XU3HEHHBIM LIMKIOM IApOJed U KIKYer
J0CTyIHA.

Cucrema «SPACE» mnpemHazHaueHa i aBTOMAaTH3alMKM pPabOThl MPHUBHICTUPOBAHHBIX
I10JIb30BAaTeJIeH, MOBBIIICHNUS YPOBHS O€30MACHOCTH YUETHBIX JIaHHBIX, aJpeCHOTO MPEeI0CTaBICHUS
MIPUBWICTUPOBAHHBIM ITOJIH30BATEIIIM MUHUMAIHLHO HEOOXOJUMBIX MPUBWICTUN HA OTPAHHYCHHOE
BpeMs, TMOBBIIICHUS  CKOPOCTH  MPEJOCTABICHUS  MPHUBHJICTUPOBAHHBIM  TIOJH30BATEISIM
HEOOXOMUMBIX I  pabOThl MPUBMUIIETUN, JEUEHTpajIu3aluu Ipolecca MPelIoCTaBICHUS
MPUBWICTUPOBAHHOTO  JOCTyMa M OpraHu3aluud  OOBEKTUBHOTO  KOHTPOJS ~ CEaHCOB
MPUBUWJIETUPOBAHHOTO JIOCTyIAa Ha KPYIMHBIX MPEINPHUATHIX U B KOMIAHUSX CPEIHEr0 W Majoro

ousHeca.

3.2 @OyHKUHMU NPOTrPaAMMBbI

B nporpamme peanuszoBaH cieayromui GyHKIHOHAT:

® TIpeIOCTaBJICHUE 3aLIUIIEHHON cpenbl anMuHucTpupoBanus (3CA), U30IUpPOBaAHHOM
OT TMOTEHIHATbHO BPEIOHOCHOM cpeabl paboyel CTaHLMU, C  KOTOpPOM
OCYLIECTBIIAETCS IPUBUIIETMPOBAHHBIN JOCTYIL;

e aBTOMATHU3aLMs IPOLECCa COrIacoBaHus IPUBUIETUPOBAHHOIO TOCTYIIA;

e XpaHEHHE MapoJiell 6e3 pacKpbITUS IMOJIH30BATENI0 B 3AIMIICHHOM XPAHUJIMILE, UX
poranus;

® KOHTPOJIIb JOCTyIAa K COBMECTHBIM YUETHBIM JAHHBIM,;

® KOHTPOJb KOMaH] U JACUCTBUH, BBIIOJIHSAEMBIX CHEIIUAINCTAMY,

® MOHMTOPHHI M 3aIIUCh CEAHCOB IIPUBUIIETMPOBAHHOIO JOCTYIIA;

® [OJAJEp>KKa IPOTOKOJIOB YAAIEHHOTO aIMUHUCTPUPOBAHUS;

® [IPEAOCTaBICHHE AHATUTHYECKUX [JaHHBIX O JEHUCTBUSAX HPUBWIECTMPOBAHHBIX
MOJIB30BATENEHN C MOMOIIBIO KOHCOJIM, OTYETOB U aHAJIUTUKH;

e Byx(QaxkTopHas ayTeHTH(]UKauus ¢ ucnoiaszoBanueM texHoioruu RuToken, TOTP;

® pasrpaHUYEHHUE JOCTYIA K YIPABJICHUIO IPOrpaMMOi;

e ympasiieHHe paboToil MporpamMmel,

e 100aBlIE€HHE HOBBIX 0OBEKTOB M HHCTPYMEHTOB NMPUBUIIETUPOBAHHOIO JOCTYIIA;
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®  ABApUITHBIN PEXUM;

® BO3MOXKHOCTb HHTErpallMM C CYLIECTBYIOIIMMU CUCTEMaMH HH(POPMALMOHHON
6e3omacHocTH nocpeactsom API;

e paboTa B pa3HbIX TEHAHTaX;

° (bOpMHpOBaHI/IC OTYETHOCTH 00 MCIHOJIb30BAHUH CHCTEMBEI.

3.3 IlepedeHb IKCIIIYATANMOHHOM TOKYMEHTAIUN

Hns paborbl ¢ CucTeMoOil TOJB30BATENI0O HEOOXOIMMO O3HAKOMHUTHCS C HACTOSIIUM

PykoBoacTBoM agmuHucTparopa, PykoBoacTBom nosbs3oBareits, IHCTpyKIHen 110 pa3BepThIBAaHUIO.

3.4 YPOBCHL NOATOTOBKH I10JIb30BaTE/IA

Jnst pabotel ¢ CucTeMOl TIOJb30BaTEd CHCTEMBI JIOJDKHBI 00JIaaTh HaBBIKAMU
aaAMUHUCTpUpOBaHMs cepBepoB Windows, 6a3 maHHBIX, 0a30BBIM 3HAHUEM s3bika AUtOlt, 3HaHMEM
OCHOBHBIX HMHCTPYMEHTOB aJMHUHUCTPUPOBAHHS, IPOTOKOJOB ATIMUHUCTPUPOBAHUS, HABBIKAMH

aJIMUHUCTPUPOBAHUS CETEBON MHPPACTPYKTYPHI KOMITAHUH.

3.5 [IIpaea gpocryna k ¢pynkunonaiay SPACE

3.5.1 Pouau noas3osaresneir B Cucreme SPACE

ITepconany, paboratomemy ¢ CucreMoit, MOTyT OBITh Ha3HAYEHBI CIECAYIOLINE POJIH:
e (a30BbIif OJIL30BATEb;
® CTAHJAPTHBIN I0JIb30BATEIb;
® POJBUHYTBIN I10Jb30BATEND;
®  QJIMHHHUCTPATOD;
® TEXHMYECKHUH aJIMUHHUCTPATOD;
® ayauTOD;
® [IPOABUHYTBIA ayAUTOD;
® I[IPUBUJICTUPOBAHHBIN AIMUHUCTPATOP.

COprI(HI/IKaM, paGOTaIOIJ_[I/IM C CHCTCMOﬁ, MOKET OBITh Ha3HAYEHO HECKOJIbKO pOHCﬁ.

35.1.1 Ba3oBblil moJb30BareIn

ba30Bblii 1OJIB30BATENIb UMEET CIAEAYIOLINE IIPABA:
® 3aIyCK CEaHCOB IIPUBWIETHPOBAHHOIO OCTYIA B 3al{UIIEHHON CpeIE.
ITonq ceancoM TPUBHIECTUPOBAHHOTO JIOCTYMa TIIOHUMAETCS WHTEPAKTHUBHBIA OOMEH
JTAHHBIMH, UMEIOIINI OTPAaHUYCHHBIN BPEMEHHOW MHTEPBAJ, B XOJ€ KOTOPOro BIAAENbIy Y4ETHOU

3allMCU  MPEAOCTABIIACTCA HCOFpaHquHHLIﬁ AOCTYyIl IJid HOpOCMOTpa W HU3MCHCHUA [NAaHHBIX,
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M3MEHEHHS ITapaMeTpoB KOH(UTypaIiH, 3ammycka nporpaMm U T. 1. CeaHc cuuTaeTcs 3amylnieHHbIM
C MOMEHTa OTOOpa)KE€HHs Ha JKpaHe I0Jb30BaTeNd OKHA MHCTPYMEHTAa aAMMHUCTPUPOBAHUS U
3aKOHYEHHBIM B MOMEHT BbIX0/1a U3 MHCTPYMEHTA aIMUHUCTPUPOBAHUSI.

Jlnst 3amycka ceaHca NMPUBHIJIETHPOBAHHOTO J0OCTyNa 0a30BOMY IOJIH30BATENI0 HEOOXOAUMO
MMETh COTJIIACOBAHHBII HAPSA-I0NYCK K KOHKPETHOMY HH(pOpMAIIMOHHOMY pecypey. Hapsia-gomyck
COIJIaCyeTCsl COTPYJHHKOM, OTBEHYAIOUIMM 3a IPEAOCTABICHHE IMPUBWIETHPOBAHHOIO JOCTYyNa K
JAHHOMY OOBEKTY aIMUHUCTPUPOBAHMSL.

ITon Haps10M-I0MYCKOM B JAHHOM JOKYMEHTE ITOHUMAETCSl pa3pellieHUE Ha BBINOJIHEHHE
ompejaenieHHOW 3amaun ¢ ucnoinb3oBaHueM SPACE, B KOTOPOM COJEPKUTCS —CIIEIyOIas
nHpopManus:

e Ha3BaHMeE 3a/1a4H,

¢ uHPOPMALMOHHEINA pecypc (0OBEKT), K KOTOPOMY 3alpalllMBaETCs TOCTYII;

® UHCTPYMEHT B3aMMOJCHCTBHS (OCHACTKH, HWHCTPYMEHTHI aIMHHHCTPHPOBAHUS,
nporpamMmbl, HHTEpdeiic) ¢ HHOOPMAIMOHHBIM  PECypcoM, K KOTOPOMY
3aIpalBaeTCs 10CTYII;

® CpOK JICHCTBHS pa3pelICHNUs,;

® yUYETHOE UM, UCIOJIb3YEMOE JUIsl IOCTyIa K pecypcey;

® JIMIIO, COTJIACYIOIIEE JOCTYI K JAHHOMY HH()OPMAITMOHHOMY pPecypcy;

e 000CHOBaHME 3allpoca Ha MOJY4YEHUE NPUBHIIETMPOBAHHOIO JOCTYyNA K JAHHOMY
nHpopMallMoHHOMY pecypcy (Homep 3asBku u3 ITSM cucremsl, Hampumep,
TEKCTOBOE ONMCAHME CHUTYyallud, KOTOopas IpuBela K HEOOXOJAMMOCTH MOJIYYHUTh
NPUBHJICTHPOBAHHBIN JOCTYI K JaHHOMY HH()OPMAIIMOHHOMY pecypcy (00BeKTy));

e pa3HOOOpa3HbIe HACTPONKU pabOThI ceaHca, MOAPOOHEE O KOTOPBIX MOYKHO IMOYUTAThH

B CIIpaBKE Ha ITOpTajec.

3.5.1.2 CraHaapTHBIA 10J1b30BaTENb

CraHmapTHBIN MOJIB30BATENh CUCTEMBI UIMEET CIICIYIOIIUE TTpaBa:
® 3alyCK C€aHCOB IMPUBUJIETUPOBAHHOTO JIOCTYIIA B 3aLIUIIICHHON CpEe;
® 3ampoc HapsAa-I0IMycKa i ceos;
® COIJIacCOBaHUE HApAJIOB-IOMYCKOB, €CJIM MOJb30BaTellb BXOAUT B TPyHmny
COTJIaCOBaHUS;

¢ [IPOCMOTP 3anuce COOCTBEHHBIX CCAaHCOB, €CJIM IAJid HUX CCTb COOTBCTCTBYIOIIUC

nanaeie BCAC.
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CotpynHuk ¢ posibto «CTaHAApTHBIN MOJIB30BATENb» UMEET MIPaBO COIVIACOBBIBATH HapsiI-
JIOTTYCK, €CJIM €r0 yY4ETHOE UM 100aBJIEHO B CIIMCOK JIMII, COTJIACYIOIIUX HApsI-IO0MYCK K JAHHOMY
nH(OpMaLIMOHHOMY pecypcy (00bekTy aaMuHHCTpUpoBaHus). OH TakkKe HMMEET BO3MOXKHOCTb

IMpOCMAaTpPHBATD 3aIlIMCHU COOCTBEHHBIX CEaHCOB.

3.5.1.3 IIpoaBuHYTHII OIb30BaTEb

IIpoaBUHYTHIN 1I0JIB30BATEb UMEET CIIEAYIOLIME IIPaBa:
®  3aIyCK C€aHCOB IIPUBUJIETHPOBAHHOIO AOCTYIA;
®  3aIpocC Hapsa-I0MycKa A ce0sl U Ui APYIUX MOJIb30BaTeeH;
® COIVIACOBAaHHE HAapsANOB-IOIYCKOB, €CIM II0Jb30BaTeb BXOAUT B TPYIIY
COIIaCOBaHUS,
® [IPOCMOTp 3amuceil COOCTBEHHBIX CEaHCOB, €CIIM JJISi HUX €CTh COOTBETCTBYIOLIUE
nmannbele BCAC.

Cotpynnuk ¢ ponbto «IIpoaBUHYTHIN MOIB30BATENb» UMEET MPAaBO COIJIACOBHIBATH HapsII-
JIOIIYCK, €CJIM €r0 YYETHOE UM J100aBJIEHO B CIIMCOK JIUI], COIVIACYIOIIUX HapsI-IO0MYCK K JAHHOMY
UHGOPMALIMOHHOMY pecypcy (00BEKTY aaMUHHCTpUpoBaHusi). OH TakkKe HMEET BO3MOXHOCTb
IIPOCMATpPHUBATh 3allUCH COOCTBEHHBIX CEAaHCOB M 3alpallliBaTh HAPSA-JONYCK JUIs JIPYroro

I10JIB30BAaTECIIA.

3514 AJIMMHHCTPATOP

Anvmunuctpatop SPACE  ocymectBisier  ympaBieHHe 3aqadaMd  Ha  paboTy ¢
MH(OPMALIMOHHBIMU peCypcaMH, UHCTPYMEHTAMHU aIMUHUCTPUPOBAHMS U YUETHBIMHU 3aIUCSIMHU B
pamkax ogHoro teHanta. OH TaKke MOXET BXOAWTH B TPYIIY COTJIACOBAHHUS U COTJIACOBBHIBATH

HapAAbI-AOITYCKH.

35.15 TexHuuyeckuii aAIMUHUCTPATOP

Texuuueckuit agmunuctpatop sSPACE ocymectBisier ynpasieHue Bcemu oObekTamu MT-
MHQPaACTPYKTYphl KOMIIAHUH, HACTPAUBAET MPUJIOKEHUS, MT0JIb30BATEIBCKIE POJIU U OCYLIECTBIISIET
MOHUTOPHHI COCTOSIHHSL CHUCTEMBI B paMKax BCeX TEHAHTOB. TaKkkKe MMEHHO OH HAaCTPAaWBaeT
TEHAHTBHI.

3.5.1.6 Aynurtop

AyauTop UMEET MpaBO MPOCMATPUBATh CEAHCHI IPUBHIETMPOBAHHOTO JOCTYIA B PEAJbHOM
BPEMEHM U B apXUBE.

3.5.1.7 IIpoaBunyTHIil aynuTop

IToMuMmo CTaHAApTHBIX BO3MOXKHOCTEH ayauTopa, JaHHBIN THUII IIOJIb30BaTEICH UMEET paBo

Ha IpocMoTp NaHHbIX U3 key-log u clipboard miig ceaHcOB MPUBUIIETHPOBAHHOTO JAOCTYIIA.
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3.5.1.8

IIpuBu/IerupoBaHHbIH AAMHUHUCTPATOP

[IpuBHIIErUpOBAHHBIA aAMUHUCTPATOP — 3TO COTPYAHUK, KOTOPBIM B JOIOJIHEHHUE K IIpaBaM

OOBIYHOTO aIMUHHCTPATOPA UMEET MPaBo nepeBoia CUCTEMBI B aBApUHHBIN PEKHUM.

ABapPII;'IHI)II;'I PEKUM — 3TO PCIKUM CI/ICTCMI)I, IIpu KOTOpOM 63,30BI>I€, CTaHAApPTHBIC U NPOABHUHYTHIC
TMOJIB30BAaTCIIN UMEKOT BO3MOXXHOCTH Y3HATh YYETHBIC HaHHBIC 00BEKTOB AAMUHUCTPUPOBaHUA, OJOCTYII K
KOTOPBIM IJI1 HUX COI'JIaCOBaH.

3.5.2 IlepedeHb (pyHKIHOHAJIA, JOCTYIHOIO JJIsl KAMKIAO0H PoJin

Tabnuya 1. @ynxyuonan, docmynuwiii Kaxcoou poau

HaunmeHnoBanue

IIpaBa

Onucanue poJu B Bed
uHTepdeiice

HNms rpynnsl B AD npu
AKTHBHOM rajiouKe mo
YMOJTYAHHUIO

Hocrynen paszgen "Ceancnol"

ROLE_SPACE_RES

SPACE_RESTRICTED

. e 3amyck ceancoBTRICTED_USER USERS
BbasoBbIit -
aJIMUHUCTPUPOBAaHUS Ha OCHOBE
MOJIb30BATEIb ;
COIIACOBAHHBIX Hapsinos-
JIOTTYCKOB'".
Jocrtynen pazaen "Ceancsl" ROLE_SPACE_STA [SPACE_STANDARDU
e TIpocmoTtp 06bexToBNDARD_USER SERS
aJIMUHUCTPUPOBAHHUS,
CTPYIIHPOBAHHBIX B BUJIE 3a]1a4.
e 3ampoc Hapsiaa-I0ImycKa Ha
O00BEKTHl aJMUHUCTPUPOBAHUS IS
CBOEH YYETHOM 3amucH.
e 3amyck CEaHCOB
. aJIMUHUCTPUPOBAHUS Ha OCHOBE
CranmapTHbIiT . pHp
COTJIACOBAaHHBIX HapsI0B-
M0JIb30BATEIb
JIOITYCKOB.
e (CornacoBaHue HapaJ0B-I0IYCKOB,
€CIIM  TI0JIb30BAaTENb BXOAUT B
rpymmy COTJIACYIOIIHX JUTsL
COOTBETCTBYIOILIEH 3a1a4u
aJIMUHUCTPHUPOBAHMS.
e [IpocMmoTrp 3ammuceid COOCTBEHHBIX
CEaHcoB, €CIM JJIsI HHUX €CTh
cootBercTBytomue ganasie BCAC.
Hocrynen pazaen "Ceancnbi" ROLE_SPACE_USE [SPACE_USERS
e [IpocmoTtp 00bekToBR
aJIMUHUCTPUPOBAHHUS,
CTPYIIHPOBAHHBIX B BHUJIE 3a]1a4.
e BosmoxHocTh 3ampocuth "Hapsan-
N ormyck" Ha 00BEKTHI
[IponsunyTHIN somy .
aJIMUHUCTPUPOBAaHHUA JUISI  CBOEH
MOJIb30BATEIh

YYETHOM 3alMucu W IJIS  YYyXKHX
YYETHBIX 3aIIUCEN.

3amyck CEaHCoB
aIMUHUCTPUPOBAHUSI Ha OCHOBE
COIJIACOBAHHBIX "Hapsinos-
JIOTTYCKOB".
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HaunmMmeHoBaHHe

IIpaBa

Onucanue poJiu B Bed
uHTepdeiice

HNms rpynnsl B AD npu
AKTHBHOM rajiouKe mo
YMOJIYAHHIO

CorracoBanme "Hapsinos-
JOIyCKOB", €CIIH  TOJB30BATEIh
BXOJIUT B TPYIIIy COTIACYIOMINX
JUISL  COOTBETCTBYIOIIECH  3amauu
aJIMHUHUACTPUPOBAHUSL.

[IpocMmoTp 3ammceid COOCTBEHHBIX
CEaHcoB, €CIM [UII HUX €cCTh
cootBercTBytomue ganasie BCAC.

AJIMUHUCTpATOP

Hocrynen pasaes "YupasieHue
cucremoit"

VYnpasieHue 1nojab30BaTesIMH.
VYnpasineHue rpynnamu
COI'JIACOBaHML.

VYnpasieHue
MMPUBUJIICTUPOBAHHBIMU  YYCTHBIMU
3aIIucCsIMu.

Ympasnenue o0BeKTaMu
aJIMUHHUCTPUPOBAHMS.

VYpasieHue 3aga4aMu.
VYnpasieHue HapsAaMu-
JOITyCKaMHU.

VYnpapieHue JOMEHAMU.
VYnpasneHue areHTaMu apoJei.
VYnpasnenue puibTpanuen BBoJa.
[IpocMoTp uHpOpPMaIHHK O CeaHcax,
orepanusx C CeKpeTamH, cTaryce
KOMIIOHEHTOB u CTaTUCTHKE
HCIOJIb30BAHMSI CHCTEMBI.

ROLE_SPACE_ADM
IN

SPACE_ADMINS

Texunueckuit
AIMUHUCTPATOP

Hoctynen pasaea "Yupasiaenue
pecypcamu"’

YnpaBneHue TeHaHTaMU
YnpaBieHue Moib30BaTesIMH.
YnpapneHue HHTEPIIpeTaToOpaMu
YnupaBneHue TPWIOKEHUSIMH U
CIIEHApHUSIMU KX 3aITyCKa.
Ympasnenue cepBepamMu
3amumieHHo cpenst (3C).
VYrpasieHue IMOJb30BaTEIbCKIMHU
POISIMH.

VYupasneHue CHUCTEMHBIMU
HacTpoMKamu.

[IpocMoTp KkypHanma coObBITHH U
yIpaBJieHHE napaMeTpamu
¢$ubpTpanmy.

VYpasneHue BHYTPEHHEU
cucremoii Buneoayauta (BCAC) u
XpaHWIHIIAMHU TS Hee.

[Ipocmotp MOJIHOU TaOJIUIIBI
cTaTyca KOMIIOHEHTOB.
VYipaBieHue JIULEH3HEN.
ITpocMOTp CTaTUCTUKHU.

ROLE_SPACE_TEC
H_ADMIN

SPACE_TECH_ADMI
NS
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HaunmMmeHoBaHHe

IIpaBa

Onucanue poJiu B Bed
uHTepdeiice

HNms rpynnsl B AD npu
AKTHBHOM rajiouKe mo
YMOJIYAHHIO

Aynutop

Hoctynen pa3zanen "Ayaut"

IIpocmoTp  XypHama  JOCTyIa
TTOJIE30BATEIIS.

[Ipocmotp CEaHCOB
AIMUHUCTPUPOBAHUS B PEATBLHOM
BPEMCHH.

IIpocMoTp BHAeo3anucel AaHHBIX
CEaHCOB.

[IpocMOTp criicka ceaHCOB.

ROLE_SPACE_AUD
ITOR

SPACE_AUDITORS

IIponBuHYTHII
ayIuTop

Hoctynen pa3zanen "Ayaut"

IIpocmoTp  KypHanma  JOCTyIa
TI0JIb30BaTEIS.

IIpocmotp CEaHcoB
AIMUHUCTPUPOBAHUA B PpE€ajibHOM
BpPEMEHH.

IIpocMoTp BuAcoO3amucel AaHHBIX
CECaHCOB.

IIpocMmoTp ciMcka ceaHCOB.
IMpocmotp nmanubix  key-log wu
clipboard nns ceancos.

ROLE_SPACE_TRU
STED_AUDITOR

SPACE_TRUSTED_AU
DITORS

[IpuBunerupona
HHBIN
aJMUHHACTPATOP

HocTynen paznea "YupasieHue
cucremoit"

YpaBieHue noib30BaTEISAMHU.
VYpasneHue rpynmnamu
COTJIACOBAHMUSL.

VYnpasneHue
MIPUBHJIETHPOBAHHBIME  yYETHBIMHU
3aITUCSIMH.

VYnpasnenue 00BbEKTaMH
aJIMUHUCTPHUPOBAHMS.

YrpaieHue 3a1auamu.
VYpasieHue HapsiaMu-
JIOTTyCKaMH.

VYnpasineHue JOMEHaMHU.
VYnpasieHue areHTaMu aposeil.
VYnpasnenue ¢puibTpanuend BBoJa.
[IpocmoTp mHpOpMaIK O ceaHcax,
Olepalusix C CEKpeTaMmHM, craTyce
KOMIIOHEHTOB u CTaTUCTHKE
WCTIOJIb30BAHUS CHCTEMBI.

ITepeBog CucteMbl B aBapHHBIN
PEXHM.

ROLE_SPACE_SUP
ERADMIN

SPACE_SUPERADMIN
S

3.5.3 HacTtpoiika npaB 10cTyna Jjs Kaxaoi poaun

HpI/I pa60Te CucremMa aBTOMATHYCCKHU Il06aBJ'I$IeT B CI/ICTCMy MoJb30BaTeIe U3

COOTBETCTBYIOIIMX TPYII ciaykO0bl katajgoroB Windows. [l »Toro HEoOXOAMMO HACTPOWTH B

Cucreme COOTBETCTBYIOIIHMM JIOMEH, a TakK)Ke€ HaJMYMe B ATOM JIOMEHE IOjh30oBarenieid B Active

Directory Users and Computers.
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Ha3nauenue win HM3MEHEHHE POJIM YUYETHOM 3alUCH MPOMCXOMUT MyTeM J00aBICHHS
MOJTK30BaTEIs B COOTBETCTBYIOMmIYIO rpymmy Active Directory. PekoMeHmyeMoe COOTBETCTBHE

pouteii B Cucreme rpynmnam Active Directory npuBoautcst B UHCTpyKITMHU 1O pa3BEPTHIBAHUIO.

3.6 CocraB u conepkanue TUCTPUOYTUBHOTO HOCUTEJISI TAHHBIX

IIporpammusbiii npoaykt «sPACE» pacnpocTpaHsieTcs B BUAE apXHuBa, JIOCTYIHOIO st
3arpy3KH 1Mo UHAUBHIYaIbHOMN CCBUIKE.
B cocraB nuctpuOyTrBa cUCTEMBI BXOJAT CIENyIOIKe (haibl:
e spaceinstall — ucromusiemplit (aiin, npegHa3HAUYCHHBIN I YCTAHOBKH Ha MalmnHy Linux,
KOTOPBIHA OCYIIECTBISIET YCTAaHOBKY KOMITOHEHTOB cucteMbl SPACE Mono (Base).
e linux_js_installer.gz — apxmuB, ¢ MOMOIIBIO KOTOPOI'O OCYIIECTBIIACTCS ycTaHoBKa JS Linux.
e space-installer-1.4.0.exe — wucnonHsembIii (ailsl, KOTOPBI OCYIICCTBISET YCTAHOBKY JS
Windows.
Hnst paboter SPACE HEoOX0auMO OCyIIEeCTBUTH KaK MHHUMYM OJIHY YCTaHOBKY fapa u
OJIHY YCTaHOBKY Ce€pBepa 3aluiieHHoi cpest (JS).
B coctaB auctpuOyTHBa BXOIUT IPOrpaMMHOE 0OECIIEUEHHE CTOPOHHUX MPOU3BOIUTENEH,
KoTopoe Heobxonumo s pabotel Cuctemsl. Criucok croponHero 1O u mpouenypa ycTaHOBKU

Cucremsl npeaAcCTaBJICHLI B I/IHCTp}/KHI/II/I I10 pa3BCPThIBAHUILO.

3.7 ¥YcaoBus padorocnocodonocTu Cucrembl

CepBepHble KOMIIOHEHTHI CHCTEMBI YCTaHABIMBAIOTCS KaKk Ha (PU3WYECKHE CEPBEPHI IMOJ
ynpaieanem MS Windows Server 2012R2 wu Beime/LiNUX, Tak W BHPTyalbHbIC CepBEpbl Ha
wiargpopmax Bupryanuzamun VMWare, Hyper-V, Zen. Jlonyckaercs pa3BepThIBaHUE KOMIIOHEHTOB
Cucremsbl B rTHOpUIHON Cpefe.

Komnonentsr CuctemMpl MOTYT OBITH PacloOJOXKEHbI KaKk Ha OJHOW MallMHE B TIpeaenax

onHoi komnanun/IlO/], Tak 1 ObITh reorpaduuecku pacrpeeneHsl.

3.7.1 CropoHHee nMporpaMMHoe obecrieyenne, Heooxoaumoe st padorsl SPACE

Hns paborsr SPACE neoOxomumo croponHee I1O, xoTopoe MOXKET BXOJIUTh B COCTaB
muctpuOytuBa. KpaTkuil cnucok mpejactaBieH B Tabimuie 2, MOJHBIA oT4yeT 00 oOpensource
KOMITOHEHTaX MOXKHO HaiiTh B (aiine «[Ipunoxkenne Opensource kommoHenTsl SPACE.htmly.

Tabauya 2. Ilepeuenv cmoponneeo 110

no Onucanue
JRE Java SE Runtine Environment (x64)
JCE Java Cryptography Extension
EcstgreSQL baza mannsix PostgreSQL
Tomcat Komnreiinep cepsieton (X64)
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J1(0) Onucanue
[Inardopma, peanuzyromas cucteMy oOMeHa
NATS
coobnienusimu (COC)
CkpurT 17151 aBTOMATH3AIMA BBITTOTHEHH 33129 B OC
Autolt . -
Microsoft Windows.
Docker CE Cuctema KoHTelHepoB i Linux.

3.7.2 TpeOoBaHus K annapaTHOMY o0ecre4yeHHI0 CepBEPHOI YacTH

Tabnuya 3. Tpebosanus k annapamHomy obecnedeHuro cepeepos

CepgBep

XapakTepuCTHKH (PU3NYECKOTrO0 cepBepa

Cepsep SPACE Mono (Base)

IIpomeccop: 4 ampa, 2,2 [T
OmnepartuBHas namsath: 8 I'b
HuckoBoe npoctpanctso: 150 I'b

Cepaep 3CA

IIpomneccop: 4 anpa, 2,2 [T
OmnepatusHas namste: 8 I'b
Huckooe npoctpanctso: 150 I'b

XpaHUJuIlE apXHBa CECCHIA

Tpebyercst paccunTaTh JOMOIHUTEIBHO.

3.7.3 TpeOoBanus K NPOrpaMMHOMY 00eclie4eHHI0 CePBEPHOI YacTH

3.7.4

Tabauya 4. Tpebosarus kK NPOCPAMMHOMY 0DeCnedeHUuro cepeepos

Cepsep

Cocras I1O

Cepsep SPACE Mono (Base)

CentOS 7-8, Ubuntu 22 u Beimie, Astra Linux «Opém», Red
OS «Mypom» 7.3.2;

OpenSSL 1.1 u BoItIIE;

Docker 24.0 u BpIIIE.

Microsoft Windows Server 2019;

Cepsep 3CA Remote Desktop Server (RDS);
Windows PowerShell 5.1 u Bbime.
CentOS 7-8, Ubuntu 20 u Beimire, Astra Linux «Opén», Red

. OS «Mypom» 7.3.2;

Cepsep 3CA Linux OpenSSL 1.1 u BeiIIE;

Expect.
TpeOoBanus k annapaTHoMy o0ecre4eHHI0 padounX CTaHIUI
Tabnuya 5. Tpebosanus k annapamHomy obecnedenuro pabouux CmaHyull
KommnonenT MunumanbHasi KOHGUrypanus
IMpoteccop Intel Pentium 1.8 I'T'1y (Myih COBMECTHMBII aHAIIOT),

YUCIIO siIep — 2

OnepartuBHas namsts (RAM)

3I'b

XKecTkuit nuck (nocTynmHoe
MECTO Ha JIHCKE)

HDD umu SSD, 2 I'b

Buneoananrep JIroboit

CereBas 1uiara Ethernet 100 M6wut/c (pekomenayercst 1 ['out/c)
JononHuTensHoe Monutop 1024x768 u Gomnbiiie (pekoMeHIyeTCs
o0opynoBaHue 1920x1080),

MblIIIb, KJIABUATYpa
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3.7.5 TpeOoBaHusi K NPOrpaMMHOMY o0ecniedeHUI0 pa0OYUX CTAHIUIA

Tabauya 6. Tpebosanus Kk npoecpamMmHoOMy obecneuenuio padouux cmanyuil

KommnonenT Koundurypanus
OmnepanyoHHas CUCTeMa Microsoft Windows 7-10, Linux (CentOS 7-8, Ubuntu
18.04, Ubuntu 20.04, Astra Linux «Opén»), Mac OS 10.11 u
Beie, i0OS 8.0 u Beimie, Android 4.1 u Bhie, ...
[Mpuxnagnoe 110 Microsoft Edge 79.0 u BbilE,
Google Chrome 119.0 u Bbime,
Chromium 121 u BbI11E;
Mozilla Firefox 115.0 u BbIne;
CoBmectumsblii knuent RDP;
Open Secure Shell (mst pabotsr ¢ cepsepom 3CA Linux);
Windows PowerShell 5.1 u Bbite (17151 paboThI ¢ cepBepOM
3CA Linux).

YcraHoBKka, HacTpoiika u wucnonb3oBaHue CHCTEMBbl JOJDKHA OCYHIECTBIATHCS B
COOTBETCTBHHM C OKCIUTyaTallMOHHOW 1okyMmeHTanuei. Ilepen Havamom paboTel HEOOXOIUMO
YCTaHOBHTH BCE JOCTYIHBIE OOHOBIIEHHS s KommoHeHToB Cucrempl. Cucrema TOJDKHA
HKCILUTYaTHPOBATHCSI HA KOMITBIOTEPAX, OTBEYAIOIINX MUHUMAIBHBIM TPEOOBAaHUSM, TPUBEACHHBIM
BBIIIIE.

Jnsa pabotsl uepe3 Cepep 3CA Linux nHa [1K, ¢ koTOporo ocyuiecTBisieTcs 3amycK 3a1auu,
Tpebyercst ycTaHOBUTH ssh-kiueHT. To ecTh B cirydae, eciu JocTyn ocymiecTBisieTcs ¢ Cepsepa
3CA non ympaBieanem Windows, ssh-KJIMEHT J0DKEH OBITh YCTAaHOBIICH Ha 3TOT CEPBEP.

Hns pabotel ¢ IIK moxn ympasnenuem Linux Takke morpebyercst ycraHoBka Windows

Powershell e muke Bepcun 5.1.
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4  CTPYKTYPA CUCTEMBI SPACE

Apxurekrypa CHCTEMBI MPEACTABISET COO0H MPOrpaMMHBINA KOMILUIEKC, B COCTaB KOTOPOTO
BXOJISIT pa3IMYHbIE KOMITOHEHTHI, 00CCIICYMBAOIINE B3aMMOICHCTBIEC MEXKIY IOJIb30BATCISIMH H
oobekTamMmu U T-uHGpacTpyKTyphl, BKIOYas OOBEKTHl NMPUBUICTHPOBAHHOTO JIOCTYIA, KaTaJIOTH
YUETHBIX JAHHBIX, CHCTEMbI CTOPOHHUX TpOU3BoAuTENeH. J{Jisi CBSI3M KOMIIOHEHTOB JPYT C IPYTOM,
obOecrieueHrsT MacIITa0UPYeMOCTH M OTKa30yCTOMYMBOCTH, WCIIOJIB3YETCS KIIacTep CEpPBEPOB
ouepesieit CooOIeHHIH.

Cucrema SPACE coctout u3 3 6a30BbIX KOMIIOHEHTOB:

® 3aNMINCHHAS Cpea MPUBHICTUPOBAHHOTO JIOCTYIIA;
e nopran SPACE;
e sPACE Mono (Base).

B3aumoneiictBue Mexay 3 0a30BBIMH KOMIIOHGHTAMH OCYIIECTBISICTCS TPU TTOMOIIH
cepBepa oOMeHa COOOIICHUSIMH.

Jis  ayreHTHQUKAIIMM W aBTOpPU3allMd TOJIb3oBarene u cObopa wHpopManuu 00
uHpOpMAIMOHHBIX pecypcax CucTeMa B3aUMOJCHCTBYET co ciyxOamu KartamoroB MS Active

Directory.

4.1 3ammumeHHasi cpeJa NPUBUJIECTHPOBAHHOIO J0CTYIA

JammmienHas Cpena IlpusBmiermpoBanHoro J[loctyma — 3TO BBIJENEHHBI cepBep, Ha
KOTOPOM BBINIOJIHAETCS CEaHC MPUBWIETUPOBAHHOrO jocTyna. [IpuBHiIernpoBaHHbIE YYETHBIE
JaHHBIE HCIIOJIB3YIOTCS M30JIMPOBAHO OT MOTEHIMAIBHO BPEIOHOCHOM cpenbl pabodell CTaHIMU
MOJIb30BaTe/s. JTOT KOMIIOHEHT MpencTaBisieT coboit Habop snementoB (RDP RemoteApp),
KaX/Ibli M3 KOTOPBIX peain3yeT BO3MOXKHOCTb TIpa(Uyeckoro MM KOMAHIHOIO YJIAJIEHHOTO
J0CTyna. DJEeMEHThl MCHONB3YIOTCS A 3amycka ceaHcoB IIJl u ympaBieHuss UMHU. DJIEMEHTHI
paznuuaroTcst ucnosibdyemon tutargopmoit  (Windows, Linux), momaepXuBalOT MPOTOKOI
ynanenHoro goctyna RDP. B 6a3oBoii kondurypauun ogun cepsep 3CA nmoxanepxwusaer ao 50

IapaJisICJIbHBIX CCAHCOB.

4.2 Tlopran sPACE

[Topran SPACE sBnsercs equHON TOYKOW BXOJa IMoOJIb30Baresei Bcex pojieil. Ha [loprane
MIPOUCXOTUT BHIOOp HMH(OPMAIIMOHHOTO pecypca, BbIOOP MHCTPYMEHTA MOAKIIOUEHHUS K ITOMY

pecypcy u BBI60p quTHOﬁ 3aliucu, OT UMCHHA KOTOpOI‘/’I OCYHICCTBJIATDH 9TO MOAKIHOUCHUC.
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4.3 sPACE Mono (Base)

Snpo SPACE Mono (Base) — ocHOBHO#H MpOrpaMMHBIH KOMIIOHEHT CHCTEMBbI, KOTOPBIH
OCYIIECTBIISIET OOpaOOTKY 3ampoCOB OT OCTAJIBHBIX KOMIIOHCHTOB Ha COXpaHCHHUE, 3arpy3Ky,

MOIU(HUKAINIO U YAaJIeHHUE BCEX 00BEKTOB, KOTOPHIMHU ONEPUPYET CUCTEMA.

4.4  Cepsep o0MeHa cOO0IIEHUAMM

Cuctembl SPACE moctpoeHa Ha OCHOBE MHKPOCEPBUCHON apXUTEKTYPHI, Ul YIPABICHHS
MMOTOKaMU MEXIy MHUKpPOCEpPBHUCAMH HCIONb3yeTcsi cepBuc oomena coobmieHusMmu (COC) NATS.
CepBuc oOMeHa COOOIIEHUSAMU MapUIPYTU3UpYyeT 3ampockl K cepBepam 3CA, moBbIIIaeT
YCTOMUMBOCTh COCAMHEHUS, pacpeaessieT MOTOKM JAaHHBIX, B TOM YHCIE MPU MacIITaOUpOBaHUHU,
CHIDKAET 33/ICPXKKY MPH JOCTYIE K aJMHHUCTPUPYEMON CUCTEME B 00ECTIeYMBAET THOKOCTh CXEMBI

IIOAKJIFOYCHMA.

4.5 Apxurektrypa Cucrembl

Apxurekrypa Cucrtemsl npencrtaBiena Ha Pucynke 1. [TonpoOHO 0 Helt MOKHO IPOYHTATH B

Wuctpykuuu no pazsepteiBanmio SPACE.

OnepaTtop cucTembl

sPace MonoE 3CA E

AN
O
~y

/

Ynpasnaemble U aAMUHUCTPUPYEMbIE CUCTEMDbI

p

BHewHne CepsepHoe Windows E Linux E
cHucTembl npuaoHKeHue

AD -

Puc. 1. Apxumexmypa Cucmemoi
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5 HACTPOUMKA SPACE

Hns pynkumonupoBanust SPACE Ha anmapaTHoe obecrieueHue TOMKHO OBITh YCTaHOBJICHO
IporpaMMHOe o0ecrieueHre. Y CTaHOBKa M HACTPOMKa MPOrpaMMHOro o0ecreueHus, He00X0MMOro
st pabotel SPACE, onucana B IHCTpyKIIMK 10 pa3BepTHIBAaHUIO. B MaHHOM pasfiesne MpuBOIUTCS
onucaHue JIeicTBUi mo HacTpoiike Cuctembl B ycioBusX KoHkperHod WT-undpactpykrypsr
KOMITaHUH.

Hacrpoiika Cucrembl npoucxoauT depe3 uHTepdeiic Cucrempl. Onmcanue uHTepderica
MpHuBeeHO B PyKOBOCTBE Moib30BaTes, pas3aen 6.

Jus  BeimmonHenuss pAeiictBuii 1mo Hactpoiike SPACE  HeoOXoaummo Hanmuuume poJid
«AaMHUHHCTpATOp», Ui mepeBoga CHUCTEeMBl B aBapUHBIA PEXUM HEOOXOJMMO HAIWYHE DPOJIU
«[IpuBUIETHPOBAHHBIN aIMUHUCTPATOPY.

OynkuuroHan CHCTeMbI MPEANOoIaraeT BBHITOJHEHUE CIEAYIOUUX NEHCTBUI MO HACTPOMKE
Cucremsl.

e VYmpaBiieHUE MOJIb30BATEISAMU;

e VYmpaBieHue rpynnamu corjlacoBaHus;

e VYmpapieHUE NPUBUIETUPOBAHHBIMYU YUETHBIMU 3aIIUCSAMU,

e VYmpapneHue 00bEKTaMH U HHCTPYMEHTAMU aIMUHUCTPUPOBAHUS;
e VYrpaBieHHE 3aa4aMu;

e VmpaBieHUE HapsAaMU-I0NyCKAMU,

e VYmpaBieHue 10MEHaMH,

e VYIpaBieHue areHTaMu MapoJiei;

e VmpapneHue QuibTpamuel BBOA,

e VYrpaBieHHE TCHAHTAMH,

e VYmpapieHUe UHTEpHpETaTOpamH,

e VYmpapieHUE CLIEHapUSIMU 3aIycKa U MPUJIOKEHUH;

e VYrmpasneHue cepepamu 3auunieHHo# cpensl (3C);

e VYrmpasieHHe M0JIb30BaTeIbCKUMH POJISIMUA U HaCTpoiika uMeH poeit B AD;
e [IpocMOTp CHCTEMHBIX HACTPOEK;

e VmpapneHue napameTpaMu GuIbTpaLUy,

e  @OopMHUPOBAaHUE OTYETHOCTH O COOBITHUSX;

e VmpasneHue BHyTpeHHel cucrtemoit Buaeoayauta (BCAC);

e [IpocmoTp cTaryca KOMIIOHEHTOB CUCTEMBI;

e VYrpaBieHHUE JIULEH3UEN;

L4 praBHeHI/Ie CC€aHCaMU IIPUBUIICTUPOBAHHOTO JOCTYIIA,
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e VYmpapieHUe onepanusiMi ¢ CEKpeTaMu;
e [IpocMOTp CTaTUCTHUKH;

° OCYH.[CCTBJ'ICHI/IC ayanuTa CUCTEMBIL.

Paznen «YmpaBnenue CUCTEMOI» CIYXHUT JJIsi IPOCMOTPA M PEIAKTUPOBAHUS MHPOPMALTUT
00 MMEINMXCA B TEHAHTE CYIIHOCTSAX, IOCTYNEH TOJIBKO /ISl TOJIb30BaTeliell C IpaBaMu

AJIMUHUCTPATOPOB. On MMpEACTABJICH B BUJC CIICAYIOIINUX Y3JI0B:

1
{@ YnpaBnenue CUCTEMON

ml [ lonk3oeaTenu

sl [ pynnbl cormacoBaHWA
ol [IpvBUNernpoeaHHle Y3
M O0beKThl a0MUHUCTPUPOBAHWA
sl 3anaun
mll Hapaabl-nonyckun
ml [loMeHBI
mll AreHTEI Naponen
sl PuneTpaunA BeCOA
-l iHthopmauma o cucteme

Puc. 2. Pazoen « Ynpasnenue cucmemoui»

Paznen «YnpaieHue pecypcamMu» CIy>KUT JUIsSl IPOCMOTpPA U peAAKTUPOBAHUS HHPOPMALIUT
O CYIIHOCTSIX, UIMEIOIUXCS BO BCEX TEHAHTAaX, M OTBEYAIOIIUX 32 BCIO CUCTEMY B II€JIOM, JIOCTYIIEH
TOJNBKO JUISI TION30BATEIe C TMpaBaMH TEXHUYECKHX aIMHHHCTPAaTopoB. TeHaHT - 23TO
cBoeoOpa3zHast "Komus'" CHUCTEMBI, KOTOpas MpeJHa3HadyaeTcs I HCIIOJIb30BAHUS, HalpuMep,
OJTHUM U3 NoJipa3sienenuii komnanuu. [loap3oBarens 0lHOTO TEHAHTA HE MOXKET MONACTh Ha APYron
TEHAHT, T. K. Pa3Hble TEHAHThl U30JUPOBAHBI APYT OT JApyra. Y KaXXAO0ro U3 TEHAHTOB MOXET OBITH
cBOsl HMH(PACTPyKTypa, KOTOpas 3aJaeTcsi BO BKJIaAKe "YTMpaBlIieHHE CUCTEMON'" H MOXKET
pPEeaKTUPOBATHCS IOJIB30BATENIEM C POJBbI0 AJMHUHHUCTPATOp. DJIEMEHTHl CHCTEMBI, KOTOpHIE
3aar0Tcs B aHenu "YrpasieHne pecypcaMu' sIBISIOTCS OOLIUMHU JJIsl BCEX TEHAHTOB, UMH MOXKET

YIIPpAaBJIATH MMOJIB30BATCIIb C POJIBIO "Texanueckmii a,Z[MI/IHI/ICTpaTOp". 10T pasacit npeacTaBJICH B

BU/JIE CIIEAYIONIUX Y3JIOB:
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(@ Ynpaenenue pecypcamu

il [eHaHTh
sl [ lonk3oBaTenu
mll VIHTepnpeTaTopkl
ol [ IpynoxeHnn
sl Cepeepul 3C
mll [lonk30BaTENLCKWE POMK
M CUCTEMHbIE HACTPOWKK
[+ -l AKypHan cobeITUA
sl BHYTpeHHWIA BUOeoayanT
sl CTatyc KOMNOHEHTOR
ml JTnueH3nA
-l CTatucTuka

Puc. 3. Pazoen « Ynpasnenue pecypcamuy

Bxknanka "Ay,Z[I/IT" CIIYKUT IJIA IMOJTYYCHUA 00BEKTHUBHBIX KAUECTBEHHBIX H KOJIMYECTBEHHBIX
OLNCHOK O TCKYyHEM COCTOAHHM IIOpTajia, MMCIONUXCSA B HEM CCAHCOB, MOJL30BaTCIICE M HX

nevictBuii. OHa MpeCTaBiIeHa B BUJE CIECIYIOIUX Y3JIOB:
® Ayaurt

ml CeaHchl
mll [locTyn Kk noprany

Puc. 4. Pazoen «Ayoum»

5.1 VYmnpasiieHue mo1b30BaTEJIAMM PA3HbIX TEHAHTOB

Jlns ympaBlieHus MOJb3oBaTensiMu HeoOxonuMo mnepeitu B yzen Iloab3oBatenu (pasaena
«YTpaBi€HHUE CUCTEMOI», €CIM HYKEH I10Jb30BaTENIb B TOM K€ TEHAHTE, YTO U aJIMHHUCTPATOD,
WU pasznena «YTIpaBleHHE pecypcaMu», €ClId HYKEH TO0JIb30BaTeib B JIOOOM TEHAHTE.
CDYHKHI/IOHaJ'I I IBYX BKJIaJOK ITOYTH aHAJIOTH4CH, paSJ'[I/I‘—IaeTCSI JIMIIb TEM, 4YTO Ha CTpaHI/IHe
MOJIb30BaTeNe B «YNPABIECHUH PECYpCaMHU» TEXHUYECKUH aJIMHHUCTPATOP MOXKET IPOU3BOIUTH
MaHUTYJSIUU TOJBKO C BHYTPEHHHUMH IOJIb30BATEIISIMH), TJe aAMHUHHCTPATOP MOKET BBHITIOTHUTH
CleAyIoIe NeHCTBUSA:

® [IPOCMOTPETH CIUCOK BCEX MOob30oBaTeneil CucreMsi,

L4 ,[[06aBI/ITB HOBBIX HOHBSOB&TGJ’ICI\/’I, B TOM YHCJIC BHYTPCHHUX,
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® pEJaKTUPOBAThH JAaHHBIC CYIIECTBYIOIINX MMOJIh30BaTEIICH;
® VIAIUThH CYHICCTBYIOIIUX IMOJIb30BaTEIICH;
® OIPaHUYUTH CYIIECCTBYIOIIMX MTOJIH30BATEIICH;

® TOAKIIOYUTH WIH OTKIIOYUTH TOJIEPKKY IBYX(AaKTOPHOU ayTeHTU(HUKAIIUH.

5.1.1 IIpocmoTp cnucka Bcex noJib3oBaresieit CucreMbl
Jlnst mpocMoTpa CINHCKAa W JaHHBIX COTPYAHUKOB, HUMermux npoctynn kK Cucreme,

HeoOxoaumo mepedtu B y3en «llomp3oBarenuy». JlaHHBIE COTPYIHUKOB MPEICTABICHBI B BHUJC
Ta0JIUIIBI, COIePIKAIIEH CIIeAYIONINE OIS

e UMs monp3oBaTens;

o JlomeH;

e OUO;

o 2FA (2-dpakropHas ayTeHTHpHKALMS);

e OrpaHuyeH.

® spcuser-001
. 3arpyeHo: 100

I T I S pa X

O test-user1352 spaceldap lab [

[E gpd-test-user spaceldap.lab ]| ]|
O test-user-1359 internal O O
O asa-rest-user internal ] O

Puc. 5. Cnucok noavzosamerneii

5.1.2 Jlo6aBjieHre HOBBIX MOJIb30BaTe€el

Jlns noGaBieHus HOBBIX TONb30BaTenel HeoOxoaumo mepeiitn B yzen Iloab3oBaresiu
paszznena YnpasiieHHe CMCTeMOM U IIEIKHYTh MbIIbi0 Ha KHoONKe Jlo6aBuTh. J100aBUTH MOXKHO
TOJILKO TOTO MOJIL30BATEIsI, KOTOPBIN yke co3man B Active Directory Users and Computers wium ke
MOJIb30BaTeNsl BHYTPEHHETO TOMEHA.

®opma pgobaBneHus mnoab3oBatenelr Ilob3oBaTenb CONEPKUT  CIEAYIONIME TOJS
(momy>XupHBIM IPUGTOM BBIICICHBI TI0JIsA, 00S3aTEIBbHBIC IS 3AIIOJTHCHHU ):

e lms monb3oBarens (oOs3aTenbHOE TIONIE) — HAMMEHOBAaHUE I0OJH30BATEIBCKOM
YYETHOM 3aIuCH;

o  damwunus — GpamMuITus TOTH30BATENS;

e lms — uMs monb30BaTes;

e OT4ecTBO — OTYECTBO I1OJIb30BaTEII,
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e Jlomen (oOs3aTenpbHOE TIOJIE) —  HAaWUMEHOBAHHWE JOMEHAa, B  KOTOPOM
3aperucTpupoBaHa MOJb30BaTEIbCKas yUeTHasl 3alHCh;

e  MoOunbHbI TenedoH — MOOUIBHBIN Tene(oH Mmob30BaTeNs;

e Tenedon — crarmoHapHsbIii TeseOH MOIB30BATEIIS,

e DIIEKTPOHHBIN aJipec — aAPeC AMEKTPOHHOM OYTHI ITOJIb30BATEIIS;

e OrpaHu4uTh — €CJIM TIOCTABUTH T'aJIOUKY, MOJIH30BATEIb HE CMOXKET aBTOPH30BAThHCS

Ha MOPTaAJIC U IIOJB30BATHECA €I'0 BO3MOXXHOCTAMHU, TaKMMH KaK, HAIIPpUMEP, 3aIllyCK

CCAHCOB.
s
WUmsa nonb3oBatens : (i ) OomeH : . + 0
Pamunng : © MobunbHeI TenedoH : 9
Wms : (i ] TenedoH : - 0
OT4yecTBO : © OnexkTpoHHLIN agpec : - (i )
[l OrpaHuuuts . n .—, PN

'Y L] Bl
CoxpaHuTb 3akpeITh Y B ' . ®
L ]

. L] .. M
T OO ST O IO COTTIF T Y T

Puc. 6. @opma 0obasnenus Hosvix nonrvzosameneti
Ecnmu Bel  no0aBisiere mojb3oBaTeist s BHYTPEHHETO JIOMEHa, TO  MOSBSTCA
JOTIOJTHUTEIIHHBIE TTOJIS:
e Jlaponp (oOs3arenbHOE TMON€) — TMapoib IMOJb30BaTenss B cucreme. llpu
HEOOXOJMMOCTH TapoJib MOXKHO CTE€HEpHUPOBaTh C TIOMOIIBIO COOTBETCTBYIOIIECH
KHOTIKH;
e Poub (00si3aTenbHOE 10JI€) — OJIHA WM HECKOJBKO pOJIeH, KOTOPbIE COOTBETCTBYIOT

(I)YHKI_II/IOHaJ'Iy, AOCTYIIHOMY 5TOMY ITOJIB30BATCIIIO HA IMMOPTAJIC.
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MNonb3oBarens b 4

L ]
Wms nonb3oBaTens : (i ] OomeH : ||nterna| v |0
damunua : © MobunbHbIi TenedoH : (i ]
=) =
Nma (i ] TenecoH : (i )
L ]
OTYeCTBO : © OnekTpoHHbI agpec : i)
"
Maponsb : (i ] Ponun : BeeauTe 3HayeHUA v 0
& - w
- 'WWW" r‘ -
= )YKBBI, T UADpPbl; COZEPKUT S
CheL CHMEONb! & e | ®
[T OrpasununTs : 2

. L '
CrenenpupoBaTslll 10Ka3aTh\CKpbITh| » l .
naporb naporb pe ;
Puc. 7. JJobasnenue snympenne2o noivzoeamens
Ecnu noGaBneHne mob30BaTelis MPOUCXOAUT Yepe3 BKIANKY «Y IIPAaBICHUE PECypcaMu», TO

BMCCTO Fpa(bbl ((I[OMeH)) 6y,HeT BBIBCJICHA CTpPOKa B1>160pa TEHaHTa. DTO CBSI3aHO C TEM, 4TO BCC

I10JIBb30BAaTCIIN, I[OGaBJ'IeHHLIe 4Uepe3 BKIAAKY ((praBJIeHI/Ie pecypcamn, 6y,ZLYT BHYTPCHHUMH.

5.1.3 PegakTupoBaHHe JaHHBIX CYIIECTBYIOIIEr0 MOJIb30BaTEs

HJ’ISI PCAAKTUPOBAHUSA NAHHBIX I10JIb30BATCIIA H606XO,Z[I/IMO HepeﬁTH B y3¢C] IToab3oBaTenn
pasacia YﬂpaBJIelme CHCTEMOM U JBaXK]IBI IOCJIKHYTh MbIIIBKO HA UMCHU IT0JIb30BATCJIA B CIIMCKC
nonn3oBareneii. B mnosBuBmemcs oxHe Iloab3oBaTeab MOXXHO IMpOCMOTPETH BCC JAHHBIC

II0JIB30BAaTECIIA.

Monk3o0Batens X

Wma nonbsosartens : (i ] OomeH : i )
Damunng - © MobWnkHbIi TenedoH : (i ]
- -
Wma (i ] TenedoH : (i ]
T T e *
OTYecTBo © OnekTpoHHLIN agpec | i)
-
Co3paHx @ 07.09.2019 11:51:58
O Ponu : (i ]

Vavenen : 28.07.2020 15,5349, *
. o

e

L] .o" ’
Cop '

Puc. 8. @opma npocmompa oannvix nonvzosamens

[Tocne menuka Mblbio Ha KHoNke PeqakTupoBanue nossisierca popma PeraktupoBanue

moJab30BaTe’id, B KOTOpOﬁ JOCTYIIHBI UIA pEAaKTUPOBAHUA BCC IOJIA, KPOMC Hms nmoab3oBaresis
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u JloMeH. UTOObI COXpaHUTh M3MEHEHHUS HEOOXOAMMO MIEIKHYTh Ha kHomke CoxpaHuts. [Ipu

HaXaTUuH KHOIIKH 3aKprTb HUKaKUX M3MCHEHUI B KapTO4YKEC IMOJIB30BATECIIA HE HpOHSOfII[GT.

L]
Wma nonbsoBaTens : [ ] OomeH : i ] §
damunna - llupokos © MobunsHsiit TenedoH - | 12345 _ [i ]
Wma:  Crenad [ ] TenechoH - 000000 - - 0.
OtuectBo :  BuktopoBuny © OnexTpolHbI agpec - 000000 - o (i}

Co3gaH : 07.09.2019 11:51:58

Ponu : [ ]

[ OrpannuuTe
MameHeH : 28.07.2020 15-:-53:413_._. -
V!

L]

Puc. 9. @opma peoaxmuposanusi danHbIX nOIBL306AMENS
Ecimu  pemakTupoBaHWE TOJIB30BATENI IMPOUCXOTUT dYepe3 BKIANKY «YTpaBlIeHHE
pecypcamuy, To BMecTo Tpadbl «/{omen» Oymer BeIBeleHA CTPOKA BHIOOpA TEHAHTA. DTO CBS3aHO C
TE€M, YTO BCE IMOJIb30BATENH, NOOABJICHHBIC Yepe3 BKIAAKY «YTpaBlIeHUE pecypcamu», OyIyT

BHYTPCHHUMMU.

5.1.4 Ynpaneuue mojab3oBaresaein n3 CucremMsl

Z[J'IH YAAJICHHUA TTOJIB30BATCIIA U3 Cucremsnl HCO6XOJII/IMO HepeﬁTH B Yy3€JiI ITonb30BaTen
pasacia ynpaBJIeHl/lﬂ CHCTeMOﬁ, IIOCTaBUTH (bJ'Ia)KOK B COOTBCTCTBYIOIICM IIOJIC CJICBA H

HIEIKHYTh Ha KHOTIKE ¥ 1aJuTh. TakuM 00pa3oM MOKHO yIaluTh HECKOJIBKO MOJIh30BaTENCH.

5.1.5 Oo0OHoBJIeHHE TA0INIBI OJIb30BATEICH

Jlis oOHOBNEHUS 3amucedl B TaOyvle MOJb30BaTeNell CIy>)KUT COOTBETCTBYIOLIAasl KHOIIKA

OﬁHOBHTb, PacCIioJIOKCHHA B HpaBOﬁ qaCTHu BerHefI ITaHCIIN.

® spouser0t 2
ears amncet 32
L] L} <
(& wnnomosogarens ————fowen oMo > 2FA | Opamwen |
[ ad-user-062 hqg.company.local ] [} [x]JE
[ ad-user-085 hqg.company.local O (=] o
[ ad-user-060 hg.company.local o O [x]
[ spc-user-001 space.local O (=] Q

Puc. 10. @opma pedoakmuposanusi OaHHbIX NOTL308aAMENS
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5.1.6 Jlob6aBieHHe WM OTKJIIOYeHHE MOJAEPKKHU IBYX(PaKTOPHOI ayTeHTH(PHKALUM

[Momnepxky IByX(akTopHOU ayTeHTU(UKAUN [10JIb30BaTEIb HaCTpauBaeT
CaMOCTOSITeNbHO. [T OTKIIFOUSHHS TOJACPKKU ABYX(AKTOPHOHN ayTeHTH(HUKAIMU TOIb30BaTEIs
aMUHUCTpaTOpy HeoOxoaumo nepertu B y3en [losib3oBaTenu pa3aena YnpaBjieHne CUCTEMOH 1
yopatb ¢aaxok B nosie 2FA. Tlonpobree o moakIOYEeHUN NBYX(MAKTOPHOW ayTeHTH(UKAIIMN BbI

MO’KETE IIPOYUTATh B PYKOBOJCTBE I10JIb30BaTENs B pasjeie 6.5.1.

5.2 YnpasiieHHe rpynnaMu cOrJacoBaHUsI

I'pynma coriiacoBaHusi — 3TO OIpEIeNIeHHasl TPyIa MOJIb30BaTelIed, KOTOPHIE HUMEIOT
MpaBo COIIacoBaTh (0A0OPATH) HAPSIABI-AOMYCKA Ha YIIPABJICHHE OOBEKTAaMU aIMUHUCTPUPOBAHMS
B paMKax BBITIOJHEHUsS 3anaud. [Ipu co3maHwm 3agadd 00s3aTeIhbHO JOJDKHA YKa3bIBaThCS Ta
rpyIIa MoJIb30BaTeNeil, KoTopas OyJIeT ee COriacoBhIBATh.

[Tocne menuka MbIMBI0 Ha y3iie ['pynmbl corjiacoBaHMsi JiepeBa HaBHTAllMU paszeiia
YnpasiieHue CUCTEMOIl TOJIb30BaTeN0 OTOOpaxaercs okHO I'pynmbl coriiacoBaHusi, KOTOpoe

npecTaBiseT coboi Tabauily ¢ nByms ctoiduamu: Umsa rpynnsl u [losb3oBaTedieii.

[pynnel cornacoBaHnA % @ spc-user-001
Jobaeuts rpynny Japats BHewnui D

®"

7
® oy | Monesosaronein | |
@ asa-group 1
B group-2216-users 10
@ User Account Set 1 2 Q
[@ UserAccount Set 2 2@
B AamuHuctpatopkl SPACE 5@
O AamuHuctparopsl VMWare 09
O AamuHuctpatopsl Windows Server nomena HQ 2
E AaMuHUCTpaTopkl gomeHa HQ 8 Q
O AamuHucTpatopel gomeHa LBDEMO 30

Puc. 11. Oxno «I pynnvi coenacoeanusy
B mone Mmsa rpynmel otobpaxaercs HauMeHoBaHue rpynmbsl, B moje Iloab3oBarteseii
0TOOpaxkaeTcs KOJIMYECTBO YEIOBEK B TPYIITIE.
B pamkax ympaBieHHS TpyNIIaMH aJMHHHCTPATOP MOXKET BBIOJIHATD CIICIYIONINE
JIEUCTBUA
e 100aBJIATH TPYIIITHI COTJIACOBAHMS;
® PEIAKTHPOBATH TPYIIITHI COTJIACOBAHWS,

L4 ,[[0621BJI}ITB II0JIb30BaTelICH B T'pYIITYy COTJIaCOBaHMA,
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®  yIaIATh MOJIB30BATENICH M3 TPYIIIBI COTJIACOBAHMS,
® OJHOBpPEMEHHO 3a7aBaTh BHeMHUN |ID 111 HECKOMBKUX 3amuceil 3 TabIUIbI TPYIIIT

corjraCoBaHusl.

5.2.1 [o6aBJieHHe IPyNI COIJIacOBaAHUs

Juis  nmoGaBieHUsT TPYIIBI  COTJIACOBAHHS HEOOXOauMo mepedtd B y3en [pynmbl
COTJIACOBAHUSA pa3jiciia YNpaBjeHUEe CHUCTEeMON U IICIKHYTh Ha KHomnke Jlo0aBUTH rpynmy
MaHEJIU UHCTPYMEHTOB I'pynnbl corjiacoBaHusi.

B nosiBuBmieiics popme «Coznanue rpymnmbn HEOOX0UMO 3aOTHUTD CISTYIONINE TTOJIS:

e Uwms (oOs3aTenpHOE 110JI€) — HAUMEHOBAHUE TPYIIIBI COTIACOBAHUS,
e Buemnuii ID — unentudukaTop as WMHTErpallud BHEMIHUX cucteM 4epe3 API
SPACE c nannoii cymHocTh10. [Ipy co3manuu rpymnsl npearaeTcsi CreHeprupoBaTh

UICHTH(PHUKATOP.

Co3aaHuve rpynnbl b4

— YNpaeneHue rpynnoin
Wwms : © BHewHui 1D : D0

— YNpaBneHWe CNUCKOM

[obaenexne nonb3oeaTensa : (i ] Ynanuts

3arpyxeHo: 0
Bcero anucei: 0

L] <
' innomsorennfowen oMo P Omen |

.

HeT 0DbekTOB ANA BbIBOAA.

Puc. 12. @opma cozoanus epynnot
s noGaBieHus MoJIb30BaTeNlel B IPYIIy COrNIACOBaHUS HEOOXOAMMO cO3aTh IpyMIly, a
IOCJIE 3TOr0 BOMTH B PEKUM PEIaKTUPOBAHUS TPYIIIBI (CM. HUXKE).
[Tocne 3amosiHEHHS BCEeX HEOOXOAMMBIX TOJNIEM W HakaTtus KHONMKH COXpaHUTh HOBas

rpyIia corjacoBaHus OyneT qobasieHa B Tabnuiy I'pynnbl corjiacoBaHus.

5.2.2 PeapakTHpoBaHMe IPYNIbI COIIACOBAHUA

JUis penakTHpOBaHUS TPYIIBl HEOOXOAWMO TepedTH B y3en ['pynmsl corjiacoBaHMs
pa3zena YnpapjeHHe CHCTeMON U JBaX/bl IIEJIKHYTh MBIIIBIO Ha MMEHHU TpYIIBl B TaOIuIe
I'pynnsl coriiacoBanus. B nmosBuBIIeiics KapTOuke rpyHbl MOXKHO MPOCMOTPETh BCE JaHHBIE O

rpymnmne. YToObl OTpelakTUPOBaTh JJaHHBIE, HY)KHO LIEJIKHYTh MBILIBIO HA KHONKE PejakTupoBars.
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AnmuHucTpatopsl VMWare b 4

— YnpaeneHWe rpynnoi
Wmg : © Brewnni D - @0

— YnpaeneHue CnMckom
NobaeneHne NnonsL3oBaTens - [ ] Ynanuts

Jarpyx#eHo: 0
Bcero 3anucen: 0

L] 7
'@ unnomsonarenn —fowen oMo Pom | Orpanmien_

. . ~ HeT 00bekTOR ANA BLIBOAA. . .

Puc. 13. Knonka «Peoakmuposamu»

B nosiBuBmIeiics opme peaKTHPOBAHUS TPYIITBI MOXKHO U3MEHHUTH MUMs TPYIIIbI, T00aBUTh
Wi u3MeHUTh BHemHui [D, mo0aBuUTh B TPyNIy WM YAAJIUTh W3 TPYIIBl MOJb30BATENCH,
3aperucTpupoBaHHbIX B Cucreme. UToObI COXpaHUTh U3MEHEHUS HEOOXOJMMO IEJIKHYTh Ha KHOIIKE
Coxpanurb. [Ipy menuke Ha KHONKE 3aKPbITh HUKAKMX W3MEHEHUH B KapTOYKE TIPYIIBl HE

IIPOU30MET.

5.2.3 JlobaBienue noap3oBaTesieill B rpynmny corjiacoBaHus

JUia  pobaBieHHs TOJB30BaTelsl B TIPYNIY COMVIACOBAHUS HEOOXOAMMO B  OKHE
peIaKTUPOBAHUS TPYIIBI BBIOpaTh UM MOJIB30BATENsl U3 BHINAAIONIETO CUCKa 1mojs [lobaBiieHue

noJjn3oBares. [lonp3oBaTenn 6y,ueT I[O63.BJ'ICH ABTOMAaTUYCCKU.

ApmuHncTparopsl AoMeHa HQ x |
— YnpaeneHue rpynnon
WUma :  AnmuHucTpatopel gomera HC @ BHewwwd 1D : D0

— ¥Ynpasnexwe Cnuckom
[NobaBneHue Nonb3oBaTENA | |\BblﬁepMTe nonb3oBarens "0

Chernoshey Alexander Anatolievich (vm—user—UO?;@Ib
n n n v — o

T T W 3
Chernoshey Anton Victorovich (winwrk-user-003@hqg. gi;%";?;?ﬂ'csem. g
Chernoshey Denis Dmitrievich (net-user-009@Ibdemc
Chernoshey Igor Anatolievich (winsrv-user-078@lbdel ] 4
Chernoshey Igor Valerievich (vm-user-069@Ibdemo ld
Chernoshey Igor Victoravich (sql-user-081@lbdemao ld -_._
ad-user-001 Chernoshey Mikhail Bogdanovich (Isrv-user-002@lbds e . O Q4
Chernoshey Mikhail Gennadievich (as-user-004@hq.¢ O o
Chernoshey Mikhail Ruslanovich (ad-user-004@lbder
ad-user-009 Chernoshey Oleg Andreevich (vm-user-004@Ilbdeme [} Q
Chernoshey Valery Pavlovich (sgl-user-084@lbdemo. -
ad-user-010 Davletshin Andrey Dmitrievich (ad-user-003@lbdemo] 'P- a e
Davletshin Andrey Ruslanovich (sgl-user-090@Ibdem
Davletshin Anton Gennadievich (sql-user-055@Ibdem
Diosilatohin Damdan Andeansink flong sionr NOAED I Anna)

[En| i ] ]

ad-user-001

ooood

Puc. 14. Bvibop nonvzosamens u3z cnucka

5.2.4 VYnajaeHnue nojb3oBaTesieil U3 rPyNIbl COTJIACOBAHUS

Z[J'Ii[ YAAJICHUA IMOJIb30BATCIA U3 CIIMCKaA ((FPYHHBI CoriaCoBaHUA» HCO6XOI[I/IMO HaXaTb Ha

COOTBETCTBYIOIIMH 3HAUYOK B CTPOKE IOJIH30BATENS B KAPTOUKE IPYMIBI U MOATBEPIUTH IEHCTBHUE B

JHUaJIOTOBOM OKHE.
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ARUTID ISIING U IDIADG T | | [LPDIT R I DU D0 | T 0 T e | —1 |

Jarpys#edo. 8
Beero 3anucen: §

[ ad-user-001 hq.company local
E ad-user-001 Ibdemo. local Isaev Dmitry Vasilievich ]

Wcaer [IMUTpiA Bacunse.

Puc. 15. 3navox yoanenus nonv3osamens
Jns  ynaneHwWsT HECKOJBKHUX —II0JIb30BATENe OJHOBPEMEHHO HEOOXOIUMO BBIICIUTH
KellaeMble 3aluCh B Ta0JMIe TOJIh30BaTEeNIed KAapTOYKU TPYIIbI, YCTAaHOBHB (IaXoK B

COOTBCTCTBYIOLICM IT0JIC CJICBA OT IMOJIA Hms MoJb30BaTeJId, II0CJIC YCrOo CTAaHCT aKTHMBHOM KHOIIKA

Yaaaure Hal TaOJIULIEH.

Nobasnexune nonb3oeatens -  BuibepuTte nons3osatens  ~ @

" YnpaeneHue cnuckom

ad-user-001 hg.company.local WUcaes OQuuTpun Bacune...
ad-user-001 Ibdemo.local Isaev Dmitry Vasilievich

B md csmme AN e e e TPy PR | Menmisms sssm Maemfem

O WMmsa nonb3oBatens

Puc. 16. Knonka « Yoanums» akmuena

5.2.5 EpunoBpemeHHoe 3a1aHue BHelHero |D s HeckoabKUX 3anmuceld U3 TadauubI rpynn
corjiacoBaHus

Hnst enuHOBpeMEHHOTO 3amaHusi BHemHero ID s HECKONBKUX 3amuceil HeoOXOoauMO
nepeitu B y3en I'pynmbl corjiacoBaHusi pasjerna YnpaBjieHHe CHUCTeMOM, BBIJICIUTH HY>KHBIE
3amucu B TaOIuUIEe, yCTAaHOBUB (DIIaXKOK B COOTBETCTBYIOIIEM TOJe ciieBa OT noyus Umsi rpynmsi,
[OCJIE Yero CTaHeT aKTUBHOW KHomka 3aaarb Buemmnmii ID, pacnonokeHHas Ha NaHEIU

MHCTPYMEHTOB.

['pynnsl cornacoeaina X @ spc-user-001 g «
[Nobasuts rpynny | 3anats Brewwnwii ID @

k4
Sl onarenen |

[F1 asa-group
group-2216-users
User Account Set 1

B User Account Set 2
M AnmuauuucTnarano eDACFE

n RN N -
20000

Puc. 17. Knonka oaa 3a0anus enewnezo 1D

5.3 VYmnpasiieHHe NPUBWIETHPOBAHHBIMH YYeTHBIMH 3aMUCSIMU

A)IMI/IHI/ICTpaTOpLI MOTYT BBIIOJHATE CIICAYIOIINC JEUCTBUSA C MMPUBHUIICTUPOBAHHBIMHA

YYCTHBIMH 3aITUCAMU:
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J100aBIATh YYETHYIO 3aIUCh;

PenakTupoBarh y4eTHyIO 3aIucCh;

OOGHOBIATH TAOJIUIIBI YYETHBIX 3aIUCEH;

Y aanare CTpOKH B TaOJIUIE YICTHBIX 3aITHCEH;

VY 1ansTh HECKOMBKUX 3aMUCEeH U3 TaOIHIIBI YYETHBIX 3alMCEe OTHOBPEMEHHO.

HimMnopTupoBaTh NpUBUIICTUPOBAHHBIC YUETHBIC 3aIIMCH U3 (aiina.

5.3.1 JlobaBieHuHe y4eTHOI 3amucH

Jnst noGaBiieHUs yYETHOM 3amicu HeoOxoquMo nepeiiTu B y3en IlpuBuiernpoBannbie Y3

pasnena YmnpaBjieHHe CHCTEMOIl U WICIKHYTh MBIIIBI0 Ha KHomke JloGaBuTh B Tabmuie

IIpuBnierupoBanubie ¥Y3.

MpVBMNErMPOBaHHLIE Y3 X @ spc-user-001

oo o

Bcero aanncei: 192

I:I_l

123 123 BCTpogHHLINA
ad-admin-001 on HQ hg.company local ad-admin-001 BcTpoeHHLIR
ad-admin-001 on LBDEMO Ibdemo local ad-admin-001 BCTpogHHLIRA
ad-admin-002 on HQ hg.company local ad-admin-002 BcTpoeHHbIi

Puc. 18. Knonka «/[obasumby

[osiBuBmasicst ¢opma J00aBIEHUS YUYETHBIX 3amuceld Y4YeTHAas 3amMch COACPKUT

CJICAYIOMIUC TTOJIA:

HaumenoBanue (00s13aTesibHOE 110J1€) — HAUMEHOBAHUE YUYETHOW 3allUCH B CUCTEME C
Y4ETOM JIOMEHA,

JloMeH — cokpallleHHO€ HaMMEHOBaHHE JOMEHa, K KOTOPOMY MPUHAJIEKUT yueTHas
3anuck. Ecin oHa siBiisieTcst mokanbHOU a1 Windows-cucTeMBl, TO T0JIe MOKHO HE
3aI0JIHATD;

[Tonp3oBarens (00s3aTenbHOE MOJIE) — MM IOJIB30BATENs, BIIAACIOLIETO JaHHOU
YYETHOW 3alUChIO0. YKa3bIBA€TCA TOYHOE HMMsI TOW INPUBHIECTMPOBAHHOW YYETHOMH
3ammcy, ¢ KoTopoi nojb3oBatenb cucteMbl SPACE nomydaer A0cTyn Ha KOHEYHBII
00BEKT aIMUHUCTPUPOBAHMS;

FODN — Fully Qualified Domain Name, wuMs JoMeHa, HE HMEOIIEe
HEOJJTHO3HAYHOCTEH B ompejeneHuH. Bkiodaer B ceOst MMeHa BCeX POJUTEIbCKHX
nomeHoB uepapxun DNS. Ilonme oOs3arenbHO Ui 3amoOjHEHMS, KOT/Aa YydeTHas
3aMUCh UCIONB3YeTCs st paboThl ¢ oObekTaMu Windows-cucrembl. Eciin yueTHas
3aMUCh SBISIETCS JOKambHOU it Windows-cHUCTeMBI, TO HEOOXOIMMO YKa3aTh

"nn.

TOUKY:
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e Braxgenemn — Bianenen nanHouW yuétHol 3anucu. [locie BeIOOpa Biagenbplia yaéTHas
3aMKiCh CTAHOBUTCS MEPCOHUPHUIIMPOBAHHON (€CTTU BIIAJeNel] He YKa3aH, TO Y4eTHas
3aMKUCh SBISETCS OOIIEIOCTYITHON);

e Buemmnnii ID — unentudukarop s MHTErpanuy BHEHIHHUX cucTeM depe3 API
SPACE ¢ nanHOi#1 CYIITHOCTBIO;

e OOBEKT agIMUHHCTPUPOBAHUS — OOBEKTHI, C KOTOPBIMH pPabOTaeT MOJb30BATENb-
BIIAJIENICI] YYE€THOM 3amucu. Ecim mosie octaercst mycThIM — yYeTHAsl 3aITUCh MOYKET
OBITH MCIOJIb30BaHA Ha JIIOOOM OO0BEKTEe aJIMHHHCTpUpOBaHUsA. Eciaum mose
3al0JIHEHO — UCIOJIb30BaTh JAHHYIO YYETHYIO 3alllMCh MOXHO TOJIbKO C TEM
00BEKTOM aIMUHUCTPUPOBAHUS, KOTOPBIN yKa3aH B JJAHHOM TI0JIC;

e AreHT mapoiei — Ttum password agent-a IS yIpaBICHHS IOJIb30BATEIHCKUM
apoJieM;

e ATEHT paHOMU3AIMH Maposieil — BEIOOP areHTa paHI0MU3alNK apojieii BO BKIIAIKE
"ATreHTsl mapoJjen" Al paHAoMU3aIuuy rnaposiei Y3,

e Panjgomu3zanus Tapoiisi — HACTpOWKa, IOKa3bIBaromlas, Korjga HeoO0X0auMo
MIPOM3BOIUTH PAHIOMHU3AIIUIO TTApoJIeh It Y 3;

e VmpapieHHE pacluMCaHueM — aKTUBHO, eciau B moje "Panmmomwmsarus maponeit”
BbIOpaHo "PampomusupoBarh 1o pacnucanHuio". HeoOxomumo nns  ykazaHUs
MEPUOJMYHOCTH U BPEMEHHU PaHIOMHU3AITHH.

[Tons, oOsi3aTenbHBIE I 3aMOJIHEHHS, BBIACICHBI MOMYXUPHBIM 1mpudTtom. Ilocme
CO3/IaHUsl YYETHOW 3aITUCH TIPU €€ COXPAHEHUH TMOSBUTCS OKHO 3aaaTh cexkper. Hammuue maposst
SBIIAETCS 00SI3aTENILHBIM yCIOBHEM KOPpPeKTHOU paboThl Cuctemsl ¢ [IpuBunerupoBannon ¥3. Jlns
TeX YYeTHBIX 3aluceil, KOTOPhIe UCTIONB3YIOTCS B CIIEHApHUSIX 0€3 aBTOMAaTHYECKOro BBOJAA MapoJs,

MOKHO yKa3aTb 3aBC€A0MO HGHpaBHHBHBIﬁ mapoJib.
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.

— OCHOBHble NapaMeTpsl

HaumeHoBaHue - |\ |0 MNonb3oBaTtens : i ] N
JomeH v @ FQDN : [ ] A
— [JononHUTENbHLIE NapameTps —
Bnageney v @ OBbEKT afMUHNCTPUPOBEHWUA -

BHelwHui ID D0

— MapameTpbl AreHTa naponei

AreHT naponen . | BcTpoeHHbIR v @ Pangomusauma napona :
AreHT
paHaoMU3IALIMA v @
naponen

— YNpaeneHue pacnicaHuen
Nata v spema - i ]

. e

Puc. 19. @opma dobasnenus yuemnoi 3anucu

5.3.2 PeapakrupoBaHue y4eTHOH 3anucu

Jlig penakTupoBaHUs YUETHOM 3allucu HE00XoauMOo nepeiTu B y3en IIpuBujierupoBaHHblie
Y3 paznena YnpasiieHHe CHCTeMO# M JIBaX/Ibl IIETKHYTh Ha CTPOKE YUETHOM 3alucH B TaOIUIle
YUETHBIX 3aIlIACEH.

B nosBuBmeMcs ¢ nHdopmanuel 006 ydeTHOM 3amucu Y4eTHasi 3allUCh OyJIeT aKkTHMBHA

KHOIIKa Pe)IaKTI/IPOBaHI/Ie yquHOﬁ 3aIlIMCH.
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;
3 |
4 — OCHOBHbIe NapameTpsl
1 HaumeHoBaHue : (i ] Monb3oBartens : i ]
.

> omen () FQDN () o
5
g T [lononHuTensHele napamerpo - .
5 Bnaaeney | (i ] OOBEKT aAMUHUCTDUPOBAHUA | i ]
1 Brewnna 1D 90 L5 .
7 »
: — MNapametpsl AreHTta naponen ‘ < - !
é AreHT naponen ° i ] Paxgomu3auua napona : z - |@ . :
" AreHT X
i

paHaoMu3aLum 0 . (
| naponei ° . i E
9 &

— Ynpaenexue pacnucasuem @ - —
1 [ara n Bpema . i ]
2 . °
3 » °
3 p!
5 . "
9 [ara cozganmna : 07.09.2019 11:51:58 ° Nara nocnegHein f)auuommal.mu 15 022023 13:42:17
. L ™
1 [ata uamerenua © 15022023 13:42:18 . N&ra cﬁenyoomen paHaomu3auyuu - He 3agaHo °
) é .
] Craryc paHaomu3aumm . Yenewso ° "
2
3 -
—=
3anucu E

(. R — (3

Puc. 20. Oxno « Yuemnas 3anucey». Knonka peoakmupoeanus akmueHa
Ilocne Haxatus Ha KHONKy PegakTupoBanme Ha »5HKpaHe oroOpasurcs ¢dopma
PegakTupoBaHue y4eTHoii 3anucu. Bee nosist noctynHel Ui pegakTupoBaHus. UToObl COXpaHUTh
M3MEHEHHsI, He0OX0oMuMO HakaTh KHONKY CoxpanuTth. [Ipn HaxaTtnu KHONKH 3aKPBITh HUKAKAX

W3MCHCHHI B KapTO4YKCE IMOJIb30BATCIIA HE HpOH30ﬁHCT.

il PenaxtupoBaHue yueTHOW 3anucu x

r OcHogHbie napameTpbl

HaumenoBanme : ad-admin-001 on HQ (i ] Monb3sosarens : ad-admin-001 (i )
.
[omeH :  hq company loca v FQDN : hq.company local (i ] o

~ [lononHUTeNbHLIe NapaMeTpbl - - AW =

| Bnaneney . Wcaes [imutpunit Bacunwesuv @ OObeKT aAMHUHUCTPUPOBAHUA Sl i
Brewnui 1D @0 ] B

~ NapameTpel ArexTa naponen =~ -
| AreHT naponen :  BCTpoeHHbIn v 0 Pangomusayua napons - [locne 3aseplueqna ceaxca v @ ®
| AreHT X

pangommsaumm  windows_hqg_domain v 0 .
napone# : o ® s .

{ *— 1

— Ynpaenexue pacnucasnem -3 - —

Dara v spems (i)
o
b -
| ™ o °
| [ara cozpanua - 07 09.2019 11:51:58 ° [ata nocnegHen f)aunomma.unu QS 022023 134217
. L ™
[lara uamenenna - 1502 2023 13:42:18 . N&ra cﬁenyromeu paHaomusauuu - He 3agaHo °

| « ® -

Craryc paHaoMuU3auun - Yenewre L] . o

INpocMoTp yueTHO! 3anucu

Puc. 21. @opma pedakmuposarusi OaHHbIX YUemMHOU 3aNUcu
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5.3.3 OOHoBJeHHe TA0JHIBI YYeTHBIX 3anucei

s OOHOBNEHMS 3amuceid B TaONHIE IOJIb30BAaTEICH HEOOXOAMMO TMEPEeUTH B y3el
IIpuBuierupoBannbie Y3 pa3iena YnpaBjieHHe CUCTeMOH U IIEIKHYTh HA 3HAUKE OOHOBJIICHUS,

PACIIONIOKEHHOM B IIPABOM YaCTU MAaHEIU HHCTPYMEHTOB.
[MpHBMNErMPOBaHHbIE Y3 % @ spcuser-001 g -

— - 3arpyxeHo: 100
| I T o]

nm.

123 123 BCTPOEHHBIN [JE
[ ad-admin-001 on HQ hg.company local ad-admin-001 BcTpoeHHkIi (x]
E ad-admin-001 on LBDEMO Ibdemo local ad-admin-001 BcTpoeHHIi [x]
[l ad-admin-002 on HQ hg.company.local ad-admin-002 BcTpoeHHkIi (x]

Puc. 22. Knonka obHosnenus mabauyvl yuemuulx 3anucel

5.3.4 ¥YpajeHue cTPOK B Tal/uue y4eTHbIX 3anucei

Jnst ynaneHuss CTpoku B TaOnuie moib3oBaTeleld HEOOXOAMMO IepedTH B y3elnl
IIpuBniaeruposannbie Y3 pasnena YnpasijieHHe CHCTeMOH U IIEIKHYTh Ha KHOIIKE YAAJIEHUS,

paCHOHO)KCHHOﬁ B HpaBOﬁ YaCTH CTPOKHU yquHoﬁ 3aIlliicCHu.

[MpHBMNErMPOBaHHbIE Y3 % @ spcuser-001 g -
_ - 3arpyxeHo” 100

M e eeeaw e
123 123 BCcTpoeHHbIA

[ ad-admin-001 on HQ hg.company local ad-admin-001 BcTpoeHHkIi

E ad-admin-001 on LBDEMO Ibdemo local ad-admin-001 BcTpoeHHIi

[ ad-admin-002 on HQ hg.company local ad-admin-002 BcTpoeHHkIi

Puc. 23. Knonka yoanenus yuemnou 3anucu

5.3.5 V¥Ynajgenue HeCKOJIbKHUX 3anuceil u3 Ta0JMIbI YYeTHBIX 3anuceii 0JHOBPEeMEeHHO

Jlis eMMHOBPEMEHHOTO YJalleHWs HECKOJbKUX 3amuceil HeoOXOauMO TMepelTH B y3eln
IlpuBuierupoBanubie Y3 pasnena YnpajieHHe CHUCTEMOM, BBIICTUTh HYXKHBIC 3aliCH B
Tabyuile, yCTAHOBUB (JIayKOK B COOTBETCTBYIOIEM ToJjie cieBa oT noyis HammeHnoBanue, mocie

Yero CTaHET aKTUBHOM KHOIIKA y)_]a.]'II/ITL, PAaCIIOJIOKCHHAA Ha MMAHCIIN HHCTPYMCHTOB.
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5.3.6 EaunoBpemeHHoe 3anaHue BHemHero |D qis HeckoJBKUX 3amucedl U3 TalIUIBI

Y4€THBIX 3anucei

Jlns eAMHOBPEMEHHOTO 3aJaHus BHEHHero ID s HECKONBbKHX 3amuceil HeoOXOIMMO
nepeity B y3en llpuBmiaerupoBannbie Y3 pasznena YnpapjieHHe CHCTeMOM, BbIICIUTh HYKHbIE
3alucH B TaOJUIle, YCTAaHOBUB (DJIa’KOK B COOTBETCTBYIOLIEM IoJie ciieBa oT noist HanMmeHoBaHue,
mocje 4Yero CTaHeT AakTUBHOW KHomka 3agath Buemnumii |ID, pacronoxeHHas Ha maHenH

MHCTPYMEHTOB.

5.3.7 HmnoprupoBaHHe y4eTHbIX 3anuceii u3 ¢aiiia

Jnss  uMmopra MaccuBa  YYETHBIX — 3amMcell HEeoOXOIUMO HakaTh Ha  KHOIKY

HmnoprupoBaTh BBEpXy TaOIHIIbI.

MprBMnernpoBaHHble ¥3 % | OOLeKT: aAMUHACTPUPOBaHIA X

'@ Hawerosawe __ |jowen |
]

123
O ad-admin-001 on HQ hqg company local
[ ad-admin-001 on LEDEMO Ibdemo local
O ad-admin-002 on HQ hqg company local
[ ad-admin-002 on LEDEMO Ibdemo.local

Puc. 24. Knonka umnopma yuemuuix 3anuceti
OTKpoeTcsi OKHO, B KOTOPOM HEOOXOAMMO BbIOpaTh .csv (aiin juis ummnopTa. Takxke MOXKHO
yKa3aThb MapaMmeTpsl 1 J00aBISEMbIX YUETHBIX 3aMHCEH, XOTS 3TO HE SIBISAETCS 00s3aTeTIbHBIM:

e JloMeH - TOMEH, B KOTOPOM OyIyT HaXOJIUTHCS HOBBIE PUBUJIETUPOBAHHbIE Y 3.

e Branener - mojib30BaTeNb, KOTOPBINA Oy/I€T BIAJETh TPUBUICTUPOBAHHBIMU Y 3.

e OOBEKT aJAMHUHUCTPUPOBAHMS - JUIsI  KOTOpPOro OyAyT  HCHOJb30BaThCS
MIPUBUJIETUPOBaHHBIE ¥ 3.

e AreHt mapoied - TOT, dYTO OyIeT UCIOJB30BATHCSI JJISI  CO3J]aBa€MbIX
npuBwierupoBanHbpix Y3. Ecnu BeiOpan "Bcerpoenusiit" (oH Bcerma BbIOpaH Mo
YMOJYaHHIO), TO MOSBUTCS ACTAIbHBINA BRIOOP ATeHTa paHIoMH3aIK maponei. (s
MHBIX CIy4aeB OyAeT BhIBEJICHO OKHO JUIst BBoAa CTPOKM MHTETPaIUH.

e Pannomusanus maposis - BBIOOp MOMEHTa OTHOCHUTENIBHO 3aIlyCKa CeaHca, COTJIacHO
KOTOpOMY OyZAeT MPOU3BOIUTHCS U3MEHEHHUE MapoJisl AJIs MPUBHIIETHPOBAHHBIX Y 3.

e VmpaBieHue pacHUCaHUEM - BBIOOp rpaduka, koraa OyJeT reHepupoBaThCcs HOBBIN

mapoJib s ¥3.
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e 3aMEHHTH CYIIECTBYIONINE MPUBWICTUPOBaHHBIC Y3 - ecnu Y3 ¢ TaKUM Ha3BaHHEM
YK€ TMPUCYTCTBYIOT B CIIMCKE IOpTaja, TO OHU OyayT 3aMEHEHBI TOJBKO YTO
100aBJIEHHBIMHU.

I[TogpobHee 00  »TUX  TOJSIX ~ MOXKHO  IPOYMTATh  BBHINIE, B  pasuene

nobaBiieHHe/peIaKTHPOBAHUE TPUBHIICTUPOBAHHBIX YUETHBIX 3aITUCEH.

]3 Aan LN hn ~amnanu lneal ad admin AN2
3 AMnopT npUBUNErMpoBaHHLIX ¥3 b4
)4 m
BuibepuTe caiin
)4 L
B Ocosmbe napameTpbl .
b NowmeH ~ @ .
)6 ~
% — [ononHuTentHele napameTpel -
7 Bnaneney v 0 OGbeKT aAMUHUCTPUPOBAHWA -
" — MNapametpbl AreHTta naponen ®
M AreHT naponeit . BCcTpoeHHIi Rt ] PaHnomuzauma napona :
)9
AreHT
10 paHaoMU3aL UM Rt i ]
" naponei
30— vYnpaBneuue pacnucaHuem
1 [Nata v Bpema - 0
32 [ e
33 T .
33 b
4 e
& = .
_5 . . L
;O [ 3amMenuTs CYWEecTBYIOWUEe NPUBANETMPOBaHHLIE Y3 Py @ o, W
/ L

| L]
L] . .

I IOCEr Ul JS3 AUNISsuarsr

Puc. 25. Oxkno umnopma yyemmnulx 3anuceil
[Ipumep odopmuenus .csv daitna (depe3 3amsaTyl0 JOKHBI OBITh MEPEUHCIICHBI
HaumenoBanune Y3, HauMeHOBaHME COOTBETCTBYIOIIETO €i moib3oBarens, Buemnuit 1D, [Tapons

V3):

random_data_cred.csv - Excel

InaeHan Bcraeka PasmeTka cTpaHnLbl Dopnysl JaHHbie PeueHsnposaHne Brg
& - - jp—
B 5{’ Calibri 1 AN == ®- B¢  0bumi - E
E@ -
!IBCTEEMTI:‘. WK M- - @),A, =E==e3= |H - E‘v%uuu fT:iE:;EE Yene
< opMaTh
Y Eydep obMeHa WpndT T EblpagHWEaHKWE P Yucno M
{ Bz 2 Jx
j ] A B C 1 D 1 E 1 F 1 G 1 H 1 1 J 1
{ 1 Name,Login,FQDM,ExternallD,Password
2 |test-ace-1,testaccl,hg.company.local 68865477554317815341,Zaq12wsx
L test-acc-2,testacc2, hg.company.local ,62977894820301909902, qwegwel23
| 4 |test-acc-3,testacc3, hg.company.local, 54544998601451912423, qweqwel23
3

Puc. 26. Ilpumep ¢aiina ona umnopma yuemuulix 3anucet
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[Tocne 3arpy3ku .csv (aiima W BeIOOpa BCeX NapaMETPOB HYKHO HakaTh Ha KHOIIKY
NmnoprupoBatsk. [losBUTCS yBETOMIIEHHE O TOM, 4TO Y3 UMIIOPTHPOBAHBI, © OHU OTOOpAa3sATCS B

CIIUCKE Bcex Y3.

5.4 VYnpasiieHHe 00beKTAMU aIMUHUCTPUPOBAHUSA

praBJICHI/IG O6’beKTaMI/I AIMUHHUCTPUPOBAHHUA B paMKaX OJHOIO0 TCHAHTAa HNPOUCXOIUT B
y31e O0beKThl AAMUHUCTPUPOBAHMS Pa3/cia YIpaBJeHue CHCTEeMOM.

OOBEKT aJAMUHUCTPUPOBAHUSA — OTO OOBEKT 3alIMIICHHOW Cpelbl, Ha KOTOPBII
I10JIb30BATEIb HE MOXKET IIONACTh HAIPSIMYIO, a TOJIbKO uepe3 cepaep 3CA.

Tun oObexkTa  aIMUHHCTPUPOBAHMS —  KOHKpETHas  pPa3sHOBUAHOCTH  OOBEKTa

aJIMMHHUCTPUPOBAHUS, OIIPEIEISIONIast paBuia paboThl ¢ 00BEKTOM.

MpuennernpoBaHHsie Y3 X | O6bekTs agMUHUCTPUPOBAHIA X @ spc-user-001 g

obaeuTh YaanuTb 3anatk BHewnwi 1D NobaewuTk K Cepeepam 3C MmnopTwpoBaTh 3arpyiero: 39
pEEp [ Bcero 3anucei: 39

' 06mexr mncrpwposan e N A—

E acidy-laptop Windows 10 acidy-laptop Q [=
[ grant-testgrant-testgrant-testgrant-testgra...  grant-test grant-test Q
B igor-redos-oa Ubuntu redos [x]
[ Baza pavHeix Oracle SPACE Oracle DB dbms02-deb space.local Q
[ Cepeep ba3bl AaHHbIX Oracle Debian GNU/Linux dbms02-deb space local [x]
B Domain HQ Microsoft Active Directory Services hq.company.local Q
E Domain Controller 01 HQ Domain Controller hg-12r2-dc01.hg.company local Q
B hanneko-jump Windows Server 2016 test hanneko forest Q
[ Domain Controller 02 LBDEMO Domain Controller erpm-test-dc2 Ibdemo local [x]
E1 ObservelT Observel T Web Application oit space local Q
B Pl ZoneProcess HQ Windows Server 2012 R2 hg-12r2-zp01.hg.company local Q
B test-a01-b1 test-a01-name hg-12r2-zp01.hg.company local [x]
[ BlueCoat ProxySG BlueCoat ProxySG Managament Console portal space local Q
[ Beb-npunoxexue Pl Privileged Identity pi.space local Q e

CnuUCOK TMNOB ODLEKTOR a8|MUHUCTPUPOBAHUA
_ darpymeHo: 82
Nobasuts Yaanute Bcero 3anucei: 82

B Privileged Identity Beb-npunoxeHue Pl
Change Oper Password

Microsoft SQL Server

MySQL DB

Oracle DB

PostgreSQlL DB

Sybase ASE DB

ASUS devices

BlueCoat ProxySG Device

Type for fgdn-nmm-oa d8033c43-158b-4ef1-8c5e-af8a%e642dal. ..
Cisco Device

WSS Device
hn

I I I
L Dol

il

T e

Puc. 27. Oxno «Obvexmol aOMUHUCIPUPOBAHUS»
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B oxHe O0BbeKTHI AAMUHUCTPUPOBAHUSI OTOOpAKAIOTCS ABE TaOHIB: CNMCOK 00BEKTOB

u Choucok

THNOB 00BEKTOB aJMUHUCTPUpPOBaHuUsA. B Tabmumax oxHa O0BEKTHI

AIMHUHUCTPHPOBAHMSA COACPKATCA CICAYIOIIMEC ITOJIA.

OOBEeKT aTMUHUCTPUPOBAHUA — 3TO OOBEKT 3alIUIIEHHOM cpeabl, Ha KOTOPbIH
I10JIb30BATEIb HE MOXKET MONACTh HAIPSAMYIO, & TOJBKO YEpe3 CEpBEP 3aLUIIECHHON
CpeIbl.

Tun o0bekTa agMUHUCTPUPOBAHUS — KOHKpPETHAs pPa3HOBUIHOCTH OOBEKTA
aJIMMHHUCTPUPOBAHUS, OIIPEIEISIONIast MpaBuia paboThl ¢ 00BEKTOM.

FODN — Fully Qualified Domain Name, wuMs [JoMeHa, HE HMEHOIIEe
HEOJIHO3HAYHOCTEH B ompeneneHud. BkitouaeT B ce0si MMEHa BCEX POAMTETBCKUX
nomMeHoB uepapxuu DNS.

WMs — HanMeHOBaHHe TUTIA O0BEKTA.

Omnucanue — ONMCaHKue THIIA O0BEKTA.

B nannom Yy3J1€ IMOJIB30BAaTCIIN C COOTBETCTBYIOIIHUMU IIpaBaM MOT'YT:

Jl06aBasATh 0OBEKT aIMUHUCTPUPOBAHUS/TUI OOBEKTa aIMUHUCTPUPOBAHUS.
PemgakTupoBaTh 00BEKT aIMUHUCTPUPOBAHUS/TUT 00BEKTA a[IMUHUCTPHUPOBAHHS.
OOGHOBIATH Ta0IHILy o0BbeKTa aJIMUHUCTPUPOBAHUS/THTIA 00BbeKTa
aJIMUHUCTPUPOBAHUS.

VYaanare crpoku B Tabnuie oO0bEKTa aJAMUHUCTPUPOBAHUS/THNA OOBEKTa
aJIMUHUCTPUPOBAHUS.

VY nanate HECKOJIbKO 3anucell U3 TabIuIbl OTHOBPEMEHHO.

3anaBath BHeUIHUM |D 171 HECKOJIBKUX 3anucell OTHOBPEMEHHO.

J106aBisATh OAMH WM HECKOJIBKO OOBEKTOB aAMHUHUCTPUPOBAHUS K ONpPEACIEHHOMY
CepBepy 3AIMIIEHHON CPEIBI.

NmnoptupoBath 00bEKTHl aIMUHUCTPUPOBAHUS U3 (ailia.

5.4.1 Jlo6aB/jieHne 00bEeKTAa AIMUHUCTPUPOBAHUS/TUIIA 00bEKTA A AMMHUCTPUPOBAHUSA

st nobGaBneHust 0ObEeKTa aIMUHUCTPUPOBAHUS HEOOXOAUMO TepedTH B y3el O0beKThI

aIMHUHMCTPUPOBAHMS U LIEJIKHYTh MBIIIBIO HA KHOMKE Jlo6aBuTh B TaOnuie Cnucok 00beKTOB

okHa O0BbeKThI AAMUHUCTPHPOBAHUS.

Ha skpane otobpazutcs popma 100aBieHnss 00bEKTa aAMUHUCTPUPOBAHMUS.
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OObeKT 2AMMHWCT PMPOBaHKUS ®

W : | |() FQDN : (i ]
- -
Twn : ~ 0 BHeLHuiA 1D 0O
r L
Cepeepul 3C :  EBenWTe sHaueHWA v 0 9
o
. . .

Puc. 28. @opma dobasnenuss 06vexma adMuHUCmMpuUpoO8aHus
dopma conmepkUT chenywoomme mods (MO, BBIACICHHBIC IONYXHPHBIM IIPUPTOM,
SIBJISIOTCS. 00SI3aTeIIbHBIME JJIsI 3aII0JTHCHUS):

e Uwms (oOs3arenpHOE 110JI€) — HAMMEHOBaHUE 00BEKTa aAMUHUCTPUPOBAHUS;

e Tum (00s3aTeNbHOE TOJIE) — THIT OOBEKTA aIMHUHUCTPUPOBAHMUS,

e FQDN (o6s3arensHoe mozne) — Fully Qualified Domain Name, umsi momena, He
UMeroIIee HEOJHO3HAYHOCTEH B ompereneHuH. Brioyaer B ce0s MMEHa BCeX
POIUTENBCKUX JOMEHOB Hepapxuu DNS;

e Buemmnnii ID — unentudukarop s MHTErpanuyd BHEHNIHMX cucTeM depe3 API
SPACE c naHHOI CyIIIHOCTHIO;

e Ceprepot 3C — nammenoBaHue cepBepa 3CA, depe3 KOTOPBIM OCYIIECTBIACTCS
B3aUMOJIeHCTBHE C 0OBEKTOM aJIMUHUCTPUPOBAHHUS.

Jns no0aBieHuss TUa 0ObeKTa aJMUHUCTPUPOBAHMS HEOOXOAMMO MHIETKHYTh MBIIIBIO Ha

kHonke Jlo6aButh B Tabnuue CnMCOK THMNOB 00bEKTOB aJMUHHCTPHPOBaHUs OkHa OO0beKTbI

AIMUHUCTPUPOBAHUA.
Twun obbekTa agMUHUCTPUPOBAHKA x
LS
Wma : | |0 OnucaHwe '0
MpunoxeHna - | BeenuTe 3Ha4YeHWA i ]

I ‘ .
5.
;

Puc. 29. @opma dobasnenus muna 0b6vexma aOMUHUCMPUPOBAHUSL
Ha skpane otoOpazutcst popma qo0aBieHus TUMA 00HEKTA aIMUHACTPUPOBAHHSL.
dopma comepxuT chaenyromue Tods (MO, BBIACICHHBIC TOJYKUPHBIM HIPUPTOM,

SIBJIIFOTCS 00s3aTEIbHBIMU JIISL SaHOJ'IHeHI/IH):
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o Hms (o0si3aTesIbHOE 10JIe) — UMS 0O0BEKTa,
e Omnucanue — onucaHue 00bEeKTa AIMUHUCTPUPOBAHUS.

L4 HpI/IJ'IO}KeHI/Iﬂ — IIPUIIOKCHUA, KOTOPBIC 6y,HYT HCIIOJB30BaTHCA JIs

AJIMUHUCTPUPOBAHUS 3TOI'O THIIA OA.

5.4.2 PelIaKTI/IPOBaHI/Ie 00beKTa a)IMI/IHI/ICTpI/IPOBaHI/IH/TI/IHa 00beKTa AAMUHHUCTPUPOBAHUS.

Jis penakTHpoBaHUsS OOBEKTa aJMHHUCTPUPOBAHMS HEOOXOIMMO JBaXKIbl IICIKHYThH
MBIIIBI0 HA CTPOKe 00BbekTa B Tabiuie Cnucok 00beKTOB. B oTOOpasmBIIeiics KapTouke 00bEeKTa

HGOGXOI[I/IMO IOCJIKHYTH MBIIIIBIO HAa KHOIIKC Pe)laKTI/IPOBaHHe.

OBLEXT aIMUHHUCTDPUPOBAHUA x
O
.
Wma : (i ] FQDN : i ]
Tun: i} Brewnma 1D - 90
- »
WMamenen CozpaH ¢
. L
®
Cepsepsi 3C [ ‘e ¢

| . : "
[ |e=n a3 :

Puc. 30. Kapmoukxa ob6vexma admunucmpuposanus
dopma peakTUpOBaHUSA 00BEKTA aIMUHUCTPUPOBAHUS COJCPKUT CIEAYIOLINE OIS
e Uwms (oOs3aTenpHOE M0JI€) — HAMMEHOBaHHE 00BEKTa aAMUHUCTPUPOBAHUS;
e Tun (o0s3aTenbHOE MOJIE) — TUIT 00BEKTa aAMUHUCTPUPOBAHUS,
e FQDN (o0s3arensHoe moisie) — Fully Qualified Domain Name, ums nomeHna, He
UMeroIIee HEOJHO3HAYHOCTEH B ompereleHHH. Brioyaer B ce0s WMEHa BCeX
POIUTENBCKUX TO0MEHOB Hepapxuu DNS;
e Buemwnuii ID — naeHTHdUKaTOp Ui MHTErpalMu BHEHMIHHX cucteM uepe3 API
SPACE c naHHOI CyIIIHOCTHIO,
e Ceprepot 3C — nammeHoBanue cepBepa 3CA, dYepe3 KOTOPBIM OCYIIECTBIACTCS
B3aUMOJIEHCTBHE C 0OBEKTOM aJIMUHUCTPUPOBAHHUS.
Bce monst moctymHBI Ui pegakTHpoBaHUs. UTOOBI COXpaHUTH M3MEHEHHs, HEOOXOIMMO
HaxaTh KHONKY CoxpaHuTh. [Ipn HaxxaTHH KHOTIKK 3aKPbITh H3MEHEHHS HE COXPAHSTCS.
Jlist peAakTUpOBaHUS THUIIA 00BEKTA aIMUHUCTPUPOBAHUS HEOOXOIUMO JABAXKABI IIEIKHYTh
MBIIIBIO Ha CTpoKe THMa o0bekTa B Tabmuie Cnmcok TUNOB 00beKTOB. B oToOpasuBieiics

KapTO4Ke 00BeKTa HCO6XOI[I/IMO IICJIKHYTH MBIIIIBbIO HAa KHOIIKC PeIlaKTI/IPOBaHI/Ie.

44



Twun obbekTa aMMHUCTPUPOBaHKA b 4

Hmsa ;

]

OnucaHne
w o

[pUNOoKEHWA | (i ] WMameneH . 20.08.2019 19:0‘59‘ -'E-::__

. ®
Co3gaH = 20.08.2019 19:07:59
e 10

Puc. 31. Kapmouxa muna o6vexma aOMuHucmpupo8anus

dopma peakKTHPOBAHUS THIIA 00BEKTA aJIMUHUCTPUPOBAHUS COJACPKUT CIICAYIOIINE IO
e Uwms (0Os3aTenbHOE T10JIC) — UMS OOBEKTA,
e OnucaHue — onucaHue 00bEKTa AJIMUHUCTPUPOBAHHSI.
o IlpwioXxeHuss —  NPUIOKEHHs, KOTOpPbIE OyIyT  KCIOJB30BAaThCS IS
aJIMMHUCTpUpPOBaHUs 3Toro Tuna OA.
Bce monst mocTymHBI Ui penakTupoBaHMs. UTOOBI COXpaHUTh M3MEHEHHS, HEOOXO0IUMO
HakaTh KHONKY CoxpaHuThb. [Ipu menuke Ha KHONKE 3aKPbITh HUKAKUX M3MECHEHHH B KapTOUKE

THIIa 00BEKTA AJIMUHHUCTPUPOBAHUSA HC HpOHSOﬁI{GT.

5.4.3 Oo0HoBIeHUE TaldIUIbI o0beKTa aIMHHHMCTPUPOBAHMS/THIIA o0beKTa

AIMHUHUCTPUHPOBaAHUSA

Jis oOHoBieHust 3amMceid B Tabmumax HeoOxomumo nepeiitTu B y3en O0beKThl
aIMHHMCTPUMPOBAHMS pa3jiela YINpaBlleHHe CUCTeMON U IIENKHYTh MbIIIbI0 Ha KHOIIKE
OOHOBJIEHHMS B TIpaBOM BepxHeW dYactu Tabnui. OOHOBIEHHE TAOTUIBI TUIIOB OOBEKTOB

AAMUHUCTPUPOBAHUSA TPOUCXOAUT AHAJIOTUYHBIM CII0COOOM.
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MpuEnnernpoBaHHsie ¥3 X | O6LekTs aMUHUCTPUPOBAHIA X @ spc-user-001 g

Cnucok 0bLekToB

- ” = 3arpymeHo: 39

4
n 0BLEKT A0MUHNCTPUPOBAHHMA Tun obbekTa agMUHHUCTPUPOBAHWUA _.

[ acidy-laptop Windows 10 acidy-laptop QL
[ grant-testgrant-tesigrant-testgrant-testgra...  grant-test grant-test Q
B igor-redos-oa Ubuntu redos Q
[ Ba3za naxHbix Oracle SPACE Oracle DB dbms02-deb space local [x]
B Cepeep Ba3bl AanHbIX Oracle Debian GNU/Linux dbms02-deb space.local Q
B Domain HQ Microsoft Active Directory Services hq.company.local Q
B Domain Controller 01 HQ Domain Controller hg-12r2-dc01.hg.company local Q
B hanneko-jump Windows Server 2016 test hanneko forest [x]
[ Domain Controller 02 LBDEMO Domain Controller erpm-test-dc? Ibdemo local [x]
El ObservelT Observel T Web Application oit. space.local Q
B Pl ZoneProcess HQ Windows Server 2012 R2 hg-12r2-zp01.hg.company local Q
[ test-a01-b1 test-a01-name hg-12r2-zp01.hg.company.local Q
B BlueCoat ProxySG BlueCoat ProxySG Managament Console portal space local Q
[ Beb-npunoxenue Pl Privileged Identity pi.space local Q E

Cnncok TMNOB 0DLEKTOB aMUHWCTPUPOBAHHUA

= arpyxeHo: 82

hd

B Privileged Identity Beb-npunoxenne Pl

.

Change Oper Password
Microsoft SQL Server
MySQL DB

Oracle DB

PostgreSQL DB

Sybase ASE DB

ASUS devices

BlueCoat ProxySG Device
Type for fqdn-nmm-oa d8033c43-158b-4ef1-8c5e-af8a9%642da0. ..
Cisco Device

VSS Device

hn

1

ODDoDoDDoD Do oo
POODODODODODOODOOO

Puc. 32. Knonka obnosnenus 3anuceti maoiuyvl

544 VYpanenne CcTpokH B Taldauue o00beKkTa aJIMHUHUCTPUMPOBAHUS/TUNA O00BbeKTa
aIMHHHCTPUPOBAHUSA

Jis ynaneHus CTpOKU B TaOiuie oObeKTa aJMUHUCTPUPOBAHUS HEOOXOAMMO ILIEIKHYTh
MBIIIBIO HAa KHOIIKE yJalleHUs, pacroaraomnieiics crnpaBa B CTpoKe 00beKTa aIMUHUCTPUPOBAHUS.
VYianeHue CTpOKM M3 TaOIUIBI TUIOB OOBEKTOB aJIMUHUCTPHUPOBAHUS MPOUCXOANUT aHAIOTUYHBIM

CcIIoco0oM.
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TpUBMNErMpoBaHHLIe ¥3 % | OOLeKTL! anMUHNCTPPOBaHNA X

Cnucok 0bLekToB

n 0BLEKT A0MUHNCTPUPOBAHHMA Tun obbekTa agMUHHUCTPUPOBAHWUA

=

OoQooDoomE o EE@EmE

Cnncok TMNOB 0DLEKTOB aMUHWCTPUPOBAHHUA

acidy-laptop Windows 10
grant-testgrant-testgrant-testgrant-testgra...  grant-test

igor-redos-oa Ubuntu

Baza nauuHsix Oracle SPACE QOracle DB

Cepeep ba3bl aaHHblx Oracle Debian GNU/Linux

Domain HQ Microsoft Active Directory Services
Domain Controller 01 HQ Domain Controller

hanneko-jump Windows Server 2016

Domain Controller 02 LBDEMO Domain Controller

Observel T Observel T Web Application

Pl ZoneProcess HQ Windows Server 2012 R2
test-a01-b1 test-a01-name

BlueCoat ProxySG BlueCoat ProxySG Managament Console
Beb-npunoxenne Pl Privileged Identity

@ spc-user-001

acidy-laptop

grant-test

redos

dbms02-deb space local
dbms02-deb space.local
hq.company.local
hg-12r2-dc01.hg.company local
test. hanneko forest
erpm-test-dc? Ibdemo local

oit. space.local
hg-12r2-zp01.hg.company local
hg-12r2-zp01.hg.company.local
portal space local

pi.space local

3arpymeHo: 39
Bcero 3anucei: 39

1000000000 B000

O
&

o e

Privileged Identity
Change Oper Password
Microsoft SQL Server
MySQL DB

Oracle DB

PostgreSQL DB

Sybase ASE DB

ASUS devices

BlueCoat ProxySG Device

Beb-npunoxenne Pl

Type for fqdn-nmm-oa d8033c43-158b-4ef1-8c5e-af8a9%642da0. ..

Cisco Device
VSS Device

hn

JarpymeHo: 82
Bcero 3anucen: 82

1

DOOOOOOOO0 OO0 oo

5.4.

Puc. 33. Knonka yoanenus cmpoxu

5 ¥YjaalleHue HeCKOJILKHUX 3anuceil U3 TA0JIMLbI OJHOBPEMEHHO

I[J'Ii[ yYAaJICHUA HCECKOJBbKHUX 3amnucei OIHOBPCMCHHO HCO6X0)II/IMO CHaydala BBIACIHUTH

KeJIacMbI€ 3allMCH B Ta6n1/1ue, YCTaHOBUB (I)J'Ia)KOK B COOTBCTCTBYIOLIEM IIOJIC€ CJI€BA OT IIOJIA

O0beKT AAMUHHUCTPUPOBAHMSA, ITIOCJIC YETO CTAHET aKTHUBHOH KHOIIKa yIla.]Il/ITL, PacIioJIOKCHHAA

Ha TIIaHCIIM HWHCTPYMCHTOB.

AAMUHUCTPHUPOBAHUSA IIPOUCXOANUT aHAJIOTHYHBIM CIT0CO00OM.
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5.4.6 EauHoBpeMeHHOe 3aJaHue BHEIITHUX ID bifi 0 | HECKOJBbKHX 00bEKTOB
aIMUHUCTPUPOBAHUS

s enuHOBpEeMEHHOTO 3ajaHusi BHemHero ID as HeckonbKuX 3amuceil cHavana Cieayer
BBIJICJIUTH JKEJIAaEMBIE 3allMCH B TAOJMIIE TaJOYKOM CJIE€Ba, IMOCIE Yero CTAHET aKTHBHOH KHOIIKA

3agaTs Baemnuii 1D, pacnionoxennas cBepxy Haja Tabaume.
lMpuBunernpoBanteie ¥3 % | O6LekTs anMuHMCTDUpORaHAA % @ spc-user-

l
| [o6aenTs Ynan 3anams Brewnwii ID [l lo6aswT, k Cepeepam 3C VMnopTupoBaTs Sarpyxexo: 39
- Bcero sanucei

0B6LekT aAMUHUCTPUPOBaHUA Tun obbekTa aAMUHHUCTPUPOBaHUA _

|

acidy-laptop Windows 10 acidy-laptop
grant-testgrant-testgrant-testgrant-test... grant-test grant-test

[ igor-redos-oa Ubuntu redos

[ baza pauHeix Oracle SPACE Oracle DB dbms02-deb space local

[ Cepeep Ha3bl gaHHbIX Oracle Debian GNU/Linux dbms02-deb space local

[ Domain HQ Microsoft Active Directory Services hq.company local

[ Domain Controller 01 HQ Domain Controller hg-12r2-dc01.hg.company.local
[ hanneko-jump Windows Server 2016 test hanneko forest

[ Domain Controller 02 LEDEMO Domain Controller erpm-test-dc2 Ibdemo.local

[ ObservelT ObservelT Web Application oit space local

[ Pl ZoneProcess HQ Windows Server 2012 R2 hg-12r2-zp01.hg.company.local
[ test-a01-b1 test-a01-name hg-12r2-zp01.hg.company.local
[ BlueCoat ProxySG BlueCoat ProxySG Managament Console portal space local

[ Beb-npunoxexue Pl Privileged Identity pi.space. local

Cnucok TMNOB 0OLEKTOB aAMWHUCTPUPOBAHUA

3arpy#eHo: 82
Bcero 3anuceit

BeG-npunoxeHue Pl

[obaeuTb

Privileged Identity
Change Oper Password
[T Microsoft SQL Server

O MySQL DB

Puc. 34. Knonka onsa 3a0anus énewnezo 1D
5.4.7 EpunoBpemeHHoe jo0aBieHue ceppepoB 3C ISl HECKOJbKHMX O00beKTOB

AIMUHUCTPUHPOBAHUSA

s enquHOBpeMeHHOTo nobaBneHue cepBepoB 3C s Heckonmbkux OA cHavanma cliemyer
BBIJICJIUTH JKEJTaeMbIe 3allCH B TAOJHUIE TaJIOYKOW CJIeBa, MOCIIE YEero CTAaHEeT aKTHBHON KHOITKA
HodaButs k CepBepam 3C, pacnonioxeHHas cBepxy Haja tabmuned. [locine Haxxatust Ha JaHHYIO

KHOTKY HeoO0xo1uMo OyzeT BeIOpaTh cepBepa 3C U3 CIIUCKA TOCTYIHBIX.
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MpuBMRernpoBanHbe ¥3 ¥ | O6LeKTs aaMUHUCTPUPORAHWUA X @ spc-user-

| Cnucok 00LeKTOBR

. . " - ~ ) 3arpy:xeHo: 39
3anarts BHewHui 1D [obaeuTs K Cepeepam 3C MuMnopTupoBaTs Bcero aanuceit
O | ObbeKT agMUHUCTPUPOBAHUA Tun obbekTa agMMHUCTPUPOBAHUA _

acidy-laptop Windows 10 acidy-laptop
grant-testgrant-testgrant-testgrant-test... grant-test grant-test

[ igor-redos-oa Ubuntu redos

[ Bbaza naxHeix Oracle SPACE Oracle DB dbms02-deb space local
[ Cepeep Ha3bl gaHHbIX Oracle Debian GNU/Linux dbms02-deb space local

Puc. 35. Knonka ons dobaenenus x cepsepam 3C

5.4.8 HmnoprupoBaHue 00bEKTOB a/IMUHUCTPUPOBaHUs U3 (aiiia

HJ’IH HUMIIOPTa MacCCHUBa 00BEKTOB AIMUHHUCTPUPOBAHUA HeO6XO,Z[I/IMO HAa’XaTb Ha KHOIIKY

"MMnopTupoBaTh" BBEPXY TAaOIHUIIHI.

MpuBnnernposaqHsie Y3 X | O6bekTb aAMUHUCTPHPOBaHHA X @ spc-user-001 g

Cnucok 00LeKTOR

- ” - 3arpymeHo: 39
Ed
|8 OGorr aguunwcTpposana Tun o6vorra agmwcrpuposanus  FOON | |

B acidy-laptop Windows 10 acidy-laptop

[ grant-testgrant-testgrant-testgrant-testgra grant-test grant-test

£ igor-redos-oa Ubuntu redos

[ basa nanHbix Oracle SPACE Oracle DB dbms02-deb space local
[ Cepeep ba3bl AaHHbIX Oracle Debian GNU/Linux dbms02-deb space local

Puc. 36. Knonka onsa 0obasnenus k cepsepam 3C
OTkpoeTtcst OKHO, B KOTOPOM HEOOXO0IMMO BBIOPATH .CSV (aiii1 171 UMIopTa.

Take Hy»KHO yKa3aTh apaMeTpbl JJIs 100aBIsIeMbIX 00bEKTOB aIMUHUCTPUPOBAHUS:

e CepBeppl 3C — K KOTOpHIM OyayT MpHUBSI3aHBI HMIIOPTUPOBAHHBIE OOBEKTHI
aJIMMHHUCTPUPOBAHUS

e Tun (oOs3aTenbHOE TMOJIE) — THUM, K KOTOPOMY OTHOCATCS HMIIOPTHPOBAaHHBIE
OOBEKTEHI.

e 3aMeHMTH CYyIIECTBYIOIME OOBEKThl aJMUHUCTpUpoBaHus — eciau OA ¢ Takum

Ha3BaHHMEM YK€ MPUCYTCTBYIOT B CIHCKE MOPTaja, TO OHU OyIyT 3aMEHEHBI TOJIbKO

4yT0 100aBICHHBIMU.
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MmnopT 00LEKTOB aAMUHUCTPUPOBAHMA

]

Bribepute daiin

LS
Cepeepbl 3C : |BBeguTe 3HaYeHUA v|@ .
Tvn : v 0 ‘e Y
- -.lxl [ ]

[ 3amMeHuTL CyLecTByoLWe 00LeKThI a,uMMHMETpmpBaHMﬂ .

I T

Puc. 37. Knonka ona 0oobasnenus k cepgepam 3C
[Tpumep odopmiienus .csv ¢aiima (depe3 3amsaTyro mocie Ha3Banusa OA Hamo ykas3atb
FQDN):

-

random_datal0_new.csv - Excel

[naeHan Beraska PasmeTka cTpaH bl Dopmynbl HaHHbie PeueHznpoBsaHne Bug
& - - —
B ® Calib -1 - A A == %- B |Obwwi - |:.:'[
Eg -
BcrasuTe ” W K M- . @),.&, = = = €= 3= , e op oo0 S8 08 ¥onoe
E dopmaTip
Bydep oBMeHa Ta LWpudT T BelpaBHWEaHWE T Yucno T
B3 - Je
. A E C . D . E . F . G . H . . J
Mame, FODMN

test-oa-1644 01, hg.company.local
test-oa-1644 02, hg.company.local
test-oa-1644 03,hg.company.local

L B Sy T R LW B

Puc. 38. I[Ipumep ¢aiina
[Tocne 3arpy3ku .csv (aiia W BeIOOpa BCeX NapaMETPOB HYKHO HaKaTh Ha KHOIKY
HNmnoprtuposars. [Tossutcs yBegomienue o ToMm, uto OA UMIIOPTHPOBAHBI, U MOCIE OOHOBIICHHUSI

TaOIUIEI TPU TTOMOIIU KHONTKH QOOHOBUTH BBEPXY CIIpaBa OHM 0TOOpa3sTcs B criucke Bcex OA.

5.5 ¥YmpasiieHue 3a1a4aM aAMHHUCTPUPOBAHUSA

Pabora SPACE ocHoBaHa Ha NpHUHIUIE MUHUMAJIbHBIX HPUBWIETHHA, KOTAa AOCTYN K
00BbEKTaM  aJMUHUCTPUPOBAHMUSA  MPEJOCTABISAETCS  IOJIB30BATENISIM  HCKIIOYUTENBHO IS
BBITTOJTHEHUS 33/1a4M, K KOTOPOH COTiacoBaH Hapsia-momyck. J[ms BeiOOpa monb3oBaTensIMu 3aaad

aJIMMHHUCTPUPOBAHUS HEOOXOAMMO TMpeABapuTeNnbHO 100aBuTh uX B Cucremy. Hacrtpoiika u
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yIpaBlieHUE 3a/1a4aMi Ha aJIMUHUCTPHPOBAHNE OOBEKTaMHU OCYILECTBISET B y3iie 3agadyu pas3zaena
YnpaBieHue cucTeMoi.
OkHo 3amaum coaepuT Tabmmiy ¢ Tpems croiomamu: 3amada, OO0beKTbI
aJIMUHHUCTPUPOBaHus, YueTHbIe 3anucu 1 Coruacymommue:
e 3aaya — HaMMEHOBAHUE 3a0a4l,
e (OOBEKThl aIMUHUCTPUPOBAHUS — OOBEKTHI 3AIMMUIICHHON Cpelbl B paMKaxX JaHHOMU
3aJ1a4y;
e Koi-BO NPUBUIIETMPOBAHHBIX Y3 - KOJIMYECTBO YYETHBIX 3alHUCE, KOTOPBIM
paszpeieHa paboTa B paMKax JaHHOU 3aa4H;

e Cornacyrouue — rpynma rnojib30Baresel, UMEIIINe IPaBo Ha COIIaCOBaHUE JaHHOU

3a1a4u.
® spcusor00l -

S B i B
@ oama OSwerms agmmcronpos.. l

123H342 AOMWHUCTPATOPHLI AoMeHa HQ i
asa-task asa-group

ava-task ava-group

gpd AaMMHKUCTpaTopbl AomeHa HQ

gpd-rsa-testgrant-testgrant-tes .. AamuHucTpatopel Windows Se..

grant-test AOMUHUCTPATOPLI AomeHa HQ

OEoomE@
[ T e e e SRS
- D = D = A -

0000000

hanneko-jump-test-task AamuHucTpatopel sSPACE

Puc. 39. Okno y3na «3a0auuy
B nanHOM y371€ aIMUHUCTPATOPHI MOTYT:
e JloGaBnaTh 3a1auy;
e Penaktuposars 3aauy;
e OOHOBIATH TAOIUITY 3a/1a4;
e Vnanarh CTPOKY B TaOIuIIE 3a/1a4;
e VYianarb HECKOJBKO 3amucel u3 TaONIUIIbI 3a/1a4 OJHOBPEMEHHO;

o 3aﬂaBaTB BHemHuM 1D JIISL HECKOJIbKMX 3aIliCcei OIHOBPCMCHHO.

5.5.1 JloGaBiieHue 3a1a4u

s noGaBiieHus 3a7a4d HEOOXOAMMO IIENKHYTh MBIIIBI0 Ha KHOMKE Jlo6aBUTH 3a1auy Ha

TaHeu UHCTPYMEHTOB y3iia 3agaun. Ha sxpane otoOpazutcs hopma no00aBiIeHUS 3a1a4u.
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Wms : 0
Cornacyouue : al ]
0

OnucaHue 2 P

Brewswi 1D @0

o

Puc. 40. @opma dobasnenus 3a0auu

®opma [lobaBiaeHne 3agadM COACPXKHUT cieayroune mois (mossi, o0s3aresbHble s
3aI0JIHEHHUSI, BBIJCIICHBI TIOTYKUPHBIM HIPUPTOM):
e Mg (o0s3aTenbHOE 1MOJIC) — HAMMEHOBAHUE 3a/1a4H;
e Cornacyromue (00s13aTeNIbHOE T0JIe) — MOJIb30BaTENN, UMEIONIHNE MPAaBO COrIacoBaTh
JTaHHYIO 3a]a4y;
e OrmnucaHue — ONKMCAaHNE 33]a4H;
e Buemmnunii ID — ungentudukarop s WHTETpanMy BHEMIHUX cucTeM udepe3 API
SPACE c naHHOIi CyIITHOCTHIO.
[Tocne nobGaBneHus 3a7auu HYXKHO T00aBUTh B HEE MIPUBHUICTHPOBAHHBIC YUETHBIC 3aITUCH U

00BEKTHl AIMUHUCTPUPOBAHUSA. DTO JIENAETCS Yepe3 MEHIO PEIaKTUPOBAHUSL.

5.5.2 PeapakTupoBaHue 3a1a4n

JI1st penakTUpOBaHUS 3a/1a4i HEOOXOIUMO JIBAXKBI MIETKHYTh Ha CTPOKY 3a7a4M B TaOIHUIIE

3aja4. B nosBuBLIElics kKapTOUKe 3a7a4u 0TOOpaxaeTcs Bcsl HH(popMalys 0 3a1a4e.
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AN IS LArastagesan it tarartigranan caer

3anaua "AnMUHUCTpUpoBaHue cepeepoB Unix/Linux B HQ" x

Wma : | AoMuHKMCTpUpoBaHue cepee |@ o
Cornacyowme : | ADVUHUCTRATOPE fomeda | @ OnucaHue
BHewHui ID - | AD HO T 02 PO

00beKTbl AaAMUHUCTPUPOBAHNA

[ ] Ynanuts @

<
M n ODOBEeKT agMHHUCTPUPOBaHUA Tun obbekTa aAMMHUCTPUPOBAHUA _.

[F1 BlueCoat ProxySG BlueCoat ProxySG Managament Cons... portal space.local [ k=
[ Nats HQ Debian GNU/Linux mq01-deb hg.company.local (<M=
E
EIpMBMNerMpoBaHHbie Y3
g [ ] Ynanuts @

<
S Hamerosawne fowen Mlomesosarens | Arewrnaponen | _

[ user on mg01-deb.hg.comp... user [ k=
B root on mg01-deb.space.local root on mq01-deb.space.local [x] E

Puc. 41. Kapmouka 3a0auu

[Tocne menuka Ha KHOTIKEe PerakTHpoBaHue Ha dKpaH BBIBOJUTCS OpMa peTaKTUPOBAHUS
3aJjaud, B KOTOPOHM Bce MOJs JIOCTYNHBI Ul peJakTUpoBaHHUA. UTOOBI COXpaHUTh W3MEHEHUS,
He00Xx0auMo HaxaTh KHONKY CoxpaHuThb. [Ipy HakaTuM KHONKKU 3aKPbITh HUKAaKUX U3MEHEHU B

KapTO4YKEC IMOJIb30BATCIIA HE HpOH?:OfIJIGT.



ageamres waraesagesmses tararsiyesasss tarees

3anaua "AgMuHUCTpUpoBaHue cepeepoi Unix/Linux B HQ" x

Wma :  AomuHucTpupoBaHue cepee @ o
Cornacywowme :  AQMUHUCTpaTOpL! AoMeHa v @) OnucaHue
Brewnwid ID - AD_HQ T 02 PO

00beKTbl aAMUHUCTPUPOBaHNA
BrlibepuTe 00bekT -= i ] @

v
Ul § | OOBeKkT agMWHUCTPUPOBAHUA Tun obbeKkTa agMMHUCTPUPOBAHUA FQDN
[F1 BlueCoat ProxySG BlueCoat ProxySG Managament Cons... portal space local Q =
[ Nats HQ Debian GNU/Linux mq01-deb.hg.company.local Q =

ERlIpMBMnerMpoBaiHbie Y3
BrlbepuTe NpMBUNErMpoEaHHy ¥3 =  « @

®

_.‘c

N | HanmeHoBaHKMe Monb3oBatens AreHT naponeu
E user on mg01-deb.hg.comp. .. user Q ;
[ root on mg01-deb.space local root on mg01-deb space local Q E

Puc. 42. @opma pedoakmuposanus 3a0ayu

a

5.5.3 OO0OHOBJIeHHEe TA0JIUIBI 32024
s oOHOBNEHUS 3amucedl B TaOnMile 3a7ad HEOOXOJUMO IIENKHYTh MBIIIbI0 HAa KHOMKE

OOHOBJICHUS @ , pacnonoxceHHoﬁ Ha MMaHCJIM UHCTPYMCHTOB CIIpaBa.

5.5.4 VYnanenue cTpoku B Tabiauile 3a1a4

I[J'I}I yAaaJleHud CTpOKHU U3 Ta6J'II/IHBI 3aaY HICJIIKHUTE MBIIIIBKO Ha KHOIIKC YIAJICHHUS B r[paBoﬁ

YaCTH CTPOKU 3allMCH.

® spcuser001 -
] (C)
Ed
H 3apava 0ObbeKTLI AAMMHUCTPHPOB... | Kon-Bo npMBMNErMpoBaHH... Cornacywwme
[ 123H342 2 1 AaMMHUCTpaTopbl AomeHa HQ (%] B
[ asa-task 2 2 asa-group [x]
[ ava-task 1 1 ava-group (%]
E gpd 1 0 AOMWHKUCTpaTopkl AoMeHa HQ %]
[ gpd-rsa-testgrant-testgrant-tes... 1 1 Anmunuctpatopsl Windows Se... €
[ grant-test 1 0 AOMWHUCTpATOPLI AoMeHa HQ (%]
[ hanneko-jump-test-task 1 1 AamuHucTpatopel sSPACE Q

Puc. 43. Knonka yoanenus
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5.5.5 VYnajgeHune HeCKOJIbKHX 3anuceil 3 Ta0JMIbI 32124 OJHOBPEMEHHO

JUis ynaneHus HECKONBKHX 3amucedl W3 TaONMuIBl 3ajad OJHOBPEMEHHO HEOO0XOIMMO
CHadaja BBIICTUTh HEOOXOIUMBIC 3allMCH B TaONUIE, YCTAHOBUB (PIIAXKOK B COOTBETCTBYIOIIEM
mojie cieBa OT MoJisi 3ajaya, IOClie Yero CTaHeT AaKTUBHOM KHOIMKAa YAaJuTh HA TaHelu

UHCTPYMEHTOB.

Gaawa |OGuext aawmncrpmpos..

1231342 2 1
asa-task 2 2

[ ava-task 1 1
Puc. 44. Buibpanst 0se 3anucu maodauyvl. Knonka « Yoanums» akmusna

5.5.6 EaunoBpeMeHHOe 3a7aHue BHelHero ID 11 HecKoIbKHX 3anuceii U3 Ta0AMIbI 32124
Jns enMHOBpEMEHHOrO 3aaHusi BHeHIHero ID [1d HECKOJIBKMX 3alKCcedl CHadalla CIEAyeT
BBIICJIUTh JKE€JIaeMble 3alliCU B TaOJUIE TaJlOUKOM cjeBa OT MoJid 3ajava, MOCie Yero CTaHEeT

aKTUBHOMI kHomKa 3anaTs Buemnuii ID, pacnionoxenHas cBepxy Haja TaOJIULICH.

5.6 Hacrpoiika u ynpasijieHue HapsiIaMH-I0NyCKAMU

Jloctyn Kk 00beKTaM aIMUHUCTPUPOBAHUS OCYIIECTBIISIETCSI HA OCHOBAHUM Hapsiia-I0IMycKa.
Hapsin-nonyck (HI) — aTo 3aganue Ha BBIMOJHEHUE OMPENETIeHHOMN 3a1aun B paMkax CUCTEMBI, B
KOTOPOM COJEP>KUTCSI Ha3BaHUE 3a/auyd, CPOK ACHCTBUSA Hapsaa-I0MycKa, WHULMHUPYIOUIEE U
coryacyroliee JUI0, OCHOBAaHUE U 0OBEKTHI aIMUHUCTPUPOBAHHSL.

Bce napsiasi-nomycku, umetomuecs B Cucteme, otoOpaxatorcs B y3ne Hapsinbl-nonycku B
BHUJI€ TaOJIHIIBI ¢ 6 CTOJIOAMH:

e Hapsna-nomyck — HOMEp Hapsia-I0MmycKa ¢ 1aToi CO3AaHus;

e [lonp30BaTenp — MOJIB30BATEINb, 3APOCUBIINI JAaHHBINA HAPSAI-TONYCK;

e (Craryc — cTaTyc Hapsaa-JI0MycKa,

e 3amaua — 3a7ava, OCYIIECTBIIsIeMasi B paMKaX JaHHOTO Hapsiia-AoIycKa,

e Jlata cormacoBaHus — J1aTa, KOTJa JaHHBIA HAPSA-IOMYCK OBUT COTJIACOBAH;

e JlelicTBUTENEH JO — CPOK OKOHYAHUS JICUCTBUS HApsAIa-I0ITyCKa.
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XypHan HEpAAOB AONYCKOB X

O T S T S T

Ne3212 /

Ne3476
Me3430
Ne3486
Ne3433
Me2873

OoooooD oo

B pamkax HacTpOMKM M YIPAaBICHHUsS HapsAAAMHU-AONYCKAMHM aIMUHUCTPATOPbl MOTYT

18.08.2020

/08.12.2023
/19.09.2023
114122023
102.10.2023
/15.07.2019
Ne3434 /
Me349T /

16.10.2023
15.12.2023

ad-user-001@hqg.compan AKTUBHbIA
admin@internal(a123 ad.. MpocpodyeH
spc-user-004@space.loca... AKTWBHLIA
asa-test-user@internal OxuaaeT cormacoBaHua
asa-all-roles@internal AKTVBHEIA
as-user-001@hqg.compan... OTto3eaH
maks@intemnal AKTVBHbIA
asa-test-user@internal MpocpodyeH

Test-wsea-task

gpd-rsa-testgrant-testgran ...

asa-task
1231342
asa-task

ALMUHUCTPMPOBEHHE Cep..

Notepad-test-task-001

gpd-rsa-testgrant-testgran ...

Puc. 45. Okno y3na «Hapsowvi-donycku

BBIIOJHATH CICAYIOIIUC IICﬁCTBPISIZ

e 100aBIATH HAPSABI-IOMYCKHY,;

¢ [IpoCMATpHUBATH I/IH(l)OpMaI_II/IIO 0 Hapsaax-Ia0IyCKax,

e OOHOBIATH TAOJIUIy HAPSAAOB-/I0IIYCKOB,;

¢ yHaJiiATh CTPOKHU B Ta6J'II/II_Ie HapsAa0B-A0IIyCKOB,

06 09.2023 0

@ spc-user-001

3arpyxeHo 100

Bcero 3anucei: 416

08.12.20231...

19.09.2023 0..

02.10.2023 1..

15.07.2019 1.

16.10.2023 1

15.12.20230...

®  YIAIATh HECKOJIBKO 3aMUCceld U3 TaOIHIIbl HApSI0B-I0MyCKOB OJJHOBPEMEHHO;

e 3ajaBarh BHemHUH D a1 HeckobKUX 3amuceid u3 Tadmuier HJI.

5.6.1 JloGaB/ieHnne Hapsiia-10MycKa

Jlnst noGaBneHus Hapsiaa-A0MycKa HEOOXOAUMO IIENKHYTh Ha KHomKe /loGaBUTH Hapsa-
AOMYCK Ha TaHEIM MHCTPYMEHTOB.
BBIJICTICHHBIC MONYXHUPHBIM mpudToM. Ecnu aaMuHHCTpaTOp HAXOAUTCA B TPYIIE COTJIACOBAHUS

JUTsl JaHHOM 3ajaud, TO Oymer akTuBHa kHomke CorjacoBarb. [logpoOHO O MONSX MOKHO

IIpoYnTaTh B PYKOBO,ZICTBe IIOJIB30BATECJIA WM B CIIPABKE Ha MOpTalic.
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Co3gaHne Hapana-aonycka x

BSapava :  BuibepuTe 3apady i ]
(spc-user-001@space.local) ®
oCTYN AnsA :
HoeTym An BEE4WTE IHAYEHUA v o
OOBEKTH
YYeTHbIe 3aMUCH ©  BEEMTE 3HAUEHUA il i ] AQMUHICTDUPOBAHNA - ] N
Mepuoa gedcTBuA :  11.04 2023 16:5 @ 0
[ BeccpouHbif
HacTpouTe i L]
[NononHuTenbHble
HACTPOHKKM BPEMEHH : He sanano
[ononHuTenbHble
[eicTBUA MO MCTEYEHUH | He 3a4aHo v Comacyioume ° o
ClOTKNo4KTL 3anKcs BCAC
[OedCTBWA nocne .
@uUnETpaun BCAC : He 3anano

@UnLETpauma Beoa BCAC : | BBefMTE 3HaYeHuA v @ VBenoMnenus email ANA - | BEENTE sHAYSHNA v\ @
OcHoeahue : | HoMep 3aABKM UMW CCbiNka Ha AokyMeHT | @ e
»
LR
Onucanune pador o ° i e
[} Mo .
® L
QnucaHue : o ® 0y N
L L]

Cormacosarh 3aKpuiTh

Puc. 46. Dopma co3danus apada-0onycka

5.6.2 IIpocMoTp nHdopMaLuN 0 HAPSAAAX-T0MYCKAX
Jiia npocMoTpa MH(GOpPMALIUKA O KOHKPETHOM Hapsije-I0MyCKe CIeAyeT ABAKIbl MIEIKHYTh
JIEBOM KHOMKOM MBIIIM Ha CTPOKY MAHHOTO Hapsjaa-fonycka B Tabmuie. Eciam monb3oBarens
HaXOJUTCSI B TPYIIE COTIACOBAHUS AJSl TAaHHOTO Hapsaa-AOINycKa, U HapsSA-TOMYCK HAXOAUTCS B
COCTOSIHMH "0XKHMJIaeT corjlacoBaHus", To Oyner akTuBHA KHOMKa CoraacoBath wikd OTKJIOHUTD.
Jist  y)ke  COTJIacOBaHHOTO W aKTUBHOTO Hapsaa-IoNycka B Ciydae HaJIAYHS
COOTBETCTBYIOIIUX MpaB OyneT akTuBHA KHOMKa OT03BaTh. OTO3BaHHBIC HAPSBI-OMYCKH MOXKHO
IIPOCMOTPETh 0€3 BO3MOXKHOCTH PEeIaKTUPOBAHHUS.
5.6.3 OOHOBIeHUe TAOIUIBI HAPSATOB-10NYCKOB

Z[J'ISI OOHOBJICHUS 3aIUcel B Ta6J'II/II_[e HapsaAa0B-IO0ITyCKOB HCO6XOI[I/IMO IOCJIIKHYTb MBIIIBRO

Ha KHOIIKE OOHOBJICHUS @ : pacnonaralomeﬁcsl B HpaBOﬁ BCpXHeﬁ qaCTHu Ta6JII/II_U>I.

5.6.4 ¥YnajeHue cTPOK B Tad/uie HAPSAI0B-10MYCKOB

Jlnst ynaneHust CTpOKH B TaONMIE HApsA0B-A0MYCKOB HEOOXOJUMO INEIKHYTh HAa KHOIIKE
yJaJIeHUs], PaclloJIOKEHHYIO CIIpaBa B CTPOKE 3aIMCH Haps0B-J0MyCKOB.
5.6.5 VYnajneHue HeCKOJIbKHUX 3anmuceil U3 Ta0JIHIIbI HAPATOB-10IYCKOB

I[J'ISI yAaJICHUsA HCCKOJIBKUX 3amuceil u3 TaGJ’II/II_IBI HapAg0B-AOIMYCKOB OJHOBPEMCEHHO

HGO6XO)II/IMO BBIJACIINTD KEJIACMbIC 3aIlMCU B Ta6m/1ue, YCTaHOBUB (bﬂa)KOK B COOTBCTCTBYIOLIEM
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noje ciueBa oOr mnojas Hapsia-A0myckK, Mociie 4Yero CTaHeT AaKTUBHOM KHOINKA YJAJHUTh,

pacrojoKeHHasi CBepXy HaJl TaOIHIICH.

5.6.6 EnunoBpemenHoe 3ajaHue BHemHero ID s HecKOJBKHX 3anuceid M3 TaOJIHIIBI
HAPSI/I0B-/I0MYCKOB

Jlis eqMHOBpEMEHHOr0 3ajaHus BHemrHero |D i HECKOJNBKHMX 3amucedl W3 TaOJIHIlbI
HapHHOB-I[OHYCKOB HCO6X0,III/IMO BBIACJIUTH JXCJIAaCMbIC 3allMCH B Ta6JII/II_[e, YCTaHOBI/IB (I)Ha)KOK B
COOTBETCTBYIOIIEM IOJe cieBa oT moiisi Hapsia-momyck, mociie 4ero CraHeT aKTHMBHOW KHOIIKA

3aparb Buemmnuii 1D, pacnionokenHas cBepXy Haj TaOIUIICH.

5.7 YnpapiieHHe JOMeHAMU

Bxnanka JlomeHbl paszena  YinpasieHHMe CHCTEMOM I103BOJISIET OCYILIECTBIATH PN
JNCUCTBUHN JUIsl HACTPOWKH JOMEHOB cHCTEeMbl. B paMkax CHCTEMBbI peaqr30BaHbI CIIEIYIOLIHE
BO3MOKHOCTH, JIOCTYITHBIC aIMUHHCTPATOPY:

e [Ipocmotp nomeHnoB Cucremsl;
e JloOaBiieHHE HOBOT'O JIOMEHA;
e PepakTupoBaHuUE JOMEHA;
e VYiajeHue IOMEHa;
e (OOHOBIIEHHE TaOJIHIILI JOMEHOB;
e Vmpasnenue nonszoBatensimu LDAP.
Bremne paznen JloMeHbl IpeCTaBiIeH B BUAE TaOIHIIbL.

Mon ceaHchl ¥ | [omeHsl X @ spcuser-001 g -
- 3arpyxeHo: 16
o6aBnTL Yaanute YnpaeneHue yseHo: 16
none3oearenamu LDAP Bcero 3anucei: 16

L ki
W Mwapowena | Acween |
B gpd.local [x]
[ testapi.local ] (]
E apilocal ] 3]
B Ibdemo.local ]
[ testidap.lab 5] [x]
[ testgpdi ] (]
[ space local (%]
= annn =1 o

Puc. 47. Pazoen «/[omenviy

5.7.1 TIpocmoTtp nomenoB Cucrembl

CTpaHI/II_[a ((ILOMCHBI» npeaACTaBJICHA B BUAC OJHOM Ta6HI/II_U:I.

Omnucanue cToI0IOB MPUBEICHO HIKE:

e UwMmsa noMeHa — UASHTH(PHUKATOP TOMEHA,
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e AKTHBEH — SBIISICTCS JIH 3TOT JOMECH aKTHBHBIM.

5.7.2 JloGaBJieHHe HOBOTO JOMEHA

OyuknuoHan 100aBleHUS JOMEHA BBI3BIBACTCS HaKaTHEeM Ha KHONKY Jlo6aBuUTH,

PaCTIONIOKEHHYIO B BEpXHEH YaCTH TaOJIHIIBL.

YnpaeneHune
nons3oeatenamu LDAP

m wmgowera

gpd.local
test api_local
api.local
Ibdemo.local

OO0 00O

testldap.lab

Puc. 48. Knonka «/[ob6asumb domeny
[Tpu HakaTHK Ha 3Ty KHOIKY IOJL30BAaTEII0 OyJIeT BhiBeAcHA (hopMa JO0OABICHUS TOMECHA,
OHa COCTOMT M3 OJIHOTO O0S3aTEeNILHOTO TOJIsSI C HAaMMEHOBaHWEM JoMeHa. [lociie BBOJa HYXHOTO

UMEHHU TpeOyeTcs HaxkaTh Ha KHONKY "CoXpaHUTh'".

[lobaBnTL nOMEH b4

Mma gomeHa : L ]y

CoxpaHuTb Sakpoite [

Puc. 49. Jlobasnenue domena

5.7.3 PenakTupoBaHHue JOMEHa

OyHKIMOHAI pPEJAKTUPOBAaHUS JOMEHA BBI3BIBACTCA TIPM  JBOWHOM IIEMYKE Ha
HalMEHOBAHMUHU JOMEHA B TaOJHULE.
Byner BbiBeieHO OKHO ¢ MHpOpMALUE 0 JOMEHE M aKTUBHOU KHOMKOH PenakTupoBaHue.

Ilocne Haxxatus Ha OTY KHOIIKY IOJIAA CTAHYT JOCTYHIHLI JJIA pCAaKTUPOBAHUA. Taxoke HeO6XO,[[I/IMO
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OTPCAAKTUPOBATDH

pacmiupeHHbIe HACTPOWKHU JIOMEHa, Ui JToro TpeOyercs Haxarh Ha

COOTBETCTBYIOLIYIO KHOMIKY '"PacimpeHHbie HacTpOrKu'.

HacTpolika nomeHa )4

MmMsa gomeHa : 0
LDAP baseDn : 0 )
O . : )
User DN : A
Mapone :

. W,
|
o

PacluMpeHhble HACTPORKM

Tect OuUUCTUTL 3aKphITh

HacTpoiika gomeHa b4

HMma gomeHa :

LDAP baseDn :

User DN :

Maponb :

BrewHwui 1D
NOoMeHa

space_local © UserSearchBase : ou=space (i}

a
dc=space dc=local © UserSearchFilter : | (sAMAccountName={0}) (i )
LDAPs GroupSearchBase : OU=space

-8

CN=ad-search-user, OU=user: @ GroupSearchFilter -

(member-1.2.840.113556.1.4. [@ \

o GroupRoleAttribute - CN - '_ﬂ |
i ] |daps://dc01-12r2 space local 636/ i ]
LDAP npoeangepsl
AcneHa
CBepHYTh
P BHewyni 1D - o
l{mid)m;ypauuu : .
3 [ Seas »

L ; .
L L -
CoxpaHnuTb m OUNCTUTL 3aKpbITh

Puc. 50 Oxno peoaxmuposarus 0omena u OKHO PpaACUUPEeHHbIX HACMPOEK

Bce mons AOCTYIIHBI JJId PEAAKTUPOBAHUAA. HOJ’IS[, BBIZICJIICHHBIC JKUPHBIM, SABJIAIOTCA

00s13aTeIbHBIMH JJI 3amoyiHeHus. J[7 HacTpoiku mojkitoueHus K goMmeHy (Microsoft AD wmm
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apyroii LDAP karasior) morpe0yercsi ydeTHas 3amuch, y KoTopoil coBmagaroT monst CN u PN,

(mpumep Ha puc. 51).

Puc. 51 Ilpumep nposepxu na uoenmuunocmos CN u PN

B pacmmpennsix Hactpoiikax ctpoku UserSearchBase u GroupSearchBase u3navanbHO
nmycTeie. Eciu UX HE 3aloHUTh - MOMCK OyJEeT OCYIIECTBIATHCSA MO BCEMY JOMEHY. 30HY MOMCKa
MOXKHO OTpaHUYMTh, YyKa3aB B JaHHbIX mToisax OU, COOTBETCTBYIOIIYI) pacCHOJIOKEHUIO
HCIOJIb3YEMBIX TPYIII U TOJIb30BaTENCH.

B crpoke UserSearchFilter mpucyrctByer mieiicxonaep {0}, OH UCIONB3yeTCs ISl TOTO,
9TOOBI 3aMCHATh HYXKHBIM TapaMeTp Ha WM KaKIOrO IOJb30BATelNsA, IS KOTOPOTO
ocymectisiercss mouck. IToms UserSearchFilter u GroupSearchFilter samonusiroTcss gaHHBIME
ABTOMATUYECKH, UX HE PEKOMEHAYETCS M3MEHITh BPYYHYIO WJIM CTUPATh BO M30€KaHUE OMIMOKH
noakmrouenus "Error: Empty filter".

UToObl COXpaHUTh U3MEHEHMs, He0OX0aAuMO HakaTh KHONKY CoxpanuTtb. I[Ipu HaxaTuu
KHOMIKM 3aKPbITh HUKAKUX W3MEHEHHUH B KapTOUKE JIOMEHa He Mpousonaer. HaxkaTue Ha KHOMKY
TecT mo3BoINsIE€T y3HATh, SABJISAIOTCS U BBEAEHHBIC NaHHBIE BEpHBIMH. Eciu Bce MpaBMIIBHO, TO
MOCJIe TaKOW MPOBEPKH CTaTyC JOMeHa OyneT «AKTUBeH». B ciiydae oOHapyXeHHs! OITHOOK TOMEH
OyzeT mepeBe/i€H B HEAaKTUBHBIC, a PE3y/IbTAaT TECTa YKAXET, B U€M 3aKJII0YaeTcsi OOHapy KeHHas
omubOka. KomMMeHTapuum K paclmpoCTpaHEHHBIM OIIMOKaM MOXKHO HAlTH Ha TopTale

https://webcontrol.aspro.cloud/hc/3 B paznene «OmmoKku Npu MOAKIIOYEHUH IOMEHAY.

Kraonka O4nCTUTD ITO3BOJISICT aBTOMATUUECKH OYHCTHTH BCE OIS JaHHOTI'O OKHa.

5.74 OO0HOBJeHHE TA0JIHUIBLI JOMEHOB
Jlst OOHOBJICHUS 3aMucei B TaOIHIE JOMEHOB HEOOXOAMMO MIEIKHYTh MBIIIBIO Ha KHOTIKE

OOHOBJICHUS @ , paCHOHOX(CHHOﬁ B HpaBOﬁ BCpXHGI‘;I qacTu Ta6J'II/II_U>I.
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5.7.5 'YpajeHue CTPOKH B Tal/uIe T0MEHOB

Jlis ynaneHust CTpOKU B TaOJdHIe JOMEHOB HEOOXOIMMO MICTKHYTh Ha KHOIKE yIAJICHHS,

PacrojoKEHHOU cIipaBa B CTPOKE JIOMEHOB.

5.7.6 YnajieHue HeCKOJBKHUX 3anmuceil M3 Ta0JUIbI IOMEHOB OJTHOBPEMEHHO

Jis ynaneHus HECKOJIBKUX 3amuceld M3 TaOMUIbl JOMEHOB OJHOBPEMEHHO HE0OXO0IUMO
CHavaja BBIICIUTh HYXKHBIC 3allHCH B TAOJIMIE, YCTAHOBUB (PJIAYKOK B COOTBETCTBYIOIIEM IT0JIC
cieBa ot nojisi MMsl, mmociie 4ero cTaHeT akTUBHOM KHOIKA YAAJIMTh, PACIIONIOKEHHAs CBEPXY HaJl

TaOJIULIEH.

5.8 VYmnpasiieHue areHTaMu napoJiei

ATreHTBl naposield ciayXkaT A paHJOMU3alud Haposied Y4E€THhIX 3anuced. B pamkax

Cucremsl peann30BaHbl CIEAYIOLIUE BO3MOXHOCTH, JOCTYIIHBIE aIMUHUCTPATOPY:

e [IpocmoTp areHTOB Maponei;

e JloGaBieHue HOBOIO areHTa MapoJeii;

e PepakTupoBaHue areHTa IapoJiey;

e OOHOBIIEHHE TAOJUIIBI ATCHTOB U TUIIOB ar€HTOB;

e VYnaneHue CTpOKU B TaOJIHLE areHTOB;

e EnuHOBpeMEHHOE y/lalleHue HECKOJIBKUX 3auceil U3 TabIuIbl areHTOB;

e EnuHOoBpeMeHHOe n00aBieHne BHEMHUX D 1151 HECKOIBKUX 3aMiCei.

5.8.1 IIpocMoTp areHTOB napoJiei

CTpaHI/II_[a «ATEHTBI Haponeﬁ» MMpeaACTaBJICHA B BUJC ABYX Ta6J'II/II_[Z ArenTsl U Tunbl

arceHToB.
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. ” 3arpyseHo” 26

¥
@ Hawveosaee Tm  Ampee
[l test-agent-034 Linux test-agent-0 ol
[ test-agent-033 Linux test-agent-0 [x]
[ windows_hg-12r2-js01-test Microsoft Windows hg.company.local (x]
[ gpd-postgres CYB[] PostgreSQL dbms02-deb.space.local Q
[ eameam Linux dbms02-deb space local (x] 5
1 60.138 linux Linux 192.168.60.138 Q
[ windows_hq_domain Microsoft Windows hg.company local Q
1 windows_hg_domain_self_changed Microsoft Windows hg.company.local Q.
[ Windows local J53 Microsoft Windows 192.168.70.123 (%]
[ windows_hg-12r2-js02-test Microsoft Windows [x]
Fl mssql_test_agent CYB[] MicrosoftSQL v-erpm-8r2-06.space local (x]
[ linux_test2 Linux dbms02-deb space local [x]
[ linux_test3 Linux dbms02-deb.space.local (x]
1 Aferonigor Linux 192.168.1.83 Q

|

Tuns! AreHToB

@‘

amorosanwe  Omcame _________|Wcrommowewdmin |
Linux .sh

CYB[l PostgreSQL psql

CYB[ MicrosoftSQL sql

Microsoft Windows exe

Puc. 52. Cmpanuya «Aeenmul naponeiiy

Onucanue napameTpoB MPUBEIEHO HUXKE.
ITons TabauIbl AreHTDI:

e HaumeHoBaHue — HaIMEHOBaHUE BEIOPAaHHOIO areHTa NapoJiei;

e Tun — BEIOpAaHHOTO areHTa naposei;

e Anpec — ajpec, 10 KOTOPOMY PACIIOJIOKEH JaHHBIN areHT MapoJIeH.
[Tons Tabnuiel TUNbI ATeHTOB:

e HauMmeHoBaHue — HaMMEHOBaHUE BEIOPAHHOIO THIIA areHTa MapoJei;

e OmnucaHue — CIOBECHOE ONMCaHNE BEIOPAHHOTO TUIIA areHTa MMapoJei;

e lcnonusemslii paitn — popmar ucnonasemoro ¢aiina.

5.8.2 JloGaBjieHne areHTa nmapoJiei

CDYHKLII/IOHZUI I[O63.BJ'ICHI/I$I AreHTOB naponeiz’l BbI3bIBACTCA HAKATUCM Ha KHOIIKY I[OﬁaBI/ITb,

PacroJIOKEHHYIO B BEpXHEH yacTH TaOJIUILIbI.
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Moun ceaHce!l ¥ | AreHTs! naponen ¥

3apats BuewHuwi ID

'® Hamenosawne | Tun

[ test-agent-034 Linux
[ test-agent-033 Linux
[ windows_hg-12r2-js01-test Microsoft Windows
[ gpd-postgres CYB[] PostgreSQL

Puc. 53. Knonxa «/[obasumsy» acenm napoieil
[Ipu HakaTHM Ha 3Ty KHOIIKY MOJIb30BaTeNi0 OyneT BeiBeneHa ¢popMa n00aBieHus ATeHTa,

coacpkaiias B ceOe HECKOJIBKO IIOJICH. HOJ’ISI, BBIACJICHHBIE JKHUPHBIM, 00s13aTCIIbHBI JII

3aI10JIHCHU .
AreHT paHgoMu3aLum x
HaumeHoBaHue : i ] Tun AreHTa :
L
Cepeepbl 3C : Beegure 3HaueHWA i} BHewHuiA D -

[NapameTpkl NOLKMTHYEHWA

CoXpaHUTh 3aKkpbiTh

Puc. 54. Jlobasnenue acenma naponeu
Criucok noneit popmel AreHT panaomusanuu Linux:
e Haumenoanwue (00s3aTenbHOE MOJI€) — UMS CO3/1aBAEMOT0 areHTa mapoJiei;
e Cepgepnl 3C (o0s3arenbHOE TIONIE) — cepBepa 3C, Ha KOTOPOM PACIIONIOKEH JTaHHBINA
areHT;

e Tun Arenra (06}I3aTeJ'IBHOC HOJ'IC) — THUII CO31aBaCMOI'0 arcHTa paHI0MH3allnuu,
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Buemmnii ID — BHemauii ID gagHoro aredra.

Anpec (00si3aTennbHOE TI0JIE) — aApec, Ha KOTOPBIA MPOM3BOIUTCS TOJKITIOUYCHUS

areHra;

[TopT — mopT, Ha KOTOPBII MPOU3BOAUTCS MOJIKIIIOYCHHE areHTa;
[IpuBunerupoBannas Y3 — Y3, moa KOTOpOW MPOU3BOIAUTCA MOJKJIIOYEHHUE areHTa
(omxHa o0agaTh MpaBaMu Ha CMEHY MapoJIs);

VY4yerHas 3anuch AJs JIOTWHA — Y3 7S JIOTHHA Ha MOJKIII0YAaeMYI0 MalIuHy (MOXKET

coBnajatk ¢ [IpuBuneruposannoit ¥3).

Criucok noneit popmbr AreHt panaomusanuu Microsoft Windows:

HanmenoBanue (00s3aTenbHOE 110JIE) — MMS CO3JaBaeMOT0 areHTa IapoJiei;

Cepgepnl 3C (o6s3arenpHOe Tonie) — cepBepa 3C, Ha KOTOPOM PACHONIOKEH JTaHHBII

arcHT;

Tun Arenra (O6HS&T€J’ILHOC none) — THII CO3AaBaCMOI'0 arcHTa paHaA0MH3alluu;

Buemranii ID — Baemaunii ID gannoro areura.

Anpec (oOsi3aTrenbHOE TOJNIE) — aApPEC, Ha KOTOPBIM MPOU3BOAUTCS MOJKIIOUYCHUS
areHTa;
[TpuBunerupoBanHas Y3 — Y3, moJ KOTOPOW MPOU3BOIUTCS MOAKIIOYEHHE areHTa

(momxHa 00MafaTh MpaBaMu Ha CMEHY IapoJis)..

5.8.3 PenakTupoBaHue areHTa nmapoJeii

OyHKIMOHAN peJaKTUPOBAaHUS ATeHTa Mapojieil BbI3bIBACTCA IMPU JABOWHOM IIETYKE Ha

HAaNMEHOBAHWH areHTa B TaOJHUIIE.

Byner BeiBeieHO OKHO ¢ HHpoOpManueil 00 AreHte n akTUBHON KHONKOW PenakTupoBaHue.

Ilocne HaxkaTus Ha 9TY KHOIIKY IIOJIA CTaHYT JOCTYIIHBI AJI PpCAAKTUPOBAHUA.
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IVIILTUSUILL VVINTUUWS

[l PenaktupoBaumne aredta paHaoMU3aLumu 4

HaumeHoBaHwWe : linux_test2 Tun AreHTa @ Linux S i ]
L ]
hq-12r2-js02-test.hq.co... % 71D -
CepBep! 3C - q ) q BHewHwWi 1D - i @0
BeenuTe 3Ha4eHnsA v
Viamerer : 24.10.2019 16:00:09
Cozpnad - 07.09.2019 11:51:58 |
L]
= [NapameTpbl NOOKNKOYEHNA
n .
i Anpec :  dbms02-deb space local (i ] pnannermpoBaH;ga ssh_test_root ~ 0 i
-
Mopr: 22 ) MpuBUNernpoBaHHan P

Y3 anA norvHa :

Puc. 55. Oxno peoaxmuposanus acenma napoieti
Bce mons moctymHbl Ui pegakTupoBaHUs. UTOOBI COXpaHUTh M3MEHEHHs, HEOOXOIMMO
HaxaTh KHOTMKY CoxpaHuts. [Ipn Haxatun kHonmkd OTMEHAa HUKAaKMX M3MEHEHUH B KapTOUKe

AreHTa naposuei He IPpOU30UIET.

5.8.4 OO0OHOBJeHHE TA0JIULBI ATEHTOB M TUIIOB AT€HTOB

Jlns oOHOBNEHUS 3amuceil B TaONWIlE CIYXXHT COOTBETCTBYIOIas KHOMkKa (OOHOBHUTH,

PacCIioJIOKCHHAA B npaBoﬁ qaCcTu BerHeﬁ ITaHCIIN.
Spouser 00T g -

- - 3arpyseHo: 23

|:|_l

[ windows_hg-12r2-js01-test Microsoft Windows hq.company local
O test-agent-033
[[_test-agent-034

Linux test-agent-0

D00
1Y

| inux test-agent-0

n

Puc. 56. Pacnonoowcenue knonku « ObHogums»

5.8.5 V¥YnajeHue cTpOKH B Tal/uIe AT€HTOB

Jlnst  ynmaneHus CTpPOKM B TaOJNMIE CIY)KHUT COOTBETCTBYIOIIAS WKOHKA Y IAJHMTh,

PAacCIioJIOKCHHAA B npaBoﬁ YaCTH CTPOKH 3aIIMCH.
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speuser 00l 3 -

Bcero 3anncen: 23

4
@ Hawnosawe T Amec
[ windows_hg-12r2-js01-test Microsoft Windows hg.company.local E|
O test-agent-033 Linux test-agent-0 (]

[ dmmd mmmmd A 1 oiamaanr fmmd mmmnd 1 o)

Puc. 57. Pacnonoscenue kHonku « Yoanumo»

5.8.6 EaunoBpeMeHHOe yJajleHHe HECKOJIbKUX 3anuceil u3 Ta0IuIbl ATEeHTOB

IIJ'IS[ CAUHOBPEMCHHOI'0O YyaaJICHUA HECKOJIbKHUX 3almMcedl cHadaa CJICOYCT BBIACIUTD

JKeJlaeMble 3alliMcH B TaOJIMIlEe TaJOYKOM CjeBa, IOCIE Yero CTaHeT aKTHMBHOM KHOIKa Y/AaJIHMTh,

pacrnosoKeHHas CBepXy HaJl TaOJIUIICH.

AreHThl

- ¥ " 3arpy:eHo: 23
ST BHEIRIT (1) Bcero 2anuceii: 23

k4
S T S
windows_hq-12r2s01-test Microsoft Windows hg.company.local (<)
test-agent-033 Linux test-agent-0 (]

@ test-agent-034 Linux test-agent-0 (x]

Puc. 58. Yoanenue 0syx acenmos naponeii

5.8.7 EaunoBpeMeHHOe 100aBjieHne BHemHUX ID 1/151 HECKOJIBKHUX 3amuceii

Jlnst emuHOBpeMEHHOTO Jj00aBieHus BHemHUX [D st HeckoNbKWX 3amucedl CcHaudasa
CJIeyeT BBIJICTUTH JKeJIaeMble 3alliCH B TaOJHIE TaJTOYKOW CJIEBA, MOCJE YEro CTAaHET aKTHBHOM

kHonka 3agath BHemHuii ID, pacnonoxeHnHas cBepxy HaJ TabiuLei.
spoaser00t 3 -

E0 I T | e
k4

indows_hq-12r2-js01-test Microsoft Windows hg.company.local (x )=
est-agent-033 Linux test-agent-0 Q
[0 test-agent-034 Linux test-agent-0 Q

Puc. 59. 3aoanue snewneeo |D ons 08yx acenmos naponeii

5.9 VYmpasiieHue puiabTpanuei BBoaa

Z[aHHaSI CTpaHHUIla MO3BOJIACT HACTPOUTH MOACIIN JaHHBIX JJI (bI/IJ'IBTpaI_II/II/I, KOTOpYIO 6y,£[eT

OCYIIECTBIATh BHYTpeHHss cucteMbl Bunaeoayanta (BCAC). GunpTpanus BBOA CIYKUT ISl TOTO,
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9TOOBI YCTAHOBHUTB PsiJl 3aMPEIICHHBIX KOMAaH, IPU BBOJIE€ KOTOPHIX BO BpeMsi aKTHBHOTO CEaHCa
MOJTH30BaTEh MOXKET ObITh ABTOMAaTHYECKU OTPaHUYCH.
B pamkax mpocMoTpa 3TOil CTpaHHIIBl aJIMUHUCTPATOPbI MOTYT BBINOJIHATH CIEIYIOIINE

JICHCTBUS:

e OOHOBIATH CTpaHUIIBI PUIBTPALIMH BBOJIA;

e Jl06aBnsATh ¥ PeIaKTUPOBATH (PUIIHTPALIMIO BBOJIA;

e OOGHOBIATH TAOIUIy CIUCKOB (UIBTPALIUHU BBOJIA;

e VYanarh CTPOKH B TAOJIUIE CIIMCKOB (PHIILTPAIIMU BBOA,

e EnHOBpEeMEHHO yNalsTh HECKOJNBKHUX 3aMUCEH M3 TAaOIHIBI CIIMCKOB (DUIbTpanuu

BBOJIA.

5.9.1 Jlo6aBjienne puabTpanuu BBOIA

CDYHKI_[I/IOHaJ'I I[O68.BJ'I6HI/I5{ q)HJ'IBTpaHI/II/I BBOJla BBI3BIBACTCA HaAXXATHEM Ha KHOIIKY

J06aBUTH, PACIIONIOKCHHYIO B BEPXHEH YacTH TAOIHUIIBI.

BHyTpeHHWA BuaeoayaunT (Ha.. ¥ | PunsTpauvAa eecaa X @ spc-user-001 a-
-, 3arpymxeHo: 3
| Becero aanucen: 3
I G
B gpd-test-regex (x]
B 1321-test (%]
E gpd-test [x]

Puc. 60. Knonka «/[obasumbvy
[Ipu HaxxaTuu Ha ATy KHOMKY TOJIb30BaTENIO Oy/neT BhiBeAeHa (opma J00aBIICHUs CIUCKA
buabTpauu  BBOJA, coJAepKamas B ce0e HECKOIbKO Tmoied. [1oist, BBIJCIICHHBIC KHPHBIM,

00s13aTeNbHBI JJIA 3aII0OJTHCHU .
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NoGaenexne AaHHLX ANA GUNETPALMA x

Mmag : [i ]
| T ——— o B P — ENTER i
]
[aHHele onA
unsTpaLumMm ;

« B
Wcnons3ogats Kak perynApHbie BLIpaxexun

e

Puc. 61. Jlobasnenue oannwvix ons purompayuu
Crmcox nornieit popmel lo6aBieHHe TAHHBIX 1J1s1 PUIBTPAIIUH:

e Uwms (oOs3aTenbHOE 110JIC) - HAMMEHOBAHUE CITUCKA (PHIIBTpAllUK BBOJIA;

e JlanHble nns (QUIBTPALMU - TIEPEYCHb CIIOB U CHUMBOIIOB, KOTOPBIE MOJIB30BATEIIO
3ampenieHo BBOJAUTH. llepedrcieHre pa3jMdHbIX MYHKTOB HYXXHO JIeJIaTh 4Yepes
knasunry "Enter”.

[Tocne 3amonHeHHs BCeX MAaHHBIX HEOOXOAUMO HakaTh Ha KHOMKY CoxpaHutb. UToOBI
¢bunpTpanus BBOAa craia paboTaTh, HEOOXOJMMO TaK)KE yKazaTh € B COOTBETCTBYMOIIEH rpade
Hapsima-nomycka. Tam ke MOXHO yKa3aTh JCHCTBHS TIPH HAXOXKJICHUH B CEaHCE 3alpeIIeHHBIX

koman 1. [TogpoOHee pacckazaHo B pasjiene O CO3JaHuH Hapsiia-I0IycKa.

5.9.2 PepakTupoBanue GuibLTpauuu BBOAA

OYHKIMOHAN PeIaKTUPOBaHMs (PUIBTPALUK BBOJA BBI3bIBACTCS MPH JBOMHOM IIETYKE Ha
CTPOKY C (puibTparueil BBojia B TabuIe.

Byner BbiBeneHO OKHO ¢ MH(popMaIeld o AaHHBIX A (QUIBTPAMK U AaKTUBHOW KHOIKOU
PenaxtupoBanue. [locie HaxaTusi Ha 3Ty KHOMKY IOJSI CTAHYT JOCTYIIHBI JJIsl PEIaKTUPOBAHMUSI.

HOJ'I?I, BBIJICJICHHBIC )KUPHBIM, 00s13aTeNIbHEI JJIs 3aI10JTHEHNA.
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PenakmupoBaHue AaHHLIX AnA hunsTpagnn x

Mma :  1321-test 0
abcde i
0909 |
[aHHele ana
huneTpaumnmn

. "
[CIWcnons30BaTh Kak perynApHLIe BhIpakeHns

Puc. 62. Oxno pedaxmupoeanus 0anHbIX 015 purempayuu

Criucok norneit popmel PenakTupoBanue q1aHHBIX 1151 GUIABTPALMM:

e M (00s13aTenbHOE MOJIE) - HAMMEHOBaHME CHMCKA (PUIIBTPAllMU BBOJA,

e JlanHble U1 QUIBTPALMM - MEPEYEHb CIOB M CHMBOJIOB, KOTOpBIE MOJIb30BATENIO
3alpeleHo BBOJUTH. llepeunciieHne pa3iuyHBIX IYHKTOB HY)XXHO [eJlaTh uepes
knasunry "Enter”.

Bce mons moctynHbl Uil penakTUpoBaHHA. UTOOBI COXpPAaHWUTh HM3MEHEHHs, HEOOXOIUMO
HaxaTh KHONKY CoxpaHutsk. Ilpu HaxaTun KHONKM 3aKpbITh HUKAaKMX M3MEHEHUH B KapTOuke

JaHHBIX 1A (I)I/IJ'IBTpaLII/II/I HC HpOH3OI>i,Z[CT.

5.9.3 Oo0OHoBJeHHe cTpaHUIBI GUILTPAIMM BBO/A

s oOHOBNEHMS CTPAaHUIBI (QMIBTPALUHU CIYKUT COOTBETCTBYIOIIAs KHOMKAa OOHOBMTH,

pacroioKeHHasi B TPaBOW YaCTH BEPXHEHN MaHEIH.
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BHyTpexHwiA Buaeoayaut (Ha... ¥ | dunsrpaunn seoga X @ spcuser-001 g »

(%]
Q
Q

®

-,

Puc. 63. Kunonka « Obrosumuy

5.9.4 VYnajaeHnue cTPOKH B Ta0JiMIle CIMCKOB (UIbTPALUKM BBOAA

st ynaneHus CTpOKHM B TaOJHIE CIIUCKOB (DUIBTpAIlMU BBOJIA HEOOXOIMMO HICIKHYTh Ha

KHOIIKC YAAJICHHA, pacnonomeHHoﬁ B HpaBOf/'I YaCTH CTPOKHU 3aIllMCH.

5.95 VYnanenne HecKOJIbKHX 3anmuceii U3 Ta0IMIbI CHUCKOB (PUJILTPAIIMN BBO/IA

JUis  ymanmeHuss HECKOJBKUX 3amuceid ®3 TaONMWIBl CIHCKOB  (MIBTpAMM  BBOJA
OJTHOBPEMEHHO HEOOXOJMMO CHAYalla BBIJCIUTh HYXKHBIC 3allUCH B TA0JIMIE, YCTAHOBUB (DJIAKOK B
COOTBETCTBYIOIIIEM TI0Jie ciieBa OT mojsi Mms, mocie 4ero cTaHeT akTHMBHOM KHONKAa YJAAJIUTh,

PAaCIIOJIOKCHHAA CBCPXY HAl Ta6J'IPIII€I>i.

5.10 VYmnpasiieHue TeHAHTAMH

Bxnanka TenanThl pasgena YmnpaBjieHHe pecypcaMH CIYXHT Uil OTOOpa)keHus
MOJIb30BaTEN0 MH(MOpMAIMM O TEHAHTaX, KOTOpbIe MPUCYTCTBYIOT B cUCTeMe. TeHaHT - 3TO
cBoeoOpa3Has "komus'" CHUCTEMbl, KOTOpas NpeJHa3HayaeTcs JUId MCIIOJIb30BaHMs, HaIlpUMep,
OJIHUM U3 nojipa3jiesieHni komnanuu. [lonb30Barens OJHOrO TEHAHTa HE MOKET MONAcTh Ha IPYroi
TEHAHT, T. K. pa3Hble TEHAHTbI W30JIMPOBAHBI APYT OT JApyra. ¥ KakJIO0ro U3 TEHAaHTOB MOXET ObITh
CBOA HMH(PACTPYKTypa, KOTOpas 3aJaeTcsi BO BKJIAJKe YNpaBJieHMe CHCTEeMOH U MOXeT
PENAKTUPOBATBCS IOJIB30BATEIEM C pOJIBI0 AJIMUHUCTPATOpP. OJIEMEHTBI CHUCTEMBI, KOTOpBIE
3aJ1al0TCS B MAHEIU YNpaBJieHHe pecypcaMu SIBJISIOTCS OOIIMMU JJIsl BCEX TEHAHTOB, UMU MOXET
YIPaBISATH OJB30BaTENb € POJblo "TeXHHUUeCKUid aAMUHUCTpATOP".

B pamkax HacTpoilku M yHpaBieHUS TEHAaHTAMU AJMUHUCTPATOpPbl MOTYT BBIIOJIHAThH
CHEAYIOLIUE NEHCTBUS:

e Jlo6aBisATh TEHAHTHI;

e PenaktupoBaTh TEHAHTHI;

e OOHOBIATH TAOJIUIlY TEHAHTOB;

e VYianare CTPOKY B TaOJIWIIE TCHAHTOB;

L4 E,[[I/IHOBPCMCHHO YAAIATh HCCKOJIBKUX 3amnucei B Ta6J'II/II_[e TCHAHTOB.
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e TectupoBare DNS aapeca

5.10.1 To6aB/ieHHe TEHAHTOB

s mobaBiieHus: TeHaHTa (TOMUMO OCHOBHOTO MAiN, KOTOPBIN MPUCYTCTBYET B CHCTEME 10
YMOJIYAHHI0) HEoO0Xoaumo mnepedtd B y3en TeHaHThl pasfena YmnpaBiieHHe pecypcamMH U
HIEKHYTh MBIIIBIO Ha KHOTIKE l06aBuTH B Ta0uie TeHaHTOB.

Ha skpane otoGpasutcs popma qo0aBiIeHNs TCHAHTA.

[lobaeneHue TeHaHTa x

Ums : i ] )
Cnucok agpecoe DNS cepeepoB. i
[NepeuncnaTe yepe3s ENTER.

Cnucox L2
DNS
CEPBEPOE

L]

Puc. 64. @opma dobasnenuss menanma

®dopma 106aBIeHNS TEHAHTA COAECPXKUT B ce0e HECKOJIBKO MOJIEH:

e lms — Ha3BaHue 100aBIIIEMOT0O TEHAHTA,

e Cnucok DNS cepBepos - crincok aapecoB DNS cepBepoB, uepe3 KOTOpbIE POUCXOIUT
MOJKJIIoUeHUue K TeHaHTy. Kaxxnplii HOBBI ajgpec J0oKeH ObITh yKa3aH Ha HOBOM
ctpouke. IIpumep  koppekTtHO  ykazanHoro DNS  aapeca:  dns://hq-12r2-
dc01.HQ.COMPANY.LOCAL.

Kak Tonpko HyXHBIE mapaMeTpbl OBLIM YyKa3aHbl, TpeOyeTcsl HaxaTb Ha KHOIIKY

Coxpanursb. [Tocne Toro, xkak Obutn ykazanbel DNS cepBepa, pekoMeHIyeTcsl IpOTeCTUPOBaTh MX

KOH(I)I/IpraLII/IIO, 00 3TOM pacCka3aHO HUKC B JTaHHOM pPa3JCJIC.

5.10.2 PexakTupoBaHMe TEHAHTA

I[J'I}I PCAAKTUPOBAHUA TCHAHTA HCO6XO,Z[I/IMO ABAX/bI HICJIKHYTh MbIIIBIO HA UMCHU TCHAHTA

B Tabnuue. B nosBuBIIElics KapTOUKe TEHAHTa OTOOpaXKaeTcst BCsl HHPOPMAIUS O HEM.
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PenaktupoBaHue TeHaHTa 4

Ums : i ] .

i ]

Cnucok '
DNS
CepBepos :

Pt
= L

Puc. 65. Kapmouxa menanma

[Ipu HaxkaTuu Ha KHONIKY PegakTupoBanmue Ha S5KpaH BBIBOAUTCS opMa peaakTUPOBAHUS

TCHaAHTA.

PenaktupoBaHuWe TeHaHTa 4

Uma :  testing [ ] i
dns://hg-12r2- i)
dc01 HQ.COMPANY LOCAL
dns://hqg-12r2- -

K | dc02.HQ COMPANY.LOCAL |
CepBepos

-

]
=y,
« |
L]

s
Puc. 66. @opma pedakmuposanuss menanma

Bce mons moctymHbl Ui peaakTupoBaHus. UToOOBI COXpaHUTh M3MEHEHHs, HEOOXOAMMO
HaxaTh KHONKY CoxpaHuth. [Ipy HaxkaTuM KHONKHM 3aKpPbITh HUKAKMX M3MEHEHUIl B KapTOuKe

TEHaHTa HE MPOU30MIET.
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5.10.3 O0OHoOBJIeHHE TA0JIULBI TECHAHTOB

Jlns oOHOBieHMs 3amuceld B Tabnuie HeoOxomumo nepeiitu B y3en TeHaHTwI pasiena
YnpaBieHue pecypcaMu U IIEIKHYTh MBIIIBIO HA KHOMKE OOHOBJICHHUS B MPABOW BEPXHEH YaCTH

TaOJIULIEL.

@ ai23adminspace g -
— 3arpyeHo: 5
Bcero sanncei: 5 @

.‘-r
ws | |Vowewn _Cosan|

Egpd 08.09.20230... 08.09.20230.. @
O ava 08.09.20231 08.09.2023 1 Q
O asa 10.09.20231... 10.09.20231... @
O testing 19.09.2023 1 19.09.2023 1 Q
O main 14.12.20231... 06.09.20230.. @

Puc. 67. Knonka obnognenus ungopmayuu

5.10.4 Ynanenue cTPOKH B Tad/IuIle TEHAHTOB
Jns ynaneHus CTpPOKH U3 TaONHIBI TEHAHTOB IIETKHUTE MBIIIBIO HAa KHOTKE YAaleHHUS B

HpaBOﬁ YaCTH CTPOKH 3aIlMCH.

@ a123 admin space g ]
S
T
O " Voueren | Cosgan
O gpd 08.09.2023 0 08.09.2023 0 E
O ava 08.09.20231... 08.09.20231.. @
O asa 10.09.2023 1 10.09.2023 1 Q
O testing 19.09.20231... 19.0920231... @
B main 14.12.20231... 06.09.20230.. @

Puc. 68. Knonka yoanenus cmpoku 6 cnucke meHanmos

5.10.5 Yaaaenune HecKOJbLKHX 3aliceH B Ta01HIe TEHAHTOB

Jnst ynaneHus HECKOJBKHX 3amucel W3 TaOauIlbl TEHAHTOB OJHOBPEMEHHO CIIETyeT
BBIIETTUTH JKeNlaeMble 3alKcH B TaOJHIlEe, YCTAHOBUB (PIIaXKOK B COOTBETCTBYIOILIEM IOJI€ CJeBa OT

TI0JIA I/IMH, IIOCJIE YET0 CTaHeT aKTUBHOM KHOIIKA YI[aJ'lI/ITb, PACIIOJIOKCHHAA CBECPXY HAl Ta6J'II/IHCI7I.
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| e

gpd
ava

asa
testing

OO O

main
Puc. 69. Buibop 08yx 3anuceii mabauysl u KHONKA yOanieHust

5.10.6 TectupoBanue DNS cepBeposn

@ynkuuoHan tectupoBaHuss DNS cepBepoB BbI3bIBacTCS NPU ABOMHOM IIETYKE HA UM
TEHAHTa B TaOJIHIIE.
Byner BeiBeneHo okHo ¢ mH(popmanuel o TeHaHTe W akTUBHOW kHomkod "Tect DNS'", na

KOTOPYIO HEOOXOMMO HAXKATh.

PenaktupoBaHWe TeHaHTa 4

Ums : i ] .
2@
Cnncok L
DNS
CEepBepOB

-

Puc. 70. Knonka mecmuposanusi DNS

Ecnu nmapamerp 3amoiiHeH BepHO, TO OyJeT BBIBEJACHO COOTBETCTBYIOLIEE yBeiomileHue. B

MHBIX CIIy4asX PeKOMEHIYeTCsl IPOBEPUTHh KOPPEKTHOCTH 3aMIOJIHEHUS JAHHOTO TOJISI.
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PenaktupoeaHue TeHaHTa x
Mudopmauua X

I
KoHdurypayua DNS mppe_rrma_ .

Puc. 71. I[Ipumep xoppexmuozo vinonnenus mecmupogarus DNS konguzypayuu

5.11 ¥YmnpasiieHne HHTepHpeTATOPAMH

[locne mienmuka Mblmbl0 Ha y3ie WHTepmperaTtopbl [epeBa HaBUraluu pasjena
YnpaBieHue pecypcaMu TIOJb30BaTeN0 OTOOpakaeTcs OKHO HWHTepmperaTophl clieHapHes,
KOTOpOE IpejcTaBiseT coboil Tabnuiy ¢ tpems cronbuamu: Vms, MaTepnperatop u Pacummpenue
JUISL CLIEHApHS.

B paMkax HacTpoilku M ympaBieHHS MHTEpIpPEeTaTOpaMHU aJMUHUCTPATOPbl MOTYT
BBITIOJIHATH CIIEAYIOLIUE IEHCTBUS:

e Jl06aBisATh MHTEPIIPETATOPHI;

e PepakTupoBaTh HHTEPIPETATOPHI;

e OOHOBIATH TaOJIMIlY HHTEPIIPETATOPOB,;

e VYianiTh CTpOKY B TaOJIUIE UHTEPIIPETATOPOB,;

e EIMHOBPEMEHHO yIalsATh HECKOJIbKUX 3aMUCed B TAOJIHIIC HHTEPIPETATOPOB.

5.11.1 JIo6aB/ieHHe HHTEPNIPETATOPOB

Jnst noGaBiieHUs y4eTHOM 3amiCcH He0OXOoauMo TiepeiTr B y3en UHTepnperaTopsl paszaena
YnpaieHue CHCTeMOI U IIEIKHYTh MbIIIBIO HA KHOTKe Jlo6aBuTh B Tabnuue MHTepnperaTopbl
CLIEHAPHEB.

Ha skpane otobpasurtcst popma 1o0aBaeHUs] HHTEPIPETATOPA.
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JIlobaBneHwe uHTEpNpETaTOpa b 4

Ums : i )
UHTepnpeTaTop : (i ]
LT
PacwupeHue - ©
ONA CUeHapUA : S
- W
Pexum ...'
BosBpaweHna FlD 13 cueHapua 2l i ]

PID :

Puc. 72. @opma 0obasnenus unmepnpemamopa

@®opma n00aBiieHUS MHTEPIPETATOPA COJACPKHUT B ceOe HECKOIBKO TIoJIel (Bce Mo
00s13aTEeNbHBI 1151 3aTI0JTHEHU )
e M — Ha3BaHMe AOOABISEMOT0 HHTEPIIPETATOPA;
e HurepnperaTop — Ha3BaHue (haiiia ¢ paclIUpPeHUEM eXe Ui JaHHOTO UHTEPIIPETATOPa;
e Pacmupenue ans cueHapus — paclIUpeHHe, KOTOPOe JOHKHO ObITh Y CIIEHapusi, YTOObI
€ro CYMTHIBAI JAHHBIN HHTEPIPETATOD;

e Pexum Bo3Bpaienus PID — MoxkeT ObITh B3SIT U3 CLIEHAPHSI UITU OBITH MPSMBIM.

5.11.2 PepakTupoBaHNe HHTEPNPETATOPOB

st penakTupoBaHusl MHTEPIIpETaTOpa HEOOXOAMMO JBAXKIBI MIEIKHYTh MBIIIBIO HA UMEHU
WHTEpIpeTaTopa B Tabnuie. B mosBuBIIEiics KapTouke HHTEpIpeTaTopa OToOpakaeTcsl BCs

uHpopMaLus 0 HEM.
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MpocmoTp MHTEpnpeTaTopa

Uma : (i ) |
WHTepnperartop : (i . -
PaclwmpeHue PN ‘ : 3
AONSA CUEHAPUA : . . :
" »
Pexum _._:-_ X
BO3BpaLLeHUA 0 .
PID : iy

L

ruaaiocsane I oo oo

Puc. 73. Kapmouka unmepnpemamopa

[Tpu HaxkaTuu Ha KHONIKY PegakTupoBanmue Ha SKpaH BBIBOAUTCS opMa peaakTUPOBAHUS

UHTEpIIpeTaTopa.

PepaktupoBaHue UHTepnpeTaTopa

Mma @ Autolt3 () '
MHTepnpetatop : Autolta x64 exe (i ] & .
PacwmpeHme -
OnNA cUueHapwA : au3 i s . ]
* ]
Pexum L
BosgpaweHna PlD 13 cueHapus v i@ s
PID : i

I

T [T |

Puc. 74. @opma pedakmuposanusi unmepnpemamopa

Bce monst moctynHbel s penakThpoBaHHs. UToObI COXpaHUTh W3MEHEHHS, HEOOXOAMMO
HaxaTh KHONKY CoxpaHuth. [Ipy HaxkaTuu KHONMKH 3aKpPbITh HUKAKMX M3MEHEHUI B KapTOuKe

MHTEpPIIpeTaTopa He MPOU30HIET.
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5.11.3 O0HoB/1eHUe TA0IUIBI HHTEPIPETATOPOB

s oOHOBNEHMS 3amuceil B Ta0nwile HEOOXOAMMO TepelTd B y3en HHTepmnperaTopbl
pasnena YnpaBJieHHe CHCTEeMOii U MISIKHYTh MBIIIbI0 Ha KHOIIKE OOHOBJICHHS B TIPABOW BEpXHEH

YacTU TaOJIULIBI.

VHTepnpeTaTopsl ClieHapves X @ spc-user-001 g
6z 3arpyxeHo: 4

s mopnperarop Pacunpero ann cusrapin l

E Autolt3 Autolt3 x64.exe

O PowerShell PowerShell.exe -WindowStyle hidden -ExecutionPolicy ps1 Q

[ bash /bin/bash sh (]

O expect lusr/bin/expect sh (%]

Puc. 75. Knonka obnoeénenusi ungpopmayuu

5.11.4 Ynajienue cTpOKH B Tad/1uIle MHTEPNPETATOPOB

I[JIH yAoaja€Hus CTPOKU M3 Ta6.]'II/IIH>I HUHTCPHIPETATOPOB IMICIKHUTE MBIINIBIO Ha KHOIIKE

yaajJl€Husd B npaBoﬁ JaCTH CTPOKH 3aIIMCH.

ViHTepnpeTaTophl CLeHapues X @ spcuser001 g -
~ 3arpyseHo: 4

s Wnepmerarop Pacunperie s cuerapn l

B Autoltd Autolt3_x64.exe

O PowerShell PowerShell.exe -WindowStyle hidden -ExecutionPolicy ps1 E

[ bash /bin/bash sh [x]

O expect lusr/bin/expect sh [x]

Puc. 76. Knonka yoanenuss cmpoxu 6 cnucke uHmepnpemamopos

5.11.5 Ynanenune HecKoJIbKHX 3anuceii B TadJne HHTEPIPETATOPOB

I[J'Iﬂ yYAaJIeHUA HCCKOJIbKUX 3aImcel u3 Ta6J'II/II_U>I HUHTCPHIPETATOPOB OAHOBPEMCEHHO CJICAYCT
BBIACIINTD KCJIIACMBIC 3aIlMCH B Ta6J'II/II_Ie, YCTaAaHOBUB (bnancox B COOTBCTCTBYIOILICM IIOJIE CJICBA OT

nioJist UMst, TIocTie 4ero CTaHeT akTUBHOM KHOTIKA Y IAJUTh, PACIIOIOKECHHAS CBEPXY HaJ| TAOIHIICH.

VHTEepnpeTaTopk! CLIeHapuer % @ spcuser-001 g -
~ 3arpymeHo: 4

(D —— Wepnperarop l

B Autoltd Autolt3_x64.exe aud

[vI| PowerShell PowerShell.exe -WindowStyle hidden -ExecutionPol... ps1 Q

bash /bin/bash sh [x}

[E expect {usr/bin/expect sh [x]

Puc. 77. Boibop 08yx 3anucei mabauyvl u KHONKA yOd1eHus

5.12 ¥YmnpasiieHue NPUI0KEHUSIMHU

[Tonb3oBarenu ympaBisiOT OObEKTaMH aJIMUHUCTPUPOBAHUS MPU MOMOUIM HHCTPYMEHTOB

AIMUHUCTPUPOBAHUSA (HpHHO)KCHHﬁ), KOTOPLIC TMPECABAPUTCIBHO HACTPAnUBACT TEXHUYECKHI
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AIMUHUCTPATOP. I[J'ISI HaCTPOﬁKH HpI/IJ'IO)KeHI/Iﬁ 1 UCIIOJHACMBIX CILICHAPHUCB HCO6XOIII/IMO HCpCﬁTH B

y3ein [puio:kenus paszaena YnpasJjieHHe pecypcamMu.

Oxno y3ma IlpujioxkeHusi comepxuT nBe TaOiuibl: Crnucok mnpuiioxeHuii u Cnucok
ClleHApHEB.

MpunoxeHua %

3anats BHewnwii 1D Nobasuts kK Cepeepam 3C

miwn  lBepom  Tunwsobmerron ammmcrpp... |Copaepi3C l

@ 2123 admin space §

3arpyxeHo: 66
Bcero 3anucein: 66

[ Active Directory Domains and Trusts 6.1 Domain Controller hg-12r2-js02-test hq company local =
[F1 Active Directory PowerShell Snap-In - 6.3 hg-12r2-js02-test. hg.company.local.. 0
[ Active Directory Sites and Services 6.1 Domain Controller, Microsoft Active... hg-12r2-js02-test.hg.company.local... €
[ Active Directory Users and Comput... 6.1 Domain Controller, Microsoft Active._.  hg-12r2-js02-test hg.company local .. @
[ ADSI Edit 6.1 hg-12r2-js02-test hq.company.local... €
1 Application 1 1.0 Node for Jump Server 1 Q
[ Application 2 1.0 Node for Jump Server 2 Q
O app-name-test Node 1 [x]
[ ava 123 ava-type-object1 hg-12r2-js03-test. hg.company.local €@
[ Certificate Manager Tool 6.1 hg-12r2-js02-test. hg.company.local... @
[ Certification Authority 6.1 hg-12r2-js02-test hg.company.local... @
[ Change Oper Password Change Oper Password js02-12r2 space local [x]
[F] Computer Management 6.1 Type for fgdn-nmm-oa d8033c43-1... hg-12r2-js02-test hq.company.local... €@
[ DFS Management 6.0 hg-12r2-js02-test hq.company.local... @ E

3arpyieHo: 64
Bcero 3anucei: 64

@00 oEEOE OO @

linux_htop
gpd-rsa-test
Scenario 1

Scenario 2
igor_linux_scenario_htop
Notepad2216
scenario-name-2216
igor_linux_scenario
linux_connect_ssh
testsc 1
after_launch_si au3
before_launch_si.au3

Punhblianara\ilahintarfara 2013

Puc. 78. Oxno «Ilpunoscenusi»

27.02.2023 16:08:21
28.06.2023 19:05:08
04.03.2021 15:52:31
04.03.2021 15:52:31
06.03.2023 09:03:58
02.05.2023 12:15:04
26.04.2023 15:19:46
01.03.2023 20:22:06
10.03.2023 16:37:34
07.09.2019 11:51:58
07.09.2019 11:51:58

07.09.2019 11:51:58
N7 NQ 201Q 11-51-58

Tabnuna Cnucok NMPUJIOKEHH COEPKUT CIECTYIOIINE TOIS:

e lIMsa — HaMEHOBaHHE TIIPUTOKCHUA,

e Bepcus — Bepcus NpHIIOKEHHUS;

e Tumnl

00BEKTOB

aJIMUHUCTPUPOBAHUS

Pa3HOBHIHOCTH

07.11.2023 14:59:40
28.06.2023 19:29:24
17.03.2022 15:09:37
10.03.2023 17:35:55
08.04.2023 03:49:55
02.05.2023 13:25:09
26.04.2023 15:19:46
01.03.2023 20:22:06
10.03.2023 16:37:34
06.11.2019 11:16:38
21.01.2020 12:50:07

20.01.2020 16:01:46
N7 NQ 2011Q 11-54-58

AAMUHUCTPUPOBAHUSA, OIIPCACIIAIOIIAA ITPpaBUJIa pa6OTLI C 06’BeKTOM;

e Ceprepsl 3C — HA KOTOPBIX MPUCYTCTBYIOT JaHHBIC MMPUIIOKCHHUSI.

Tabnuua CHUCOK clleHapHeB COJIEPKUT CIIETYIOIIUE MMOJIS:

e Uwms — ums cueHapus;

e (Co3/aH — J1aTa CO3/IaHus CIICHAPUS,
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e lI3MeHeH — 1aTa U3MEHEHUS CIICHAPHS.
B paMkax HacTpOMKM M YIpaBICHUsS NPUIOKECHUAMHU U CLEHAPUAMU 3aIlyCcKa IPWIOKCHUN

aIMUHUCTPATOPbl MOT'YT BBIMOJIHATH CIAEAYIOUINE TCUCTBUA:

o Jlo0OaBnsTh MPUIIOKEHUE/CIICHAPUH;

e PenmaktupoBarh MPHUIIOKEHUE/CIICHAPHI;

e  OOHOBJIATH TAOIUITY IPUIIOKECHHUI/CIIECHAPHEB,;

e  Vanarh CTPOKY B TaOJIUIIE IPUIIOKEHU/CIICHAPUCB;

e VIanaTh HECKOJIbKUX 3amuced U3 TaOIHIbl OJHOBPEMEHHO);

e 3anasarb BHemHMH ID 1715 HECKOIBKUX 3amKcei! 0 JHOBPEMEHHO;

e 3anasatb cepBep 3C s HECKOJIBKUX 3aIMMCeld OJTHOBPEMEHHO.

5.12.1 Jlo6aB/ieHne NPUI0KEHUsI/CLiIeHAPUSI

Jis noGaBieHHsT TPWIOKEHUS HeoOXoaumo mepedtd B y3en IlpuiioxkeHusi pasnena
YupasJjieHue pecypcaMm U UICJIKHYTh MBIIIbIO Ha KHONKE /l00aBUTH Ha MaHeau UHCTPYMEHTOB
okHa CNIMCOK NMPUJI0KEHHUH.

Ha sxpane otobpasurcst popma 100aBIeHUS MPUTOKESHUS.

(a3 |

[obaeneHWe NpUNoXeHA x

Ums [ BHeLwHuii 1D - @0 -

c ’ - »

uenapuu bepuTe i v Bepcua ¢

sanycka - BuibepuTe cLeHapwil y i ] P o L\ e
CueHapwit p—— - Cepeepbl 3C :  BeeauTe 2HaueHns | .

saBepLIGHA BuibepuTe cLeHapwil v %@ A

CueHapui - . Sy e
BKNADKI BuibepuTe cLeHapwil v %@ o. . ®

oo
| SR
[ | o
| ; SR :
. L
Puc. 719. @opma dobasnenus npunodicenul

®opma no0aBieHUs PUIIOKEHUS COIEPIKUT B cebe HECKOJIbKO Mol (o, obs3aTenbHble
JIJIS1 3QITOJTHEHU S, BBIJICIICHBI TOJTYKUPHBIM MIpHdTOM):
e lwms (0Os3aTenbHOE 110J1e) — HAMMEHOBAaHUE MTPHUIIOKEHHUS;
e Cuenapuii 3amycka (oOs3aTenbHOE I0JIe) — CLEHapuil, Mo KOTopoMmy Oyner
OCYILIECTBIISATHCS 3allyCK MPUIIOKEHUS;
o CueHapuil 3aBeplIeHUS — CLEHapuil, MO KOTOpPOMY OYyIEeT OCYILECTBISATHCS

3aBCPUICHUC NPUIIOKCHUA,

81



e (CueHapuil BKJIQIKH — CIEHApUN, MO KOTOPOMY OyIeT OCYIIECTBIATHCS 3aIlyCK
IIPWJIOXKEHUS BO BKJIAJIKE;
e Buemmnunit ID — ungentudukarop Ui MHTETpalMy BHEMIHUX cucTeM udepe3 API
SPACE c maHHO# CyIIHOCTHIO;
e Bepcus — Bepcus IPUIOKECHUS,
e Ceprepnl 3C (obs3aTenbHOE T0JIe) — TepedeHb cepBepoB 3C, Ha KOTOphIe OYyIyT
YCTAHOBJIEHBI AK3EMILISAPbI IPUIIOKEHUS.
Jiis nobGaBneHus: cueHapus HEOOXOAMMO UICJIKHYTh MbIIIbI0 Ha KHomnke /lo0aBUTH Ha
MaHeNIu MHCTPYMEHTOB okHa Cnucok cueHapueB. Ha skpane oroOpasutcs ¢opma no0aBieHHs

CICHApus.

lobaeneHue cueHapua ®

Wma : [ ]
(i ]
MicxoaHeIn Kog .

]
| \
! :
i BHeLUHWii D 90
- ' L ' bl .
WMuTepnpeTtatop : S P
| CLUEHapUs : S
¥l MHTepakTBHLIA
Co3naH : M3meHeH :

Puc. 80. @opma dobasnenus cyenapus
dopma 100aBIeHUS CIICHAPUS COAEPKUT CIIEAYIONINE TIOTIS:
e llwms (oOs3aTenpHOE 10JIE) — HAMMEHOBAHUE CIICHAPHS;

e HcXOaHbIN KOJT — UCXOAHBIN KOJ JAHHOTO CLICHAPHS;
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Buemanit ID — waeHTHdUKaTOp I MHTETpAIlMU BHEIIHMX cucTeM uepe3 API
SPACE c maHHOIi CyIIIHOCTHIO;

Wutepnperarop cueHapus (00s3aTenbHOE 10JI€) — HHTEPIPETATOP, KOTOPBI Oyner
npeoOpa3oBbIBaTh MCXOAHBIM KOJ CIEHApus B IMOCJIEIOBATEIBHOCTh HYKHBIX
JEUCTBUMN MPU UCIIOJIB30BAHUU CLEHAPUSL.

HHTEepaKkTUBHBIN - BO3MOKHOCTb I10JIb30BaTEIIs COBEPIIATh JEHCTBUS B IIPUIIOKEHUN
c 7tTuM cueHapueM. Ecau ramouka yOpaHa, TO IMOJIb30BAaTelhb HE CMOXET HHUYErO
BBOJUTh WM BBIOMpATh B NPUIOKEHHU C TaKUM CIEHapueM, ceaHc OyneT
HEUHTEPAKTUBHBIM.

Co3naH - naTta co3/1aHus ClieHapHsl.

H3MeHeH - jaTta noclIeHero PEAAKTUPOBAHUA CLICHAPHA.

[Ipu 3amonHeHWH KoAa CUEHApHUS CYIIECTBYET PAJ IEPEMEHHBIX — IUICHCXOJIIEPOB,

KOTOpBIE HCIIOJIb3YIOTCA B cLeHapusx Autolt mis Toro, ytoObl NpU 3amycKe CLEHApUs OHU

aBTOMATHYECKH 3aMEHSINCh MAaIlIMHOW Ha HeO6XOI[I/IMy10 I/IH(i)OpMaI_II/IIO (BTI/I mapaMeTpbl BCCraa

NPUCYTCTBYIOT B MOJICIIM JIaHHBIX M HE yKa3biBaroTcs B launch_param):

Nmn Onucanue
termConnectionUuid WnenTudukaTop TepPMHUHAILHOTO COCTUHEHUSI
sessionDescriptorUuid | Unentudukarop ceanca
credential.username WNwms monp3oBatens Y3 s ceaHca.
credential.password [Maposs V3 mms ceanca.
credential.exclusive 3nauenue true/false, npusHak, 4ro Y3 ucnons3yercs A Run as

credential.domain.name | JTomen mus Y3 (SHORT NAME)

credential.domainFqdn | FQDN nomena aist Y3

adminObject.fqdn Anpec oobekta anmuarcTpUpoBanus (FQDN)

adminObject.ip IP agpec oOBeKTa aJAMUHUCTPUPOBaHHs. B sIBHOM BHIe Ui 0OBEKTa

parentPid

aIMUHUCTPUPOBAHUSA HE 3a/JaeTCSI M MOXET OBITh BBIUUCIEH U3
adminObject.fqdn u DNS anpecoB TeHaHTa.

Pid mpouecca poauTenbckoro ceanca, JUisi KOTOPOTO OTKPBIBAETCS
BKJIa/IKa (MOJICTaBIsIIOTCS ¢ moMotsio LauncherManager)

Taxoke cymecTByeT 3 THIA CIIEeHApHUEB:

id
Launch
Scenario

Tab
Scenario

Clean
Scenario

YcranaBausaercs B (FK) Onucanue
application.launch_scenario_id Cuenapuii 3ammycka MpUIOKeHUS

application_instance.launch_scenario_id

application.tab_scenario_id CueHapuii  OTKpBITHS ~ BKJIQJKH B
3amyIIeHHOM MPHII0KEHHH
application_instance.tab_scenario_id

application.clean_scenario_id CueHapuii OYHCTKH TOCIIE BBIXO/a U3
MIPUIIOKCHUA (I[J'I}I yaajieHud BPEMCHHBIX
application_instance.clean_scenario_id | ¢aiisioB 1 0cBOOOKICHHS PECYPCOB)
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IIpumep co3nanus cuenapus Autolt

[Toarorosum mabmon s Autolt cienapus:

; Autolt Version: 3.0

; Language: English

; Platform: Win9x/NT

; Author: Jonathan Bennett (jon at autoitscript dot com)

; Script Function:
; Opens Notepad, types in some text and then quits the application.

; Run Notepad ${test.value!"missingData"}
SprocessId = Run ("notepad.exe™)
ConsoleWrite ("" & SprocessId & QCRLF)

; Wait for the Notepad to become active. The classname "Notepad" is
monitored instead of the window title
WinWaitActive (" [CLASS:Notepad]l")

; Now that the Notepad window is active type some text

Send ("Hello from Notepad.{ENTER}1 2 3 4 5 6 7 8 9 10{ENTER}Below are

credentials from lieberman..{ENTER}Login is

S{username} {ENTER}Password is ${password} {ENTER}")");

B Tex Mecrax rie mnpeanosiaraercsi HCIONb30BaThb 3HAUEHUS W3 MOJEIU - BCTaBIISIEM

1 h ld 'H n
placeholder Buna ${ums!"3nauenue mo ymondanuio"}. Bo3MOKHO HCITOIB30BaTh MPOCTYIO (hopMy
TSl BCTaBKU mapameTpoB - ${umsi}. OHaKko B 3TOM cilydyae, BbI IOJDKHBI OBITh YBEPEHBI, YTO TAKOE
3HayeHue OyJer o0sA3aTelIbHO NPUCYTCTBOBATH B MOJIENM JIaHHBIX, HMHa4Ye BO3HUKHET
UCKJIFOUUTEIIbHAs CUTYaIUs U CLIeHapHid He OyaeT chopMUpOBaH.

JlomyckaeTcsi MpUCYTCTBUE B MOJIEIM JaHHBIX IapaMeTpoB, He mMmeromux placeholder B
mabnoHe. VckiounTenbHOM CHUTyallud 3TO He BbI3oBeT. Ho Bce mapameTpbl, yKa3aHHbIE B
11abyioHe, JOJDKHBI ObITh JIMOO YCTaHOBJIEHBI B mporecce oO0paboTku malnoHa, JaMOO0 UMETh
3HAYEHUS TI0-yMOJIYAHUIO.

A3pik FTL nomyckaer paznuuHble COCOObI YCTAaHOBKM 3HAUYEHUN IMO-YMOJYAaHHIO, PABHO
KaK U MOJAJEP>KUBAET KOHCTPYKUUHU MporpammupoBanus (if, mukiasl U T.1.). 3a mOApOOHOCTAMU
cienyet oOpamarses K qokymenrtaruu FTL.

Jnst 6osee OIHON MH(POPMAIIUMH 110 CO3/IaHHIO clieHapueB Autolt pekoMeHyeTcs MoYnTaTh

O(bI/IIII/IaJ'II)HyIO JOKYMCHTAIHUIO OTOI'0 A3bIKa aBTOMATHU3alluH.
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5.12.2 PepakTHpoOBaHHe NPUJIOKEHHUsI/CLeHAPUS
Jlisi peqakTUpOBaHUSl MPUIIOKEHUS HEOOXOJMMO JBaXbl LIETKHYTh Ha CTPOKY HY)KHOTO
MPUIIOKEHUS B TaONMIE PUIOKEHUH. B mosBUBIIeHcs KapTOUKe MPUIOKEHHUS 0TOOpaXKaeTcs BCS

nH(pOpMAaLIUS O IPUITOKECHHH.

OnucaHne NpUNoxeHna x

WmA : (i} BHewwHWiA 1D : PO
Cuerapui X Bepcua -
3anycka : %0 p i .
CueHapuit o .
3aBepLUeHuA -
CueHapwuit P Cepeepbl 3C : ,
BKNaAKM - - |

CozpaH : 07.09.2019 11:51:58

MN3ameneH © 06.11.2019 12:01:13

@ [obaeuTs NapameTp |

77 FRRIHHAE I
23 HRREHE

Puc. 81. Kapmouka npunoosicenus

[Ipu HaxxaT Ha KHONIKY PeakTupoBanme Ha S5KpaH BBIBOAUTCS (popMa peaakTHPOBAHUS

IIPUIIOKCHUS.
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PenaktmpoBaHUe NpUnoXxeHus x

Wma :  Active Directory Domains and @ BrewHwia 1D - D0
Cslal:';?:?c:ﬁ RunAD-DomainsAndTrus v % @ Bepcua = 6.1 L] .
‘
aaBg#jgzﬁ:ﬂ Bribepute cueHapuit v %0 . )
iﬁ:‘iﬁ:m Buibepute cueHapui Y i ] Cepaepul 3C - 0' £

BeeanTe 3HaueHWA
CozpaH : 07.09.2019 11:51:58

M3ameneH © 06.11.2019 12:01:13

@ [obaeuTL NapameTp I

77 FRRFHAAE I
23 HRREHE

Puc. 82. @opma pedoakmuposanus npunodicerus

Bce monst moctymHbl Ui penaktupoBaHus. YTOOBI COXpaHUTh H3MEHEHHs, HEOOXOIUMO
HaxaTh KHONKY CoxpaHuTth. [Ipn Haxkatun KHONKK 3aKPBITh HUKAKMX W3MEHEHUN B KapTOUKE
MPUJIOKEHUS HE TPOU3OMIET.

Taxxe MOXHO MO0aBIATH MapaMmeTphbl MPHIOXKEHHUS, AN ITOro TpeOyeTcs HaxaTbh Ha

KHONKY /lo0aBuTH mapameTp.

| PepakxTnpoBanve napameTpa b

1 L]

Uma: 23 (i ] HApnbik :
Twvn : number [¥] Tonkko onA yTeHus
f [ OBAzaTensHEIA CHPBITLIA

BHewnui ID - 0DTAG54D-96E1-467D-B51 @@ 3HaueHUe :  +woeee

MpuBA2aTE
| OnucaHwe .  sdc © kcepeepy

| D

Puc. 83. @opma oobasnenus/pedaxmuposanus napamempa

®opma "JloGaBuTh mapameTp" CIYXHT HJsi J0OaBIICHUSI MapaMETPOB K OIMPEACICHHOMY

MMPHUIIOKCHUTIO U UMECT CICAYIOUIUC ITOJIA:
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e Mg (0Os3aTenbpHOE T10JI€) — HAMMEHOBAHUE TTapaMeTpa JIJIsl IPHIIOKEHUS
e Tun (o6s3aTenbHOE T0JIE) — TUTT JAHHOTO TTapaMeTpa;
e OOs3aTenbHbIA — UHIUKATOP, ONPEAEISIONINI, ABISETCS JIU JaHHBIN MapaMeTp
00s13aTeNbHBIM ISl JAHHOTO MPHJIOKEHHUS
e Buemnuii ID — unentudukarop 11 HHTErpallud BHEIIHUX cUcTeM dyepe3 API
SPACE c maHHOI CyIIIHOCTHIO;
e Omnucanue — ONMcaHue JAaHHOTO MapaMeTpa;
e SpabIk — SAPIBIK AJI JAHHOTO TTapaMeTpa;
e TOJBKO /ISl UTEHHS — HHIUKATOP, TOKA3bIBAIOIINNA, MOXKET JIU TI0JIH30BATEINb
M3MEHUTH 3HaYCHHE TAHHOTO MapaMeTpa Mpu 3aIlycKe TaHHOTO MPUIIOKEHHUS,
e  CKpBITBIM — HHAUKATOP, OTIPEACISIONINH, SIBISETCS JIM JaHHBIA TapaMeTp CKPBITHIM
JUISL JAHHOTO MIPHIIOKEHUS;
e 3HaueHHUe — 3HAUCHUE JIaHHOTO MMapaMeTpa,;
e [Ipusssars k cepBepy 3C — ums cepsepa 3C, K KOTOpOMY IIPUBSI3aH JaHHbBII
napamerp;
UtoObl OTpedakTUPOBATh YK€ CO3JaHHBINA MapaMeTp MPUIIOKEHHs, TpeOyeTcs HakaTh Ha
HEro B TaOJHIIE TapaMeTPOB.
Jlnisi pemakTHpOBaHUS CLEHApUs HEOOXOIMMO ABAXKABI IIEIKHYTh Ha CTPOKY OOBEKTa B
Tabnuile cieHapueB. B mosBuBIIEiics kapTouke clieHapusi oToOpaxkaercs Bcs HHpopMaIus o

CLICHApUHU.

87



OnucaHuve cueHapua b4

Hms : RunCMD .au3

Local $domain = "${credential domainFgdn}"
If (fdomain ="") Then

Exit(-15)
Endlf
Local Susername = "§{credential. username}’
If (Susername = "") Then
Exit(-11)
EndIf

McxoaHeIA Kof
Local $password = "${credential password}”
If (5password = ™) Then
Exit(-12)
Endlf

Local $programTolLaunch = @ComSpec
Local SworkingDir = @SystemDir

BHewHui 1D -

WHTepnpetatop
I CUeHapHA :

M MHTepakTUBHLIA

Coagad ;. 07.09.2019 11:51:58 M3meHeH :

Goga.

Puc. 84. Kapmouka cyenapusa. Knonka « Pedakmupoganuey

Local $runPid = RunAs($username, $domain, Spassword, 0,

07.09.2019 11:54:58

i
i

i

[Tpu menuke Ha kHOnKe PenakTupoBaHue Ha 5KpaH BBIBOAMTCSA (opMa pelakTHPOBAHUS

CIIeHapHsl.

Bce monst moctymHBl st pegakTupoBaHuA. UTOOBI COXpaHWUTh U3MEHEHHS, HEOOXOJIMMO

menkHyTh Ha kHonke Coxpanutb. [lpy Haxkatum kHOmkM OTMeHa wWin 3aKpbIThb HUKAKUX

W3MEHEHUH B KapTO4YKE CLCHApUA HE HpOPI3OI>iI[CT.
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PenaktvpoBaHWe ONMUCAHWA CLEeHAapUA

MmAa: RunCMD.au3 0

Local $domain = "${credential. domainFgdn}" i

If (fdomain = ") Then
Exit(-15)

Endlf

Local Susername = "${credential username}" *

If (fusername = ™) Then * i
Exit(-11) ’ [

Endlf

KICXOOHBIA Koo
Local $password = "${credential password}"
If ($password ="") Then

Exit(-12) AT

Endlf Cl

Local $programToLaunch = @ComSpec * .
Z Local $workingDir = @SystemDir ] C
I Local $runPid = RunAs($username, $domain, $password, 0, -} ' |
y ;
i BHewwHuii 1D 20
7 . . s r

WHTepnpetatop : —a .
I CLeHapHs - Autolt3 o 0 I
L]
¥ MHTepakTueHLIi
Co3znaH : M3meHeH :

Puc. 85. Dopma pedaxmuposanus cyenapus

5.12.3 OoHoBJIeHHe TA0IMIIBI TPUIOKEHHI/ClIIeHAPHEB

Jlis oOHOBIEHMS 3amucel B TaONMIAX MPUIIOKEHUIl/ClieHapueB HEOOXOJUMO HIEIKHYTh

MBIIIBIO HA KHOIIKE O6HOB.]'I€HI/I$I, pacmojiararomeMces Ha MaHeJIi MHCTPYMCHTOB Y3J1a.
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MpunoxeHua %

Cnucok NpuioxeHnn

@ 2123 admin space

3anats BHewnwii 1D Nobasuts kK Cepeepam 3C

3arpyxeHo: 66
Bcero 3anucein: 66

d
[ Active Directory Domains and Trusts 6.1 Domain Controller hg-12r2-js02-test hg.company local .. €
[F1 Active Directory PowerShell Snap-In - 6.3 hg-12r2-js02-test. hg.company.local... @
[ Active Directory Sites and Services 6.1 Domain Controller, Microsoft Active... hg-12r2-js02-test.hg.company.local... €
[ Active Directory Users and Comput... 6.1 Domain Controller, Microsoft Active._.  hg-12r2-js02-test hg.company local .. @
[ ADSI Edit 6.1 hg-12r2-js02-test hq.company.local... €
1 Application 1 1.0 Node for Jump Server 1 Q
[ Application 2 1.0 Node for Jump Server 2 Q
O app-name-test Node 1 [x]
[ ava 123 ava-type-object1 hg-12r2-js03-test. hg.company.local €@
[ Certificate Manager Tool 6.1 hg-12r2-js02-test. hg.company.local... @
[ Certification Authority 6.1 hg-12r2-js02-test hg.company.local... @
[ Change Oper Password Change Oper Password js02-12r2 space local [x]
[F] Computer Management 6.1 Type for fgdn-nmm-oa d8033c43-1... hg-12r2-js02-test hq.company.local... €@
[ DFS Management 6.0 hg-12r2-js02-test hq.company.local... @ E
Cnucok cueHapues
Ry e o

k4
H Wma Co3paH WU3ameHeH
[ linux_htop 27.02.2023 16:08:21 07.11.2023 14:59:40 @
[ gpd-rsa-test 28.06.2023 19:05:08 28.06.2023 19:29:24 @
O Scenario 1 04.03.2021 15:52:31 17.03.2022 150937
[ Scenario 2 04.03.2021 15:52:31 10.03.2023 17:35:55 @
[ igor_linux_scenario_htop 06.03.2023 09:03:58 08.04.2023 03:49.55 @
[ Notepad2216 02.05.2023 12:15:04 02.05.2023 13:25:09 @
O scenario-name-2216 26.04 2023 15:19:46 26042023 151946 @
[@ 1gor_linux_scenario 01.03.2023 20:22:06 01.03.2023 20:22:06 @
[ linux_connect_ssh 10.03.2023 16:37.34 10.03.2023 16:37:34 @
[ testsc1 07.09.2019 11:51:58 06.11.2019 11:16:38 @
O after_launch_si au3 07.09.2019 11:51:58 21.01.2020 12:50:07 €
[ before_launch_si.au3 07.09.2019 11:51:58 20.01.2020 16:01:46 @
[ Punblianara\lahintarfara an N7 NG 2010 11-541-58 N7 NG 2010 11-54-58 £ El

5.12.4 Ynajenue CTPOKH B TabJuIle MPUIOKEHHI/ClIeHAPUEB

Puc. 86. Knonka obHoenenus unghopmayuu

I[J'I}I yAaaJleHud CTPpOKH B Ta6J'II/IIIC HpHJ’IO)KCHHﬁ/ CCHapUcCB H606XO,[[I/IMO IICJIKHYTH MBIIIBIO

Ha KHOTIKE yJaJICHUSs, PaCIIOJI0KEHHYIO CIIpaBa B CTPOKE 00bEKTa aIMUHUCTPUPOBAHUS .
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MpunoxeHua %

@ 2123 admin space §

3anats BHewnwii 1D Nobasuts kK Cepeepam 3C

3arpyxeHo: 66
Bcero 3anucein: 66

] Tunbl 06BLEKTOB aAMUHKUCTPHP... |CepBepbl 3C

[ Active Directory Domains and Trusts 6.1 Domain Controller hg-12r2-js02-test hq company local E
[F1 Active Directory PowerShell Snap-In - 6.3 hg-12r2-js02-test. hg.company.local... @
[ Active Directory Sites and Services 6.1 Domain Controller, Microsoft Active... hg-12r2-js02-test.hg.company.local... €
[ Active Directory Users and Comput... 6.1 Domain Controller, Microsoft Active._.  hg-12r2-js02-test hg.company local .. @
[ ADSI Edit 6.1 hg-12r2-js02-test hq.company.local... €
1 Application 1 1.0 Node for Jump Server 1 Q
[ Application 2 1.0 Node for Jump Server 2 Q
O app-name-test Node 1 [x]
[ ava 123 ava-type-object1 hg-12r2-js03-test. hg.company.local €@
[ Certificate Manager Tool 6.1 hg-12r2-js02-test. hg.company.local... @
[ Certification Authority 6.1 hg-12r2-js02-test hg.company.local... @
[ Change Oper Password Change Oper Password js02-12r2 space local [x]
[F] Computer Management 6.1 Type for fgdn-nmm-oa d8033c43-1... hg-12r2-js02-test hq.company.local... €@
[ DFS Management 6.0 hg-12r2-js02-test hq.company.local... @ E

Cnucok clueHapues

3arpyieHo: 64
Bcero 3anucei: 64

linux_htop
gpd-rsa-test
Scenario 1

Scenario 2
igor_linux_scenario_htop
Notepad2216
scenario-name-2216
igor_linux_scenario
linux_connect_ssh
testsc 1
after_launch_si au3
before_launch_si.au3

@00 OoEooOEDEE T

Punblianara\Waohlntarfara an

27.02.2023 16:08:21
28.06.2023 19:05:08
04.03.2021 15:52:31
04.03.2021 15:52:31
06.03.2023 09:03:58
02.05.2023 12:15:04
26.04.2023 15:19:46
01.03.2023 20:22:06
10.03.2023 16:37:34
07.09.2019 11:51:58
07.09.2019 11:51:58

07.09.2019 11:51:58
N7 NQ 201Q 11-51-58

WN3meHeH
07.11.2023 14:59:40
28.06.2023 19:29:24
17.03.2022 15:09-37
10.03.2023 17:35:55
08.04.2023 03:49:55
02.05.2023 13:25:09
26.04 2023 15:19:46
01.03.2023 20:22:06
10.03.2023 16:37:34
06.11.2019 11:16:38
21.01.2020 12:50:07

20.01.2020 16:01:46
N7 NQ 2011Q 11-54-58

10000000000 .0

@

Puc. 87. Pacnonoswcenue KHONKU yOaneHusi CmpoKu 8 CRUCKe NPUTOHCEHULL

5.12.5 Ynanenue HecKOJIbKHX 3anuceii U3 Ta0JIMIbI OITHOBPEMEHHO

I[J'I;I YAAJIICHUA HECKOJBKUX 3aImceil u3 Ta6J'II/IIIBI HpHJ’IO)I(CHHﬁ/ CICHAapUCB OIHOBPCMCHHO

CJICAYCT BBIACINUTDL KCIIACMbBIC 3allUCU B Ta6J'II/II_Ie, YCTAaHOBUB (I)J'Ia)I(OK B COOTBCTCTBYIOIICM IIOJIC

cieBa oT nojisi Mms, mociie yero cTaHeT akTUBHOM KHOIKA YAaJIMTh, PAaCIOIOKEHHAs! CBEPXY Hajl

TaOJIUIEH.
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Mpunoxenna %

[obaenTs Ynan

3anars Brewnui ID

Iobasute kK Cepeepam 3C
oo S Cop 5 N

@ 2123 admin space g -

CnNUCOoK NPUIoAeHiA

3arpyeHo: 66

Bcero 3anuceit: 66

|

Active Directory Domains and Tr... Domain Controller hg-12r2-js02-test.hg.company.lo... @ E
Active Directory PowerShell Sna... 6.3 hq-12r2-|so2-test.hq.company.lo... Q
[E Active Directory Sites and Services 6.1 Domain Controller, Microsoft Active... hg-12r2-js02-test.hg.company local... €
[F1 Active Directory Users and Comput... 6.1 Domain Controller, Microsoft Active... hg-12r2-js02-test.hg.company local... €
[ ADSI Edit 6.1 hg-12r2-js02-test hq company local [x]
O Application 1 10 Node for Jump Server 1 (x]
1 Application 2 1.0 Node for Jump Server 2 Q
O app-name-test Node 1 [x]
[ ava 123 ava-type-object1 ha-12r2-js03-test hq company local Q
[F1 Certificate Manager Tool 6.1 hg-12r2-js02-test. hg.company.local... €
[ Certification Authority 6.1 hq-12r2-js02-test. hg.company.local... @
[ Change Oper Password Change Oper Password j802-12r2 space local Q
[E1 Computer Management 6.1 Type for fgdn-nmm-oa d8033c43-1... hg-12r2-js02-test.hg.company.local... €@
[l DFS Management 8.0 hg-12r2-js02-test. hg.company.local... @

CnucoK cleHapues

3arpyieHo: 64

Beero 3anuceit: 64

k4
vl Cosmaw | Mowewen | |

3apars Buewnun 1D

linux_htop 27.02.2023 16:08:21 07.11.2023 14:59:40 © |~
gpd-rsa-test 28.06.2023 19:05:08 28.06.2023 19:29:24
Scenario 1 04.03.2021 15:52:31 17.03.2022 15:09:37
Scenario 2 04.03.2021 15:52:31 10.03.2023 17:35:55

igor_linux_scenario_htop
Notepad2216
scenario-name-2216
igor_linux_scenario
linux_connect_ssh
testsc 1

after_launch_si au3

06.03.2023 09:03:58
02.05.2023 12:15:04
26.04.2023 15:19:46
01.03.2023 20:22:06
10.03.2023 16:37:34
07.09.2019 11:51:58
07.09.2019 11:51:58
07.09.2019 11:51:58

08.04.2023 03:49:55
02.05.2023 13:25:09
26.04.2023 15:19:46
01.03.2023 20:22:06
10.03.2023 16:37:34
06.11.2019 11:16:38
21.01.2020 12:50:07

before_launch_si au3 20.01.2020 16:01:46

N7 NG 2010 11 -5A-R8

Puc. 88. Boibop 08yx 3anucei mabauywl u KHONKa yoaieHus

PO00000000000

|

OO OOoOOooooooD

Runhlianara\Mahintarface i N7 N0 9010 11 5162

5.12.6 EnunoBpemMenHoe 3aganue BHemHero ID n/s HecKoJBKHX 3anuceil U3 TadaUIbI

NPUJIOKEHU I

Z[J'DI CANHOBPEMCHHOI'O 3alaHUA BHCHIHCTO ID 11 HCCKOJIBKHUX 3alMced cHadana CIIeayceT
BBIJICIINTD KCJIACMbIC 3aIllMCHU B Ta6J'II/IHe TaJIOYKOM CJIEBA, IIOCJIC 4YE€rO CTAHCT aKTUBHOM KHOIIKA

3agaTs Buemnuii ID, pacrionoxenHas cBepxy Haj TabIULIEH.
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@ 2123 admin space g -

Mpunoxenua %

CnNUCoK NpUIoHEeHA

3arpyeHo: 66
Bcero 3anuceit: 66

Iobasute K Cepeepam 3C

3aparts Brewnun ID
Beram T e Cop 5 N

Domain Controller hg-12r2-js02-test hg.company.lo... @ E

Active Directory Domains and Tr...

Active Directory PowerShell Sna... 6.3 hg-12r2-js02-test. hg.company.lo... @
[E Active Directory Sites and Services 6.1 Domain Controller, Microsoft Active... hg-12r2-js02-test. hg.company local... €
[F1 Active Directory Users and Comput... 6.1 Domain Controller, Microsoft Active... hg-12r2-js02-test.hg.company local... €
[ ADSI Edit 6.1 hg-12r2-js02-test hg.company local (]
O Application 1 10 Node for Jump Server 1 Q
1 Application 2 1.0 Node for Jump Server 2 (]
O app-name-test Node 1 [x]
O ava 123 ava-type-object1 hg-12r2-js03-test hg.company local (]
[F1 Certificate Manager Tool 8.1 hg-12r2-js02-test.hg.company.local... €
[ Certification Authority 6.1 hg-12r2-js02-test hg.company.local.. €
1 Change Oper Password Change Oper Password j802-12r2 space local [x]
[E1 Computer Management 6.1 Type for fgdn-nmm-oa d8033c43-1...  hg-12r2-js02-test hg.companylocal... €
F1 DFS Management 8.0 hg-12r2-js02-test.hg.company.local... €@

CrnucoK cleHapues

3arpymeHo: 64
Bcero zanuceit: 64

[

‘

T
v cosman | Mowewen | |

inux_htop 27.02.2023 16:08:21 07.11.2023 14:59:40 € E

gpd-rsa-test 28.06.2023 19:05:08 28.06.2023 19:29:24
[E Scenario 1 04.03.2021 15:52:31 17.03.2022 15:09:37 @
[ Scenario 2 04.03.2021 15:52:31 10.03.2023 17:35:55 €@
[ igor_linux_scenario_htop 06 03 2023 09:03-58 08.04.2023 034955 @
] Notepad2216 02.05.2023 12:15.04 02.05.2023 13:25:09 €
[ scenario-name-2216 26.04.2023 15:19:46 26.04.2023 15:19:46 @
[ igor_linux_scenario 01.03.2023 20:22:06 01.03.2023 20:22:06 €
[ linux_connect_ssh 10.03.2023 16:37:34 10.03.2023 16:37:34 @
[0 testsc1 07.09.2019 11:51:58 06.11.2019 11:16:38 @
O after_launch_si.au3 07.09.2019 11:51:58 21.01.2020 12:50:07 €
£ before_launch_si au3 07.09.2019 11:51:58 20.01.2020 16:01:46 |
Fl_Punhhanara\Mlahlntarfara 2113 N7 N0 2010 11 51 -2 N7 N0 2010 11-RA-R2 £ [E-

Puc. 89. Bwuibop 08yx 3anuceit mabauywl u kHonka 0si 3a0anusi Buewnezo 1D

5.12.7 ExunoBpemeHHOe 100aBJieHHe cepBepoB 3C 111 HECKOJbKHMX NMPUHIIOKEHHUI

Jlnst emuHOBpeMeHHOTO A00aBieHust cepBepoB 3C NIl HECKOIBKUX MPWIOKEHHH CHaudasa
CIIeIyeT BBIJICIIUTH JKeJaeMble 3alKicH B TaOJUIlEe TaJO4YKOW clieBa, MOCIE Yero CTaHeT aKTUBHOU
kHonka Jlo6aButh k CepBepam 3C, pacronokeHHas cBepXy Haj Tabmunei. [locne HaxkaTus Ha

JTaHHYIO KHOMIKY Heo0XoauMo OyneT BeIOpath cepBepa 3C U3 CrMcKa JOCTYITHBIX.
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[NpunoxeHna %

| CNUCOK NPUNOXEHWA

| Janatk BHewHuwi 1D [obaeutk K Cepeepam 3C

Active Directory Domains and Tr... 6.1 Domain Controller
Active Directory PowerShell Sna... 6.3

O Active Directory Sites and Services 6.1 Domain Controller, Micr
O Active Directory Users and Comput... 6.1 Domain Controller, Micn
O ADSI Edit 6.1

M Arnndication 4 1 N

Puc. 90. Boibop 08yx 3anuceti mabauyst u knonka ons 0obasnenus k Cepgepam 3C
OTkpoercs OKHO, T1ie HeoOXxoauMo Oyzaer BbIOpaTh cepBepbl 3C M3 CIUCKA JIOCTYNHBIX U

HaXkaThb Ha KHONIKY 3arpy3uTh.

. =
[lobaeneHue cepeepoB 3C b4

CepBepbl 3C : BeenuTte 3HauyeHWA v 0 l ‘_‘__g_

] .

-
L] "
Pt L]

Puc. 91. Oxno 0obasnenus npunosxcenuii k Cepgepam 3C

5.13 VYmnpasieHue cepBepamu 3amuieHHoi cpeasbl (3C)

Cepgep 3amumiennoit Cpensl [IpuBmnerupoanHoro Jloctyma — 3TO BBIJEICHHBIN cepBep,
Ha KOTOPOM BBITIOJIHIECTCS CEaHC TMPHUBWIETHUPOBAHHOTO JnocTyma. Kaxaeni cepsep 3CA
nojaepkuBaer BbIMogHEHUE 10 S50 omgHOoBpeMeHHbIX ceaHcoB I[I/[. Ilpm yBenmuenum uyucna
MIPUBUJICTUPOBAHHBIX MOJB30BATENCH WM YBEIMYECHUH KOJMYECTBA 3aa4 10 aAMHUHUCTPUPOBAHUIO

00BEKTOB aIMUHUCTPUPOBAHUS MOXKET OTPeOOBaThCS HacTpoiika cepsepoB 3CA.
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Cepaepbl 3C % @ spc-user-001 g .

Wcnone3yembie Cepeepbl 3C
= " 3arpyxeHo: 11

ﬂ__MI

host-docker-internal host.docker.internal

I

Node 1 fgdn-for-node-1

Node for Jump Server 1 fgdn-for-node-for-js-1
test-domain-2216-1 some-fqdn-address

aferon aferon
hg-12r2-js02-test.hq.company.local hg-12r2-js02-test.hg.company.local
hg-12r2-js03-test.hqg.company.local hg-12r2-js03-test.hg.company.local
igor-astra astra

aferonHome win-epgi0j035gt
Hanneko WS2019 winserv-test test hanneko forest

blo oo ololoo cle e
boooolooooloo
1IO000O000O0 0

e

1000 OO0 3033

P F bm AN iaAd bank lan mmmem o laaal

=1 olo e o= o|looolo

<

Hewucnone3yemele Cepeepul 3C
= " 3arpyxeHa 10

ﬂ__l

[E hg-12r2-js03.hg.company.local hg-12r2-js03.hg.company.local
[ js01-12r2.space.local js01-12r2.space.local

]

[ sea-pc.space.local deskiop-vq9rprb.webc local

oo
[ U< < M x}

[ hg-12r2-js01.hg.company.local hg-12r2-js01.hg.company.local

Puc. 92. Oxno «Cepgepwr 3C» pazdena « Ynpaenenue pecypcamuy

Bes undopmamus 06 mmeromuxcs B Cucteme cepBepax 3CA oroOpaxkaercs B y3lie
Cepsepbl 3C paszznena YnpasiieHne pecypcamMu. BHemHe pasznen NpeicTaBleH B BHIE JBYX
tabmul. B mepBoii HaxonmATcs ucnonb3yemble cepBepa 3C (B OajgaHCHpOBKE), a BO BTOpPOH —
HEHCIIONb3yeMble. J{JIs1 CMEHBI COCTOSIHUSL CEPBEPOB HEOOXOIMMO BOCIIOIB30BATHCS CHEIMATbHBIMH
KHOIIKAMU B BUJIE CTPEJIOK.

Onwucanue noseit TadbIuI;:

e lMs — HauMEHOBaHUE CEpPBEPA;

e FODN — Fully Qualified Domain Name, wuMs JoMeHa, HE HMEHOIIEe
HEOJJTHO3HAYHOCTEH B ompezeNeHUH. BkirodaeT B cebsd MMEHa BCEX POAUTEIbCKHX
nomeHoB uepapxuu DNS;

e JloctyneH — craryc cepBepa;

e TepMm. coeMHEHUS — KOJIMYECTBO TEPMUHAIBHBIX COEAMHEHUI Ha JAaHHOM CEpBEPE B
TEKYIIUA MOMEHT;

e Ceccun — ceaHCHl, 3aIyllleHHbIE Yepe3 JTaHHbIH cepBep.

B pamxax nactpoiiku u ymnpasieHusi ceppepamu 3CA aIMHUHHCTPATOPHI MOTYT BBITOJTHATH
CleAyIoIMe NeUCTBUSA:
e JloGammaTs cepsepa 3C;
e PepaktupoBath cepepa 3C;
e OOHOBIATH TaOMUIEI cepBepoB 3C;

e VYnanirh CTpoku B Tabmuie cepsepos 3C;
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e VnansaTh HECKOJIbKO 3amuceit u3 Tadiuilsl cepepoB 3C 0THOBPEMEHHO;,
e 3anaarh BHemHMH ID 17151 HECKOIBKHX 3amuceit u3 Tadbiuibl cepBepos 3C;

e JloGaBusaTh U y#asTh cepBepa U3 OaJTaHCHUPOBKH.

5.13.1 Job6aBisienue cepepa 3CA

st no6aBnenust cepeepa 3CA HEOOXOIMMO HIEIKHYTh MBIIIBIO Ha KHONKE {00aBUTH Ha

na"enu MHCTpymeHToB okHa CepBepsbl 3C.

Cepeepul 3C % @ spc-user-001 g .

Wcnonk3yemsie Cepeepul 3C

3apats Buewnwi ID
n_lﬁ_mm-

[ host-docker-internal host docker internal 06l
= Klada 4 frdn for nndn 4 [l n n & H

3arpykeHo: 11
Beero 3anvced: 11 @

Puc. 93. Knonka oobasnenus cepsepa 3C

Ha »kpane ortobpasutcs ¢dopma nobdasnenusi cepepa 3C, B KOTOpPOW coaepKaTcs
crnenyrotue moss (mosst, 00sA3aTeIbHbIC /151 3aOJTHEHNUS, BBIICICHBI MOJYKUPHBIM HIPH(TOM):

e Uwms (oOs3arenpHOE M0JIe) — HauMeHoBaHue cepsepa 3C;

e FQDN (o0s3arenshnoe mone) — Fully Qualified Domain Name, ums nomena, He
UMEIoIllee HEOJTHO3HAYHOCTeW B ompeneneHud. Bxiaroyaer B cebs uMeHa Bcex
ponutenbckux goMeHoB wuepapxuu DNS. Buemnuii ID unentudukatop ans
uHTerpanuu BHemHuX cucteM uepe3 API SPACE ¢ maHHO# CyIIHOCTEBIO;

e Buemnuit ID — unentudukarop s MHTErpauuMu BHEHIHHMX cucTeM depe3 API
SPACE ¢ maHHO# CyIIHOCTHIO;

e JloMeH — HaMMEHOBaHKE JJOMEHa, B paMKax KoToporo Haxoautcs cepsep 3C;

e Tun OC (oOs3arenbHOE ToONE) — THN omnepannoHHOW cuctembl (Windows wunun
Linux);

e Tun nonkmroueHus (00s3aTENbHOE TMOJI€) — TUI MOAKIIOYEHUsS A J00aBIsIeMOro
cepsepa 3C;

e (Cucrema BHU€OAyANTa — TUIT CUCTEMBI BUcoayauTa st qoOasisemoro ceprepa 3C;

e RD gateway — 3nadyeHue napamerpa remote desktop gateway.

96



NobaeneHne cepeepa 3C b4

Mma : 0
FQDN : 0
BHeLWHWIA 1D 20 ! g
HomeH : v ﬂ .
Cwll
Tun OC : - 0
‘ THN NOAKNKOHEHMA : ‘ v -ﬂ ‘
% Cuctema sugeoayamta . Beegute SHEL;EHMF. ~ | )
o e - ] .
RD gateway : ' i ]

COXpaHHTb OTMEHUTE

Puc. 94. ®@opma «/Jobasnenue cepsepa 3Cx»

5.13.2 U3menenue HacTpoek cepsepa 3CA

s penaktupoBanusi cepBepa 3C HEOOXOAMMO ABAXKIbI IIETKHYTh Ha CTPOKY OOBEKTa B

tabmune CepBepbl 3C. B nosiBuBIeiics kaprouke cepBepa 3C oToOpaxkaercs: Bcsi mHpopMarus o

cepBepe.
Cepeep 3C b4
-
Ums : (i ] FQDN : (i )
- | ]
HomeH - 0O Tun nogknKYeHns : 0,
| N T
TMn OC : (i ) CucTema BugeoayouTa ; (i ]
. [ ™
Brewnui D - PO RD gateway : (i ]
L T
Coanad - 07.09.2019 11:51:58 WMawmenex : 04.05.2023 12:20:28" | |

- .

a
e

Gopam %

Puc. 95. PedakmupbeaHue cepeepa 3C

HpI/I HCO6XOJII/IMOCTI/I HU3MCHUTH JAHHBIC HYXXHO HICJIKHYTb Ha KHOIIKEC PEZIaKTI/IPOBaHI/Ie,

IOCJIe Yero Ha 3KpaH BBIBOAUTCS (hopMa M3MEHEHHUs HacTpoek cepaepa 3C.

5.13.3 OoHoBJenne TaduibI cepepoB 3CA
st oOHOBiIeHMs 3amucedt B Tabiuie cepBepoB 3C HEOOXOAMMO MICIKHYTH MBIIIBIO Ha

KHOIKe 06HOBeHNs @ , PacToyIOKEHHOW B MPAaBOW BEPXHEH YaCTHU TaOIHITBI.
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5.13.4 Ynanenue ctpoku B Tadauie cepsepoB 3CA

st ynanenus ctpoku B Tabnuie cepep 3C HEOOXOIMMO IIEIKHYTh Ha KHOIKE yAaJIeHus,

pacmnoIoKEeHHO crpaBa B cTpoke cepBepoB 3C.

5.13.5 YnajieHue HeCKOJBKHUX 3anucei n3 Tadauubl ceppepoB 3C 0 JTHOBPEeMEHHO

Jlnst ynaneHus HeCKOJIbKUX 3amucei u3 Tabiuibl cepBepoB 3C OAHOBPEMEHHO HEOOXOMMO
CHauaja BBbIICTUTh HYKHbBIE 3alUCHU B TaOJUIE, YCTAHOBUB (PJIaKOK B COOTBETCTBYIOILIEM II0JIE
cieBa ot nojisi Mmsl, mociie yero craHeT akTUBHOM KHOIKA YAAJIMTh, PACIOJIOKEHHAs! CBEpXY Haj

TaOJIULIEH.

5.13.6 EnunoBpemenHoe 3agaHue BHemHero ID isi HeCKOJBKHUX 3amuceil w3 Ta0aUIBI
cepepoB 3C

Jns enmHOBpeMEHHOrO 3afaHus BHEIHEro ID 1iid HECKOJIBKMX 3amucel CHadajla CIeayeT
BBIJICTIUTH JKEJIaeMble 3allicCu B TaOnmuIle raloukod cieBa OoT mossg Mms, mocie 4ero craHeT

aKkTUBHOI KHomKa 3anaTs Buemnnii ID, pacnionoxenHas cBepxy Haja TaOJIULICH.

5.14 VYmnpasiieHHe M0J1b30BATEJIbCKUMH POJISIMU

Bkmagka Ilosib3oBaTebCKHe PpoOJIM paslena YnpaBjieHHEe pPecypcaMH I103BOJISIET
HACTPOUTh NOJb30BaTenbckue poiau Ha nopraie SPACE. MoHO co34aTh KaK MOJIHOCTBIO HOBYIO
poJIb (MIEPCOHATBHYIO), TapaMeTpbl KOTOPOH 3agacT TeXHU4YeCKnit aIMUHUCTPATOP, TAK U U3MEHUTD
Ha3BaHUs cymecTByronmx poien cucremsl SPACE B Active Directory Users and Computers. O4ueHb
Ba)XHO, YTOOBI KaXkJas poJib (BKJIIOYasi TEPCOHATIbHBIC) ObUIa MpeBapUTEIbHO co3faHa B Active
Directory Users and Computers 1 3a1aHa Hy>KHbIM I10JIb30BaTEIISIM.

B nanHOM pa3zerne aAMUHUCTPATOP MOXKET OCYIIECTBIIATh:

e [IpocMOTp MOIB30BATENBCKUX POJICH;

e JloGaBneHue NOIb30BATENBCKUX POJICH;

¢ PemakTupoBaHUe MOJIB30BATEIBCKIX POJICH;

e (OOHoOBIIEHHE TAOIHUIIBI MOIL30BATENLCKUX ITOJIEH;

e VnaneHue CTpOKU B TaOJIMIIE MOIb30BATEIBCKUX POJICH;

e EnuHOBpeMEeHHOE yAajeHHE HECKOJIbKMX 3aluceil M3 TalOaMIlbl MOJIb30BATEIbCKUX
poneit;

e [Ipocmotp HazBanwmii posneit AD B SPACE;

e li3menenue HazBanwuii poneit AD B SPACE.

Buemne pasznen Ilosib30BaTe/ibCKHE POJIM TIPEACTABICH B BUE TAOIUIIBI.
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@ 123 samin space 5 -
@

MepcoHantHLe NoNL30BaTeNsLCKAS POy
<
T ———— n
@ 123 123321 (%]
B role_test1400 role_test1400 %]

ROLE_SPACE_USER Wcnons3oeats 3Ha4eHWe No yMondaHuio

ROLE_SPACE_STANDARD_USER Mcnonb3cBars 3HAYEHWE NO YMONYaH Ko
ROLE_SPACE_RESTRICTED_USER Wcnons3oeats 3Ha4eHWe No yMondaHuio
ROLE_SPACE_ADMIN Mcnonb3oBars 3HAYEHWE N0 YMONYaH1I
ROLE_SPACE_SUPERADMIN Wcnons3aoeath 3Ha4eHWe No YMONMYaHUIo

ROLE_SPACE_AUDITOR Mcnons3oBaTh 3HAYEHWE N0 YMONUAHKWI0

Qo e e e e

ROLE_SPACE_TRUSTED_AUDITOR Wcnons3oeath 3Ha4eHWe No YMONYaHK1

Puc. 96. Pa3zoen «Ilonvzosamenvckue ponuy
Omnucanue cToa0110B MPUBEIEHO HIKE.
e UM ponu — HazBanue ponu B SPACE;
e Uwms rpynnsr LDAP — Ha3BaHMe rpymniisl nojs3oBaresei B Active Directory Users
and Computers, KoTopasi COOTBETCTBYeT 3Toi ponu Ha nopraine sPACE.

B cnucke poneit AD B mepBoMm cTOJOlLIE MepedyucleHbl CTaHJapTHbIE Ha3BaHUS poJieH

SPACE.

5.14.1 Jlo6aB/ieHre HOBOI M0JIL30BATEILCKOMH POJIN

OyHKUMOHAN J00aBICHUS MOJIb30BAaTENIbCKONW pPOJIM BBI3BIBAETCS HA)KaTUEM Ha KHOIIKY

J1lo0aBUTH, PACTIONOKEHHYIO B BEpXHEH 4acTH TaOIHUIIBI.
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® o123 adminspace 5 -
T (ST ST @

ﬂepCOHa.l'leble none3oearensCKkne ponn
4
h_ Vun rpynes LDAP o
B 123 123321 (]
[ role_test1400 role_test1400 [x]

ROLE_SPACE_USER : Mcnons30Bark 3Ha4eHne No yMon4aHuo

ROLE_SPACE_STANDARD_USER - Mcnons30eath 3HAYEHWE NO YMONYAHUKD

ROLE_SPACE_RESTRICTED_USER : Mcnone3oeare 3HadeHne No yMonyaHuo

ROLE_SPACE_ADMIN - Vcnons3oeath 3HAYEHWE NO YMONYAHUK

ROLE_SPACE_SUPERADMIN : Mcnons3ceatk 3HAYEHKWe NO YMONYaHKi

ROLE_SPACE_AUDITOR : VMcnone3oeath 3Ha4eHWe No YMONYaH1

e e oo ee e

ROLE_SPACE_TRUSTED_AUDITOR : Vicnons3oeaTth 3HAUEHKWE NO YMONUaHKK0

Puc. 97. Knonka «/{obasumuvy ponv
[Tpu HakaTH¥ Ha 3Ty KHOIKY TTOJIB30BATENI0 OyAeT BhIBEJeHA (opMma T0OABICHUS POIIH.
OHa COCTOUT U3 HECKOJIbKUX MTYHKTOB:

e Uwmsa ponu B sSPACE (o0s3atenbHoe nojie) — HAMMEHOBAaHUE JJAaHHOM POJIM B CHCTEME
SPACE;

e Uwmsa rpynnel LDAP (o6s3aTenbHOE 1ojie) — Ha3BaHUE TIPYMIBI MOJIb30BaTeNlel B
Active Directory Users and Computers, KoTopas COOTBETCTBYET JTOW pPOJH Ha
noprane sPACE;

e Habop mpuBHieruii — BO3MOXHOCTH, KOTOPBIMH OynyT 00JjanaTh IOJIb30BATEIH,
MMEIOIINUE HA MTOPTAJE Ty POJb.

[Tocne 3amoiHeHHs BCEX TAHHBIX HEOOXOIMMO HaXkaTh Ha KHOMKY "CoxpaHUTh".
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[lobaeneHne NonNbL30BaTENLCKOW PONK b4

Uma UmnA
ponu B © rpynnbi ()
sPace : LDAP :

— Habop npueMnerni

[13anyck ceaHcoB agMUHUCTPUPOBaHNA. 3anpalunBaHne Hapaaa-
Aonycka kak ana ceba, Tak u ana apyrux. CornacoBaHue ,ﬂDB&peHHI:-IK
HAPAQOB-O0MNYCKOE. .

T
FR

[C13anyck ceaHcoB aaMWHUCTPUPOBAHKUA. 3anpaluneadne Hapﬂ,ﬂi— '
acnycka anAa ceba. $ " I/

. .

| |

o™
[C13anyck ceadcoB aaMUHUCTPUPOBAHKA. i
CIHactpoika cuctemsl, nobasnedne obvekTos. CormacoBadue. . *
[IOBEPEHHLIX HAPAA0E-A0MNYCKOE.

- L L

1 CIMepeBon cMCTEMbI B aBapWiAHbIA PexUM. . o

I AyauT aelcTeuil nDnmeaTeneu Vi .

| I AyanT nercTenid Nnons3oBarenei, Bﬁnmuaﬂ [aHHEIE key log u tl|pboard

|

Puc. 98. /lobaerenue ponu

5.14.2 PepakTupoBaHMe MOJIb30BaTEIbCKOI POJIH

QOyHKIMOHAI PEAAKTUPOBAHUS [10JIb30BATEIBCKON POJIM BBI3BIBAETCS IPU ABOMHOM IIETYKE
Ha HaMMEHOBAaHUM POJIM B TaOJIMIIE.
Byner BbIBeZieHO OKHO ¢ MH(OpMaIMe 0 pojiu M aKTHUBHOW KHONKOW PemaxkTupoBanme.

Ilocne HaxkaTus Ha OTY KHOIIKY ITOJIA CTaHYT JOCTYIIHEI IJId PCAAKTUPOBAHMA.
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PenakmupoeaHue Nonb30BaTenbCKOR ponu X

MmA NmA
ponmB role test1400 © rpynner role test1400 (i )
sPace : LDAP :

— Habop npuerunerui

[ 3anyck ceaHcoOB aAMUHACTPUPOBAHUA. 3anpalliMBaHue Hapaaa-
Aonycka kak ana ceda, Tak u ana apyrux. CornacoeaHune ,ElDBepeHHI:.IX
HApAQOB-A0NYCKOB. .

I
‘- g -

[T 3anyck ceaHcoB aqMUHWCTPUPOBAaHWA. 3anpaluvBaHine Hapﬂﬂi— -
aonycka aona ceba. * -
* .
[ ]
" 3anyck ceaHcoB aqMUHUCTPUPOBAHWA. LA

[CIHacTpoitka cuctemel, nobaeneHne 0BLEKTOB. CornacoBaHme: S
[N0OBEPEHHLIX HAPAOOB-A0NYCKOB.

L] L L]

I MepeBon cUCTeMbI B aBapmﬁHblﬁ peskum. . e

[C] AyauT nedcTeuii I'IDHI:BDB&TEHEH : :_-‘-, . .

¥ AyauT 0ecTBUiA Nonb3oBaTenei, anmqaﬂ [OAHHEIE ke}.f log w cllpboard

Puc. 99. Okno pedaxmuposanus noib308amenbckol poau
Bce mons goctynHbl ans penaktupoBaHus. Iloisi, BbIIENEHHBIE SKUPHBIM, SBISIOTCS
00s13aTeNIbHBIMU JUTSL 3anofHeHUs. UTOObI COXpaHUTh HM3MEHEHHs, HEOOXOJIUMO Ha)KaTh KHOIKY
Coxpanursb. [Ipy HaxxaTuu KHONKKU 3aKPbITh HUKAKUX U3MEHEHUH B KapTOUKE MOJIb30BaTEIbCKON
PO HE MTPOU3OUJIET.
5.14.3 OOHoBJIeHHe TA0IMIBI M0JIb30BATEIbCKHUX PoJeii
s oOHOBiEHMs 3amucedl B TaONMIIE IOJIb30BATEIBCKUX POJIEH HEOOXOIMMO IIENKHYTh

MBILIBIO HA KHOMKe 06HoBeHns @ , PacmoioOKeHHOW B MPAaBOM BEPXHEHN YacTU TaOIHIBI.

5.14.4 YnaneHue cTPOKH B Tad/ule M0JIb30BaTeIbCKUX pPoJiei

Jlnst ymaneHuss CTPOKH B TaOJHIIE TOJNB30BATEILCKAX POJEH HEOOXOMUMO IIENKHYTh Ha
KHOTIKE Y/IaJICHUsI, PACIIOJI0KECHHOM CIIpaBa B CTPOKE MOJIb30BATEIBCKUX POJICH.
5.14.5 Ynajenune HeCKOJIbKHUX 3anuceii U3 Ta0JMIbI M0JIb30BaTEIbCKUX POJiell OTHOBPEMEHHO

st ynaneHus: HECKOJIBKHUX 3alKCeil M3 TaOJUITBI TTOJIH30BaTEIBCKUX POJICH OJTHOBPEMEHHO

HGO6XOJII/IMO CHa4ajla BbIACIUTL HYXHBIC 3allMCu B Ta6n1/1ue, YCTaHOBUB q)ﬂa)KOK B
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COOTBETCTBYIOLIEM TOJIE cieBa OT noyisi UM, 1mociie 4ero CTaHeT aKTUBHOM KHONKA YAAJMTh,

pacrojoKeHHasi CBepXy HaJl TaOIHIICH.

5.14.6 U3meHeHHne HA3BAHUA poJieii

ITepen Tem, kak u3mMeHuTh HazBaHue poid B SPACE, TpeOyeTcss Ha)kaTh Ha TaJIOUKY Y TTOJIS
Hcnonb3oBaTh 3HaAYEHHE IO YMOJYAHUIO, YTOOBI yOpaTh e€. Toraa mnosie ¢ HOBbIM Ha3BaHUEM JIIS
pojin CTAHCT AKTUBHO. B uém H€O6XOI[I/IMO BBCCTU HA3BAHUC, a 3aTCM HaXaTb Ha KHOIKY
CoxpaHuThb poJiM BBepXy BKIaaku. TpeOyercsi yIoCTOBEPUTHCS, YTO BBI 3apaHee CO3/AalH POJb C
3TUM HOBBIM Ha3BaHueM B Active Directory Users and Computers u 3amanu e€ HYXHBIM
M0JIb30BATENsIM, MHAUY€ POJIb CTAaHET JJII HUX HEAOCTyNHAa. BHYTpeHHHMX MOJb30BaTeneil 3TO He
kocuercs. Ecan Ha nopraji€¢ B MOMCHT M3MCHCHHA HAa3BaAHUA POJIN 6yI[yT HaXO0AUThCA aKTUBHBIC
I10JIb30BATEIH, TO UM BCEM IIPUJIETCS] aBTOPU30BATHCS HA [TOPTAJIEe 3aHOBO.

[IpuMeuanue: HazBaHUs POJIEH, KOTOPBIE 3aJAal0TCA HA 3TOM CTPaHULE, JOJLKHBI COBIANATh BO BCEX
noMeHax. Hampumep, eciiu BBl yKaszaliy, 4TO poJib Julsl mojib3oBatels HassiBaeTcss NEW SPACE USER, to
Takas poyib AoJbkHA ObITh U B AD nomena hq.company.local, u B AD nomena lbdemo.local, a Taxxe u Bo
BCEX OCTAJILHBIX IOMEHAX.

® a5
BT T

’7 [MepcoHantHLle NONL30EATENLCKNE PONK

o iy LDAP

[ 123 123321
[ role_test1400 role_test1400

ROLE_SPACE_USER : ‘ Role_tesi |o [Icnons30eaTs 3HAYSHNE N0 YMOMUAHWIO
ROLE_SPACE_STANDARD_USER : [ ] Mcnons3oBath 3Ha4YeHne No yMOnYaHu
ROLE_SPACE_RESTRICTED_USER : (i ] Mcnons20BaTe 3HAYEHWE MO YMONYaHWKD
ROLE_SPACE_ADMIN : [ ] Mcnons3oBath 3Ha4YeHne No yMOnYaHu
ROLE_SPACE_SUPERADMIN - (i ] Mlcnonk30BaTE 3HAYEHWE NO YMONYAHWKD
ROLE_SPACE_AUDITOR : [ ] Mcnons3oBath 3Ha4YeHne No yMOnYaHu
ROLE_SE’ACE_TRUSTED_AUDITOR : (i ] X Mcnonk3oBaTk 3HAYEHWE NO lymonuauum

Puc. 100. Pacnonooswcenue knonku « Coxpanums poauy
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5.15 IIpocMOTp CHCTEMHBIX HACTPOEK

V3en CucreMHble HACTPOMKM pasjierna YnpaBJjeHHe pecypcamMu Mo3BOJISAET IPOCMOTPETh
TEKYIIHE apaMeTpbl U U3MEHUTh HEKOTOPbIE HACTPOUKH.

Buemne paznen "CucreMHble HACTPOUKHU" BRITVIIUT CIEAYIOUIMM 00pa3oM:

CUCTEMHbIE HACTPOWKN X @ 2123 admin space g ~
MaponsHan nonuTuka Jormpoeanne YCTaHoBKa KOMIOHEHTOB

WcTouHKMK gaHHbIX :
URL : jdbc:postgresql//dbms02-deb space.local:5432/space_db?currentSchema=space

Mone3oBaTtents . space

CucTema QOCTAEKM :

Agpec . hg-12r2-dc01.hg.company.local 4222
WmnA ouepenu : space-queue.core.management
Mma nons3oeatensa Nats . space-core-03
Mapons nonb3oeatena Nats © He zapaqo

Tvn wudpoeanna . He 3anaqo

Puc. 101. Paszoen « Cucmemnvle Hacmpouxuy
B HEM MOXHO y3HATh EPEUUCIIEHHBIE HUXKE TaApaMETPHI:
N CcTOYHHNK JaHHBIX:
e URL — URL 6a3bl 1aHHBIX, SBISIOMICHCS HICTOYHUKOM WH(POPMALIUH JIJISI CUCTEMBI,
e [lonb3oBarens — MOJB30BaTENb, MOJ KOTOPHIM IPOMCXOJUT MOJKIIOUYEHHE K
HCTOYHUKY JIaHHBIX.
Cucrema 1ocTaBKu:
e Agpec - aipec pacroI0KEHUs CEPBEPOB CUCTEMBI JOCTABKH.
e Ims ouepeau - UMs OYEpEN IS B3AMMOJIEHCTBHSI C CHCTEMON JJOCTABKH.

e IImsa mnosb3oBarens Nats - uMsA IOIb30Bareis, MOJX KOTOPBIM IPOUCXOAUT

MOIKIIOUeHHe K Nats.

e [lapons monw3oBarens Nats - mapoib IHOJIb30BATENs, MOJ KOTOPBIM IPOUCXOAUT

MOIKIIOUeHHe K Nats.

e Tun mumdpoBanus - tun mudpoBaHus, BHIOpaHHBIM B cucrtemMe. MOXET ObITh,

Hanpumep, GOST..

5.15.1 M3meHeHMe HACTPOEK NAPOJIbHON MOJUTHKH

I[J'ISI PCAAKTUPOBAHUSA HACTPOCK HapOHLHOﬁ IOJIMTHKH HeO6XO,[[I/IMO HICJIKHYTb Ha KHOIIKY

ITaposabHasi MOJIMTHKA BBEPXY CTPAHUIIBI.
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CUCTEMHbIE HACTPOMKN X%
lMaponbHaA nonuTuka JlorupoBaxue YCTaHOBKA KOMIMOHEHTOB

MNCTOYHUK OaHHBIX :

URL : jdbc:postgresql://dbms02-deb space local:5432/space_db?currentSchema=space
Monk3oBatents - space
CucTtema OCTaBKM :
Anpec : hg-12r2-dc01.hg.company.local: 4222
Wms ouepeau : space-queue core management
Mma noneaoeatend Nats - space-core-03
Maponk none3oeatendA Nats @ He 3anado

Twn wudppoBannA . He zanaHo

Puc. 102. Knonka «Ilaponvuas nonumuxay
OTKpoeTcsi OKHO HACTPOEK MapoibHOM MoIUTUKH. HeobxoaumMo BIOpaTh HOBBIE TapaMeTpPhI
nmapoJis, 3aTeM HaxaTh Ha KHOmNKy CoxpaHutbhb. Eciom mocraButh ranmouky B rpade Kecrtkas
NapoJibHAas MOJHMTHKA, TO MOXXHO OYAeT CO31aTh TOJBKO IapoJib, YAOBJIETBOPSIOIINI BCEM
TpeOoBaHusAM. B ciydae, eciu Takas rajouyka OTCYTCTBYET, TO NPHU CO3JAaHHU MPOCTOTO MapOJIs
M0JIb30BATENI0 OYIIET BHIBEICHO YBEAOMIICHHE O TOM, YTO €0 Mapojib HE COOTBETCTBYET MAPOJIbHOM

IMOJIMTUKE, OJHAKO OH BCC paBHO CMOKET €0 OCTaBUTD.

lNaponbHaa nonuTuka b4
MuHUMansLHan
anvHa 12 - | + ’
napona . J
[ Conep*mT UMdpsl ..
[ Pty
Conep#uT U CTPOYHLIE, I npanumﬂe&ﬁyueu
- . ]

.
L e |
Copep#uT cneunansHble CUMBONBL.-

[CI2ecTkaa naponkHan NonuTnKa
: i g

- - .
- e
- [
v .
v =

L]

CoxpaHuTs

Puc. 103. Knonka « Coxpanumoy

JakpbITh
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5.15.2 N3mMeHeHMe HACTPOEK YPOBHS JTOTHPOBAHUS

Jlnsi penakTUpOBaHUS HACTPOEK YPOBHS JIOTMPOBAHUS HEOOXOIUMO IIEIKHYTh HAa KHOIKY

JlorupoBaHnue BBEPXY CTPAHMIIBI.

I'IapoanaH NONMTHKa | HOFHDDBHHHG YcTaHoBKa KOMMOHEHTOB

McToYHMK OaHHBIX :

URL : jdbc:postgresql://dbms02-deb space local:5432/space_db?currentSchema=space
Monk3oBatent . space
Cuectema OocTaBKM :
Anpec : hg-12r2-dc01.hg.company local: 4222
MmA oyepeam . space-queue.core. management
MmaA nonbaoeatend Nats ;. space-core-03
Maponk nonkaoeatena Nats - He zapano

Twn wudppoBaHuAa - He 3anaHo

Puc. 104. Knonka «Jlocuposanuey
OTkpoeTcss OKHO HACTpPOIlKM JorupoBaHus. JlaHHOE OKHO MO3BOJISIET BHIOpaTh YpPOBEHBb
JIOTUPOBAHUSA Ui pa3IMYHbIX KoMIOHEeHTOB cuctembl SPACE. HeobxomuMo BbIOpaTh HOBBIE

rapaMmeTpsl, 3aTeM HakaThb Ha KHONKY COXpPaHMTh.
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HacTpoika norMpoBaHuA b4

Anpec syslog : ()
YpoBeHb
norupoBaHus v|@
HAopa :
YpoBeHb .
nornpoeanna  DEBUG -0
LauncherManager -
.
YpoBeHb Lol
norupoeanna  DEBUG v 0
Launcher : e
YpoBEHb :
nornpoeanmna  DEBUG v D
Watcher : - L ' -
YpoBEHb
nornpoeanna  DEBUG ol i ]

AreHta napone :

Puc. 105. Knonka « Coxpanumuy

5.16 ¥YmnpasiieHue napamerpamMu GpuibTpaluu

Bxnagka Ilapamerpsl ¢puabTpanuu B y3ne KypHana coObITHil pa3zfena YnpasieHHe
pecypcaMu CIYXXUT JJs TOro, yToObl HAacTpauBaThb YBEIOMIIEHUS Ul aJIMUHHUCTPATOPOB 00
oTpe/ieNIEHHBIX JAeUCTBUAX Ha MOpTaJe.

Crpanuua [IapameTrpsl (puabTpanuu Mo3BOJISIET aAMUHUCTPATOPY:

e [IpocmarpuBath napameTpsl PUIbTPALNH;

e JloGaBasaTh/peakTUPOBATh MapaMeTphl GUIbTPALIUY;

e OOGHOBJIATH CTPAHUILLY TAPAMETPOB PUIBTPALUH;

e Vnaniare napameTpsl GUIbTPALNY;

e EIMHOBpEMEHHO yAalNsATh HECKOJbKUX 3amuced u3 TaOnMIbl TMapaMeTpoB

bunbTpanuy;
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e EnuHoBpeMeHHO 3amaBarth BuemnHue ID mis Heckonmpkux 3ammceid U3 TaOIUIBI

napameTpoB (pUIbTpAIHH.

5.16.1 IMpocmoTp mapameTpoB GUIAbTPALMHI

Brernine pasaci mpeacTaBJICH B BUAC Ta6JII/II_ILI CO CITMCKOM IIapaMCTpPOB.

[Napamerpbl (ounsTpaumn % @ 2123 admin space g -
bz i 3arpyxeHo: 1
S Bcero sanunceii: 1
8 Havencsaue | TwmoSverros (Craye _____flsicrwe | Napaerpes g l

[ testfilter-2018 JUMP_SERVER WameHeH OTnpaBuTe cobeITHe n... test@email.com

Puc. 106. Cmpanuya «Ilapamempol ghurompayuu»

Onwucanue napaMeTpoB QHIbTPAIIH:
e HawnmMeHoBaHue - Ha3BaHUE MapaMeTpa QUIbTPALTUH.
e Tum 00beKTOB - TUN O00BEKTa, Ha JEHCTBHS C KOTOPHIM HACTPOEH IMapamerp
¢bubTpanum.

L CTaTyc - HeﬁCTBHC, COBEpHIAEMOE C 3TUM O6’beKTOM, IIOCJIE KOTOPOI0 NpUXOAUT

YBEIOMJICHHE.
e JleiicTBHe - TO, KAKMM 00pa30M yBEJOMIISIETCS aIMUHUCTPATOP.

e [lapamerpsl pnelicTBUS - ajapec WM 3JIEKTPOHHAs MOYTa, KyAa MPUXOAUT

YBEIOMJICHHE.
e Buemnuii ID - nng unarerpaunn croponaux cucreM ¢ API sPACE.
5.16.2 /lo6aBieHue HOBOro mapamMeTrpa GpuabTpauuu

(DYHKI_II/IOHaJ'I I[O6aBJ'ICHI/IH napameTpa (1)I/IJ'ILTpaI_II/II/I BbI3bIBACTCA HAKATUCM Ha KHOIIKY

Jo6aBuTh, pacoiOKEHHYIO B BEPXHEH 4acTH TaOJIUIIBI.

I'Iapamerpu hunsTpauum X @ 2123 admin space g ~

3arpy:keHo: 1
Sanats Brewtwi ID Bcero 3anuceit: 1

|:|—l

[ testfilter-2018 JUMP_SERVER N3ameHeH OTnpaeuTs cobuiTie n... test@email com

Puc. 107. Knonka «/{obasumovy napamemp ¢unbmpayuu
[Ipy HaxkaTMu Ha 3Ty KHONKY TIOJIb30BaTeNi0 Oymer BbIBeAeHa (opma go0aBiIeHUS

ImapamMeTpa (pI/IJ'IBTpaI_II/II/I. OHa COCTOHT U3 HECKOIbKUX ITYHKTOB!

e HaumenoBanue (00s3aTeIbHOE T0JIE) - HA3BaHUE TTapaMeTpa GUIbTPAIUH.
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[Tapamerpsr ¢unbTparun no momo "Onucanue" - ecnu  HY)KHO HACTPOHUTH
JIOTIOJTHUTEIHHO, MOYKHO YKa3aTh 3TO B molie "Onucanue" 00beKTOB.

Buemnuii ID - s unrerpaunn croponHux cucreM ¢ API sPACE.

Tun oOBeKkTOB - TUI 00BEKTa, Ha ACUCTBUS C KOTOPHIM HACTPOCH MapaMeTp
¢bubTpanum.

Cratyc - geiicTBHe, COBEpIIaeMO€ C TUM OOBEKTOM, IOCJIE€ KOTOPOrO MPUXOIUT
YBEIOMJICHHUE.

WNnentudukatop moib30BaTeNsl - KAKOH MOJB30BaTENb JIOJDKEH COBEPIIUTH 3TO
neiicteue. Ecnu mose ocCTaBieHO MYCTHIM, TO YCJIOBHUE NPUMEHSIETCS KO BCEM
10JIb30BATENISIM.

YpoBeHb JIOTUPOBAHUS - YPOBEHb JIOTHPOBAHMS, HA KOTOPOM JIOJHKHO MPOU3OWUTH
TIENCTBUE.

JleiicTBre (00s3aTeIBHOE T10JIC) - TO, KAKUM 00Pa30M YBEAOMIISETCS aIMUHUCTPATOP.
MosxHO BBIOpaTh OTMPABKY YBEJOMIIEHHS MO CETH JIOTOM WM Ha 3JIEKTPOHHYIO
MouTYy.

Anpec/Iloura (o0si3aTenbHOE MOJIE) - AOMOJHUTENBHOE TOJIE, KOTOPOE MOSBISETCS
ocJie BeIOOpa ACHCTBHsI. B 3aBUCUMOCTH OT BBIOPAHHOTO JCHCTBHS (IO CETH JIOTOM
WM OTIpaBKa I10 MOYTE) 37eCh TPeOyeTCsl yKazaTh aApec WK 3JIEKTPOHHYIO MOYTY,

Kyaa 6y)1eT OTHPABJICHO YBECAOMIICHUC AJII aIMUHUCTPATOPA.

Ilocne 3anmoaHEHUS BCEX TaHHBIX HeO6XO,I[I/IMO Ha’XXaTb Ha KHOIIKY COXpaHI/ITb.

5.16.3 PepaxkTupoBanue napamMerpa GUJibTpanuu

OyHKIIMOHA PeJaKTUPOBAHUS MapaMmeTpa (GUIbTPALUU BBI3BIBAETCS NMPU JTBOMHOM IIETYKE

Ha HAMMEHOBAHHH MapaMeTpa B TaOJIUIIe.

byner

BBIBEJICHO OKHO C HHpopManuel o mnapaMeTpe W aKTUBHOM KHOIKOMH

PenakrupoBanme. [locne HaxxaThs Ha 3Ty KHOIIKY ITOJISI CTAHYT JOCTYIIHBI IS PEAAKTUPOBAHUS.

109



PenaktupoBarb

|

HammeHoBaHue : test-filter-2018 (i ) i JUMP_SERVER x :
Tun 0DLEKTOB - i ]
0 BeeauTe 3HayeHMA v
x
MapameTpbl Craryc . mﬁ_ (i ]
r 3 eHM1A
UALTPALMM N0 BeeauTe 3Ha4eHHA o v {
nomnw MpeHTudukarop e
OnucaHue” - . BeenuTe 3HaueHWA v @
nonbL230BaTens : e
YpoeeHL ‘@
NOrMpOBAHNA -
[ Mcnons30eaTh Kak perynapHoe Boipaxesue a
Deitcteue : OTNpaenTs coBbITUE MO NoyTe v @
BHewHwii 1D - PO e .
Movrta : test@email.com (i ]
* .' 1§
. . .
‘e

Puc. 108. Oxno peoakxmuposanus napamempa gurempayuu
Bce moms poctynHbl ans penaktupoBaHus. [lomsi, BbIIENEHHBIC >KUPHBIM, SIBISIFOTCS
00s13aTeNbHBIMU JUTSL 3aroTHEHUA. UTOOBI COXpaHWUTh M3MEHEHHs, HEOOXOIUMO Ha)KaTh KHOIKY
Coxpanutb. [Ipy HaxkaTuu KHONKH 3aKpbITh HUKAKMX HM3MEHEHHII B KapTOUKe MapamMerpa
(GUIbTpaluU HE TPOU3OUICT.
5.16.4 O0HoB/IeHUe TAOJUIBI TAPAMETPOB (PUIbTPALINH
Jlns oOHOBiEeHUs 3amuced B Tabiuile mapamMeTpoB (UIBTpAllMd HEOOXOJUMO IIEIKHYTh

MBIIIBI0 HAa KHOIKE OOHOBJICHHUS @ , pacnonomeHHoﬁ B npaBoﬁ BerHefI qacTu Ta6J'II/II_U>I.

5.16.5 YnajeHue cTpOKH B Ta0JMIe NapaMeTpoB GUJIbTPaLUH

Jns ynaneHus CTpOKM B TaOiMile mapameTpoB (MIBTpAallMd HEOOXOJUMO IIEJIKHYTh Ha
KHOIIKE Y/1aJIeHHUs1, pacloI0KEHHOM CIIpaBa B CTPOKE MapaMeTpoB (hUIbTPALHH.
5.16.6 YnajeHue HeCKOJIbKHUX 3anuceii u3 Ta0JMIbI TapaMeTPOB GUIbTPALUH OTHOBPEMEHHO

I[J'If[ yYAaJICHUA HECKOJIBKHUX 3ammcei u3 Ta6J'II/II_ILI mapaMeTpoOB (bI/IJ'ILTpaI_[I/II/I OIHOBPEMCHHO
HGO6XO)II/IMO CHa4ajla BbIACIUTL HYXHBIC 3allMCu B Ta6nnue, YCTaHOBUB @namox B
COOTBECTCTBYIOIIEM II0JIE€ CJICBA OT ITOJIA I/IMH, IIOCJIe YEero CTAaHET aKTHBHON KHOIIKA YZIa.]II/ITl),

PacCIoJIOKCHHAaA CBCPXY HAl Ta6J'II/II_ICI7L
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5.16.7 EnunoBpemMeHHoe 3agaHue BHemHero ID 1isi HecKOJBKHUX 3anmuceil w3 Ta0aUIBI
napaMeTpoB GuIbTpauu

Jns enmHOBpeMEHHOrO 3afaHus BHEIHEro ID g HECKOJIBKMX 3amucel CHadajla CIeayeT
BBIJIEIUTE JKeJlaeMble 3aIlllCu B TaOJIMIle TaJoO4KoW ciieBa OT mmojis Mms, Ioclie 4Yero craHer

akTUBHOM KHOTKa 3aaaTh Buemnuii ID, pacrnonokeHHast CBEpXy HaI TaOIUIEH.

5.17 VYmnpasiieHHe OTYETHOCTBIO O COOBITHUSIX

Bxnaaka Co0biTusa B y31e ZKypHaua coObITHH pa3zeia YnpasiieHHe pecypcaMM CIyKUAT
JUIS TOTO, 4TOOBI IPOCMATPUBATH JIOT BCEX JEUCTBUN Ha mopraie. Takke OHA MO3BOJISET CKayaTh
Jor B BUC (paiiyia Ha MalIMHY aJIMHHHCTPATOPA.
Crpanuua [Iapamerpsl puabTpanuu Mo3BoISIET AAMUHUCTPATOPY:
e [IpocMarpuBaTh COOBITUS Ha NOPTAJIE;
¢ Brirpyxars coObITHS B BUJIE JIOTQ,;

e OOHOBIATH CTPaHUILy COOBITUI.

5.17.1 IIpocmoTp coObITHII HA IOPTAJIe

Buemne pasaci MpeacTaBJICH B BUJC Ta6.]'II/II_[I>I CO CIIMCKOM IIapaME€TpPOB.

@ 2123 admin space g -
Buirpy3auTh B [l BuirpyauTs B 3arpyxeHo: 100
Bcero 3anucei: 57103
v v v 7
Tnobverra  (Cramyc.. Omcamwe  Yaemaamoance |Ypomon. Mwmre.. | Cosman
HTTP_SESSION  CREATED  {"ip":"™27.0.0.1", "userAgent” . "M... main.ad-user-lizzz@nternal INFO main 25.01.2024 21:01:24 |2
HTTP_SESSION  MODIFIED { "isActive" : false } UNKNOWN INFO 25.01.2024 21:01:19
TASK MODIFIED  {"CredentialSet" - [{"id" - 2381, "na_ main-admin@internal INFO main 25012024 20:42-46
TASK MODIFIED  { "AdminObjectSet" - [ { "id" - 21494, ... main:admin@internal INFO main 25.01.2024 20:42:06
TASK CREATED {"name": "igor-astras", "ApproverS... main:admin@internal INFO main 25.01.2024 20:41:51
HTTP_SESSION  CREATED {"ip":-"192.168.101.3" "userAgent’ . main-admin@internal INFO main 25.01.2024 20:40-48
HTTP_SESSION  MODIFIED { "isActive" : false } UNKNOWN INFO 25.01.2024 20:40:22
CREDENTIAL MODIFIED  { "secret" . "96eb5e9bb0ed4bc9d165... main.:admin@internal INFO main 25.01.2024 20:38:10
CREDENTIAL CREATED  {"userName" - "test", "name" - "oa- main-admin@internal INFO main 25012024 20-38:09
TASK MODIFIED  {"AdminObjectSet" - [{"id" - 737,"_. main-admin@internal INFO main 25.01.2024 20:34:07
TASK MODIFIED  {"AdminObjectSet" . [ { "id" - 737,"... main.admin@internal INFO main 25.01.2024 20:32:17
TASK MODIFIED  {"AdminObjectSet" : [ { "id": 737,"... main:admin@internal INFO main 25.01.2024 20:32:06
HTTP_SESSION  CREATED  {"ip"- ™27 001" "userAgent” - "M main-ad-user-lizzz@internal INFO main 25012024 20:27-54
JUMP_SERVER MODIFIED {inUse=true} main.admin@internal INFO main 25.01.2024 20:26:36
HTTP_SESSION  CREATED  {"ip":"127.0.0.1", "userAgent” . "M... main:admin@internal INFO main 25.01.2024 20:25:45
HTTP_SESSION  MODIFIED  { "isActive" - false } UNKNOWN INFO 25.01.2024 20:25:12
HTTP_SESSION  CREATED  {"ip":"192.168.101.3" "userAgent"... main:admin@internal INFO main 25.01.2024 20:12:25

Puc. 109. Cmpanuya « Cobvimus»
Omnrcanue mapaMeTpoB TaOIUIIBI COOBITHIA:
e Tum oObeKTa - TUI 00BEKTA, C KOTOPBIM OBLIIO TPOU3BENICHO JIEHCTBUE.
e Cratyc - nelicTBUEe, COBEPIIEHHOE C 3TUM OOBEKTOM.

e OmnucaHue - OMMCAHUE COBCPIICHHOT'O JIeHCTBHS.
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e VYyeTHas 3alKCh - KAKOM MOJIb30BATENIb COBEPIIIII 3TO JEHCTBHE.
e VYpOBEHb JIOTUPOBAHUS - YPOBEHB JIOTUPOBAHUS, HA KOTOPOM TPOU30IILIO JCHCTBHUE.
e lIMs TeHAHTa - TEHAHT, B KOTOPOM IIPOU30LLIO JICUCTBHUE.

e Co3znaH - BpeMsi, KOrjia Mpon301LIO0 ICHCTBHE.

5.17.2 Bbirpy3ka Jora co0bITuii B Buje (aiina

AJMUHHUCTpATOp MOXET 3arpy3uTh K cebe Ha KommbioTep ¢aill, B KOTOPOM COOpaHbI
COOBITHA. DTO MOXKHO caenath B popmare .csv u Exel, Ha’kaB Ha COOTBETCTBYIOIIYIO KHOIKY HaJl

Tabuuen coObITUIA.

@® 2123 admin space g -
Buirpy3uts & il BLirpy3uTs B 3arpyseo: 100
Bcero zanucei: 57103

v v v -
TunoGvera  Crarye . Omecamse ____Veemassanwcs ___Vpomen |Mware _____ Coomai’ |

HTTP_SESSION CREATED  {"ip"- ™27 001" "userAgent” - "M main-ad-user-lizzz@internal INFO main 25.01.2024 21:01:24 |2
HTTP_SESSION  MODIFIED { "isActive" : false } UNKNOWN INFO 25.01.2024 21:01:19
TASK MODIFIED  {"CredentialSet" . [ {"id" : 2391, "n main.admin@internal INFO main 25.01.2024 20:42:46
TASK MODIFIED  {"AdminObjectSet" : [ { "id": 21494,... main:admin@internal INFO main 25.01.2024 20:42:06
TASK CREATED  {"name" - "igor-astra5”, "ApproverS main-admin@internal INFO main 2501 2024 20-41-51
HTTP_SESSION CREATED  {"ip":"192.168.101.3", "userAgent"... main:admin@internal INFO main 25.01.2024 20:40:48
HTTP_SESSION  MODIFIED { "isActive" : false } UNKNOWN INFO 25.01.2024 20:40:22
CREDENTIAL MODIFIED {"secret" - "96eb5e9bb0edbcdd 165 main-admin@internal INFO main 25.01.2024 20:38:10
CREDENTIAL CREATED  {"userName": "test", "name" . "oa-... main:admin@internal INFO main 25.01.2024 20:38.09
TASK MODIFIED  {"AdminObjectSet" . [ {"id": 737,"... main:admin@internal INFO main 25.01.2024 20:34.07
TASK MODIFIED  {"AdminObjectSet" : [ {"id" - 737," main-admin@internal INFO main 25012024 20:32:17
TASK MODIFIED {"AdminObjectSet" : [ {"id": 737," main:admin@internal INFO main 25.01.2024 20:32:06
HTTP_SESSION CREATED  {"ip":"27.0.0.1", "userAgent” . "M... main:.ad-user-lizzz@internal INFO main 25.01.2024 20:27:54
JUMP_SERVER MODIFIED [mUse true} main:admin@internal INFO main 25.01.2024 20:26:36
HTTP_SESSION CREATED  {"ip"- ™27 001" "userAgent” - "M main-admin@internal INFO main 2501 2024 20:25°45
HTTP_SESSION  MODIFIED { "isActive" : false } UNKNOWN INFO 25.01.2024 20:25:12
HTTP_SESSION CREATED  {"ip":"192.168.101.3", "userAgent"... main:admin@internal INFO main 25.01.2024 20:12:25

Puc. 110. Knonka «Bulepysumuvy 102 codvimuii

Ecnu coObITHii CIUIIKOM MHOTO, TO MOXKET HOTpC6OBaTLC$I BPYYHYIO BBECTHU AHUAIIA30H.

5.17.3 O6HoBJIeHHE TA0IUIBI COOLITHI

Z[J'I)I OOHOBJICHHUS 3aIlCEH B Ta6J'II/II_Ie COOBITHI HCO6XOI[I/IMO IOCJIKHYTh MBIIIIBKO HAa KHOIIKE

oGHoBeHns @ | PacroJI0)KEHHOU B MPaBOM BEpXHEW YacTh TaOIUIIBI.

5.18 ¥YmnpasiieHue BHyTpeHHeii cucteMoii aynurta ceancoB (BCAC)

Cucrema SPACE mnosBomser OCYHICCTBJIATL BUACOAYAUT CUCTCMBI, OJId 3TOTO Yy HEC CCTh

CHelHaJIbHBIM BCTPOSHHBIN (QYHKIIMOHAJ, HACTPOMKA KOTOPOTO MPOU3BOAUTCSA B COOTBETCTBYIOLIEM

pazaene. BupeoayauTt CIyKUT Uisl 3allMCH CKPUHIIOTOB CE€AHCOB W JIEUCTBUI MOJIb30BATENIEH.

BHYTpCHHSISI CUCTCMa BHACOAYAUTA HC Tpe6yeT JIOOJIHUTEIbHOM YCTAaHOBKH W TIIOCTABJIACTCA

BMmectTe ¢ CUCcTEMOIA.
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Crpanuiia BHyTpeHHUIl BUA€0AYAUT MO3BOJISIET aIMUHUCTPATOPY:
e [IpocMarpuBaTh mapamMeTpbl BHYTPEHHENW CUCTEMBI BUJIEOAYAUTA CEAHCOB;
e OO6HnoBmATh crpannny BCAC;
e PenaktupoBats napamerpbl BCAC rio6ansHo;
e Hacrpauats napamerpsl BCAC s otnensHoro cepsepa 3C;

e Bribupats ctpateruto 6anancuposku xpanwiuig BCAC.

5.18.1 IIpocMoOTp nNapaMeTPOB BHYTPEHHel CHCTeMbI BH/I€Ay1UTA CEAHCOB

BHemnrHe pasnen nmpeacTaBieH B BUJE CITMCKA ITAPAMETPOB, a TAKXKE CITUCKA HACTPOEK 3alUCH

11t Bcex cepeepoB 3C.

BHYTpEHHHIA BuaeoaynuT (Ha X @ spc-user-001 g -
BanaHcHpOBKa XpaHWHLY @
BIIIH04NTE BHYTPEHHUI BUAE0BYANT

— InoBansHble HACTPOITKK

¥ BrmioyuTe 3anuce
HTepBan perynApHOi 3anuc (cekyha) © | 3.6 =+

BrniounTe Key Logger

— Xpanunuua BCAC

ﬂ.
[0 DESKTOP-VQSRPRB.webc.local O 70
[ astra-vm m] 61 @
[ WIN-EPGI0JO35GT ] 87 @
O WIN10-X64-DEV-1.webc.local O 51 @
B 96152aec5af? 21 @
E hg-12r2-js01-test HQ COMPANY.LOCAL <]
B aferon [m] 33 @
B Triclops ] 16

— HacTpoiiku ana cepeepos 3C

__ Key Logger unioven pammme BGAC

hg-12r2-js03.hg.company.local ng-12r2-js03.hg.company.local 3.6 3] ABTOMaTHYECKA E
js01-12r2 space local js01-12r2 space local 36 Nng-12r2-js01-test HQ COMPANY L
sea-pc.space.local 36 ABTOMaTU4ECKH

host-docker-internal host.docker.internal 36 ABTOMaTUYECKH

test test2 36 ABTOMATUHECKM
hg-12r2-js01.hg.company.local ng-12r2-js01.hg.company.local 36 ABTOMaTUYECKH
Ibd-12r2-js01.Ibdemo.local Ibd-12r2-js01.Ibdemo.local 3.6 ABTOMaTHYECKH

‘wDIG-12r -i502 Ibdemo local Ibd-12r2-is02 Ibdemo local Il 36 ¥ ha-1212-is01-test HQ COMP, N;f \_‘_I'_.

Puc. 111. Cmpanuya « Buympenuuii udeoayoumy
OrnucaHue napaMeTpoB BHYTPEHHEW CUCTEMbI BUJIE0AYIUTA:
e BrxiounTte BHYTPEHHMH ayAMT — KOrJa 3TOT MapaMeTp BKIIIOYEH, BHYTPEHHSS
cUCTeMa BUJIe0oayinTa paboTaeT 1 3alMChIBACT BCE CEAHCHI,
e [o0anbHBIE HACTPOWKU — HACTPOUKH, KOTOPHIC MO YMOJIYAHUIO TTPUMEHSIOTCS IS
BHJIe03anuceit co Bcex cepBepoB 3C, €ciu A HUX HE 33JIaHbl JINYHbIE TapaMeTpHI;
e BrirounTts 3amuch — MapameTp, OTBEYAIOUIMI 3a CO3JAaHME BHJICO03ANUCH KaxJ0ro

ceaHca,
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e UHrepBan perymsipHOil 3amucu (CEKyHI) — TMPOMEXKYTOK BPEMEHH, C KOTOPHIM
JIeNaloTCsl CKPUHIIOTHI ceaHca. YeM wyaiie OHM JeNaloTcsi, TeM Oojee MmoapoOHOM
OyZeT 3amuch, HO MIPH 3TOM OHA 3aHUMAET Bce OOJIbIIIE MECTa,;

e Brxmounts Key Logger — mnpu BKIIOYEHHOM IIapamMeTpe BeNETCSA 3allUCh BCEX
KJIaBMILI, HAXKATBIX MOJIb30BaTesieM. /[ Moucka mo HUM HMCHOJIB3YETCsl TOMCK IO
METaJJaHHBIM;

e Hacrtpoiiku s cepBepoB 3C — mepcoHaJbHbIE HACTPOMKU MEPEUUCICHHBIX BBIIIE
[apaMeTpoB, KOTOpbIE MOKHO YCTaHOBUTH [l Kaxzaoro cepeepa 3C 1o

OTIEILHOCTH;

o Xpanunuine BCAC — onpenenennoe xpaHuiauuie i JaHHoro cepsepa 3C.

5.18.2 O0HOBJIeHHE CTPAHUIILI BHYTPEHHET0 BHI€0ayIUTA

HJ'ISI 0OHOBJIEHUS CTPAHUIIbI BHYTPCHHEI'O BUACOAYANUTA CIIYKUT COOTBCTCTBYIOILIAA KHOIIKA

OOHOBUTB, pacIOI0KEHHAs B IPABOM YaCTU BEpPXHEH MaHEIH.

BHYTpeHHWA BUAEoAyauT (Ha... X spc-user-001 e =
[7 BkniounTh BHYTPEHHMI BUOEOAYAUT @

rnoGanbHble HACTPOKN
liﬁknmmb 3anuce

WHTeDRAN pDervinanHoii 3anucy (CekvHn) « 36 -+

Puc. 112. Pacnonoowcenue knonku « ObHosum »

5.18.3 PenakTupoBaHue rio0ajabHbIX HACTPOEK BHYTPEHHET0 BUI€0ayIUTA

Jlis OOHOBIEHUS pPENAaKTUPOBaHMS TJI00ANbHBIX HACTPOEK BHYTPEHHETO BHUEOAyINTa
JIOCTaTOYHO TOCTaBUTH/yOpaTh rajodyky B HYKHOM rpade WiM HW3MEHWTh 3Hau€HUE HHTepBaja

3alliuCH, a II0TOM 3a(bI/IKCI/IpOBaTB HU3MCHCHUS, HAXKAB Ha 3aropeBIIYIOCA KHOIIKY COXpaHI/ITb.

[V BnioumTb BHYTPEHHMIT BUAEoayanT @
MoBanbHble HacTpoikn
BI04 Th 3anich

WMHTEpBan perynspHoin 3anucn (CekyHa) 3.6 — |-

Dmmwmu Key Logger

Puc. 113. Brriouenue ¢hynxyuu Key Logger u knonka « Coxpanumaoy
5.18.4 Ynanenue cTpoku B Ta6auue xpanuauim BCAC

Jlnst  ynmaneHus CTpPOKM B TaOJNMIE CIY)KHUT COOTBETCTBYIOIIAS HWKOHKA Y IAJHUTh,
pacroJIoKEHHasl B TIPaBOM YaCTH CTPOKH 3aMMKCH. Y JAIUTHh MOKHO TOJIBKO T€ XPaHWINIIA, KOTOPHIE

HC ABJIAIOTCSA aKTHBHBIMU.
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— Xpaxunuwa BCAC

|:|l

DESKTOP-VQORPRB webc local 57 @ [4

astra-vm 61
70

87 @
51 @
NaN @ (5

astra

WIN-EPGI0JO35GT
WIN10-X64-DEV-1.webc.local
core02-deb.space.local

OOoooma
o o

Puc. 114. Pacnonoowcenue knonku « Yoanumaoy

5.18.5 PepakTupoBaHHe HACTPOEK BHYTPEHHEr0 BUA€0ayANTa J1Js 0TAeabHOro cepsepa 3C

UroOsl otpenaktupoBath Hactpoiiku BCAC mis oxgHoro ompenenénnoro cepsepa 3C,

Heo0X0IMMO HaXKaTh HA HA3BaHHE JaHHOTO cepBepa B Tabmuie Hactpoiiku ais cepsepos 3C:

— HacTtpoiikm ans cepeepos 3C

m— Koy Logger sumoven Xparmmmmue BCAC \

hg-12r2-js03.hg.compan... | hg-12r2-js03.hg.compan..

[«

36
3.6
3.6

test0409.hg.company.local
sea-pc.space.local DESKTOP-VQY9RPRB.w...
test test2

H®

m

B EEE

test

&

Puc. 115. Bwibop cepsepa 3C
ITocne 3TOrO OTKpPOETCS OKHO € mHapamerpamu jAaHHOTO cepsepa 3C, KOTOpBIE MOXKHO

W3MEHHTH 110 CBOEMY KEJIAHUIO U HAXKaTh Ha KHONKY COXpaHuTh [Tl PUKcaIiy pe3ybTaTa.

an\L
HacTpoiikn BHyTpeHHero Bugeoayguta ana Cepsepa 3C b 4

19

" Mma @ hg-12r2-js03.hg.company.local

O FQDN : hg-12r2-js03.hq.company.local o
Kcnonbaosath rmobanbHble HaCTpOI?IKg
: .' e’

c ¢ -

L HTepBan 3anucu : ‘e ¢ o

] ‘ v L ]

. i Sl|corc02-12r2 SPACE LOCAL A
core02-12r2.SPACE.LOCAL v

or BCAC : .. v,

lo b ¢ ’

ce CoxpaHutb 3aKkpbITh

Do e goy e

Puc. 116. Oxno nacmpoiiku enympenne2o sudeoayouma ois cepsepa 3C

5.18.6 Bwioop crparerun 6anancupoku xpanuiaum BCAC

UToOBI OTpEeNaKTUPOBATh CTPATETUIO OATaHCHUPOBKM XPaHUIUIL TpeOyeTcs HaxaTh Ha

KHOTIKY bajlaHCHpOBKa XpaHUJIMII BBEPXY CTPAHHUIIBI:
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Mpoeaineps! ayreHTudmkaunn X | Nuuenans X | Bryrpexnwii eupeoayant (Ha... X
= BanaHCUpOBKa XpaHWunaLLy

BKNIOUWTE BHYTPEHHWA BUASOAYONT

MmobaneHble HACTROWKW

BrniouwTe 3anMck

Puc. 117. Knonxa «banancuposxa xpanunuuy»
B mosiBUBIIEMCSI OKHE MOKHO BBIOpaTh CTpaTernr0 OalaHCUPOBKU. B JaHHBI MOMEHT

JOCTYITHA TOJIbKO OaTaHCUPOBKA IO CBOOOJHOMY ITPOCTPAHCTBY.

{E==1)

Hacrpoiika banaHCMpoBKA XpaHWUIALL, b4

Crpaterua GanaHcupoBku :  [lo ceoDofgHoMy npocTpaHcTey v @
-

[
& . w

Puc. 118. Hacmpoiixa barancuposxu xpanuiuuy

5.19 IIpocmoTp cratyca kKOMINOHeHTOB CHCTEMBbI

JlanHasi cTpaHWIla TO3BOJIAET Y3HATh CTaTyc Bcex KomrmoHeHToB Cucrtemsl. OHa
MPUCYTCTBYEeT OJHOBPEMEHHO B pasiene YmpasieHue cucremoii (B yzne Hudopmauus o
cucTeme) U B pa3jelie YnpaBiieHHe pecypcamMu (Kak oTAelbHas BkIaaka). Paznen Ympasienue
CHUCTEMO#i JOCTYIIeH I aMHHHCTpATOpa TEHAHTA, MOATOM TaM €CTh WH(OPMANHUS TOJIBKO IS
TEKYIEro TeHaHTa (ype3aHHasi BEepCHs TaOJIMIIBI), B TO BpeMs Kak pa3ziesl YNnpaBjeHHe pecypcaMmu
JOCTYTICH JUIsl TEXHUYECKOTO aJIMUHUCTPATOPa, U TaM eCTh HHPOpMAITUs IO BCEM TEHAHTaM.

B pamkax mpocMoTpa 3TO# CTpaHHIIBI aJIMUHUCTPATOPHI MOTYT BBITIONHSTEH CIEAYIOLIUE
JEUCTBUA:

e [IpocMarpuBaTh HHPOPMAIIHIO O KOMIIOHEHTAX CHCTEMBI;

e OuIbTPOBATH SJIEMEHTHI 110 PA3IUYHBIM MTApAMETPaM;

e (OOHOBIATH TAOJHUITY CTATyCa KOMIIOHEHTOB;

e DKCIOPTHPOBATH KOMIIOHEHTHI CUCTEMbI B BHIe html-daiina;

e bBrICTpO y3HABATh O COCTOSIHUM CUCTEMBI IO MHAUKATOPY «CBeTO(GOp».
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CTpaHI/II_[a CTaTyCa KOMIIOHCHTOB IIPCACTaBJICHA B BHIC Ta6JII/II_IBI, KOTOpasi BBITJISAAUT

CJIEIYIOIIM 00pa3oM:

®

HaumeHnoBaHue 3HauyeHne

[+ & flopa cuctembl
#-- & Cepbepbl 3C
[+ & Anpeca DNS
[+ & KoHTponnepsl qoMeHa

[+]- & CocToAHuWe Xpannnuwy BCAC

Puc. 119. Paszoen «Cmamyc KOMROHEHMOBY
[TapameTpsr:
e HaumeHoBaHUE — Ha3BaHUE KOMIIOHEHTA CUCTEMbI WJIM BKJIAJIKU C HUMH;
e 3HaveHUE — 3HAUYEHUE, COOTBETCTBYIOLIEE JTAHHOMY KOMIIOHEHTY CUCTEMBI.
LIBeT cTpoku B TaOJIMLIE COOTBETCTBYET CTATYCy KOMIIOHEHTA CUCTEMBI:
e 3enéHblil — BCe XOPOIIIO;
e JK&nTeIii — ecTh HEOOBIINE OTKIIOHEHHUS B TIPE/IEIax TOMYCTUMBIX;

e KpacHsblil — 3HaUNTENBHBIE POOIEMBI B PA0OTE 3TOTO KOMIIOHEHTA.

5.19.1 IIpocMOTP KOMIIOHEHTOB CHCTEMbI M UX 3HAYEHMTH

YroObl TPOCMOTPETh KOMIIOHEHTHI ONPEAETICHHON KaTeropuu, HEOoOXOIMMO HaKaTh Ha

KHOIIKY IVIKIOC pAAOM C HAUMCHOBAHUECM.

Mou ceaHchl X | CTaTyc KOMNOHEHTOB X
JECNOpPTUPOBATH Pa3pepHyTh

HaunmeHoBaHue

‘ [+ §& Cepsepbl 3C
- & Anpeca DNS
- & KoHTponnepsl AoMeHa

Puc. 120. Kuonka natoc

[Tocne 3TOr0 packpoeTcst MoAPOOHBIN CITUCOK COCTABIISIONIHX .
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Mow ceaHckl ¥ | CTaTtyc KOMNOHEHTOB ¥

HaumeHoBaHuWe 3HayeHue

- &3 Bepcua sPACE Core 1.4.0.4948
- &¥ TeHaHT, UMA NoNb30BaTENA U JOMEH main:spc-user-001@space.local
- &% MimaA xocTa u IP agpec core02-12r2 SPACE LOCAL, 192.168.60.140
- ¥ KONWUYEeCTBO aKTUBHbLIX CeaHCoB 0
- & YMCNO aKTUBHLIX NOMbL30BATENEN 0
- &3 Bpema 3anycka Hapa 24.01.2024 19:01:51
- &¥ Yncno nonsaoearenei 393
- & Cepeepbl 3C
[+ & Anpeca DNS
- & KoHTponnepsl foMeHa

Puc. 121. Iloopobuas ungopmayus o Kaxiroom KoMnoHenme

5.19.2 ®uabTpanus 3J1eMeHTOB pa3jieia

Jns ¢punbTpanuy 31€MEHTOB HeoOXOAMMO HakaTh Ha Ha3BaHue rpadsl HammeHnoBanme
wii 3HaYeHWe B 3aBUCHUMOCTU OT HMHTEPECYIOIIEro THUIAa COPTUPOBKU. Kpome Toro, MoKHO
BBIOpaTh HapaMeTpsl COPTHPOBKH, HakKaB Ha CTPEJIKY, KOTOpas HaxoauTcs ¢ Kparo. [losButcs

BBITIQ/IA0IEE MEHIO, B KOTOPOM MOYKHO OyJIeT BBIOpATh HEOOXOIMMBIH MapameTp.

Mow ceaHcel ¥ | Ctaryc KOMNOHEHTOB X
Jkcn pOBaThL PaagepHyTh

| HaumeHoBaHHWe

< CopTupoeate no BoapacTtaHuio
a1 & Cepeepbl 3C 15 CopuTpoBaTh No YObIBaHMWIO

---ﬁAﬂpeca DNS & Hactpoiika copTMpOBKM

[+ & KoHTponneps! gomeHda

fa Cronbey (YR

E] 3abnokvpoeatk

Puc. 122. Buinadaroujee merio 01151 6b100pa muna copmuposKu

5.19.3 O0HoB/1eHHE TA0JHIIBI CTATYCA KOMIIOHEHTOB

I[J'ISI OOHOBJICHHUS 3aIllCei B Ta6J'II/II_[e CTaTyca KOMITOHCHTOB CIIYKUT COOTBCTCTBYIOILAA

KHOIIKa OﬁHOBHTb, PacCIioJIO’KCHHAA B HpaBOﬁ qaCTHu BerHCI\/'I IIaHCIIN.
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®

HaumeHoBaHne 3HaveHne

Puc. 123. Kuonka «Obnosumuy

5.19.4 Dkcnopt KoMNOHeHTOB B Bujie html-gaiina

Jljis sKcopTa HEOOXOAMMO Ha)XxaTh Ha KHONKY JKCIHOPTHPOBATH, KOTOPAsl PacoIOKEHA
HaJ1 Tabuiel komrnoHeHToB. [Tocie aToro HauHercs 3arpyska html-gdaiina Ha koMmbroTEp.

®

HaumeHoBaHne

3HaveHne
+

Puc. 124. Knonxa «xcnopmuposamoy

5.19.5 Nuaukatop 6b1cTPOro HHGOPMUPOBAHHSA O COCTOSIHNU cucTeMbl "CBetodop"

AJIMHHHCTPAaTOpPBl MOTYT OBICTPO y3HaTh oOmee cocrosHue BKiIagku "Craryc
KOMIIOHEHTOB", HE OTKpbIBas ee. [l 3Toro crnpaBa BBEPXY, PSIIOM C UX UMEHEM I10JIb30BATENsS Ha
m000H cTpaHMIle OpTajia, HAPUCOBAH CIIELUANbHBIA MHIUKATOP B Gopme Kpyra. B 3aBucumoctu
OT €ro IBeTa MOXKHO B OOILIMX YepTax CYAMTh O CTaTyce KOMIIOHEHTOB cucTeMbl. IIpu HaxkaTtuu Ha
HEro aJIMUHHUCTPATOP MonaaeT Ha cTpaHuily "CTtaTyc KOMIIOHEHTOB".

e 3enEHbIN LBET MHIMKATOPA - Bce pabOTaeT XOpOIIo;

e KenThlif LBET MHAMKATOpa - €CTh HE3HAUMUTENbHBIE NMPOOJIEMBbl, HE Tpelyrouue
HEMeJJICHHOT0 BMEIIaTeNIbCTRA;

e KpacHblii 1BET MHAMKATOpa - B CTaTyce HEKOTOPBIX KOMIIOHEHTOB Haii/leHbl
CYIIECTBEHHbIE TPOOIIEMBI, PEKOMEH]IYETCSl X UCIIPABUTb.

HpI/IMe‘IaHI/Ie: MOXET CIYUYUTHCA CUTyalusd, Korjga aaMHUHUCTpATop, aBTOpHSOBaHHBIfI Ha 1opTaJe,
BUJIMT KPacHBIM MHAMKATOP CBETO(Opa, HO KOTJA OH MEpPeXOoAuT Ha cTpanuily CTaTyc KOMIOHEHTOB, TO
TaMm KPacHOM CTPOKH HET. JTO CBSI3aHO C TeM, YTO Yy MPOCTOr0 AMHHHCTPATOPA OTKPHIBACTCS YCEUCHHAS
Bepcust crpaHuipl CTaTyc KOMIIOHEHTOB, KOTOpas COOTBETCTBYET TOJBKO €ro TeHanty. s mpocmortpa
nonHo# Bepcun CTaTyca KOMIOHEHTOB BCEl CHCTEMBI M3 BCEX TCHAHTOB TPEOYEeTCsl aBTOPU30BATHCS IO
MOJIB30BATECJICM C POJIBIO Texunuecknit AIMHUHUCTPATOP U HepeﬁTH Ha BKIIAJIKY CTaTyca KOMIIOHEHTOB U3

paszena YnpaBiieHne pecypcamu.
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® MonynapHeie O HenasHve O Aktuekeie O Cerogna O 3a wepeno O Bee o
... Mou ceaHcsl 2 -
Y
... CoxpaHeHHbig
: Tpwomenwe = Ot agwcrpmposarn e s
.. AKTUBHEIS
Active D ry and Co 56.1 D ntroller 01 HQ nt-ad-2 016
\ ap 01 HQ spe-admin-001

MovicK 1o HaBMraLAY ‘CTaryc KoMNOHEHTOB X -L.ser-[)01 s

Ceroaxa

... 3a Heflenio
... Minchpacrpyrrypa
... Hapagsl-nonycem
+.. AKTUBHBIE

... OxpaaoT cornacosanua

Puc. 125. Mecmononooicenue unouxamopa « Ceemogop»

5.20 ¥YnpapJieHue JuneH3ue

I[aHHaSI CTpaHHUIla MO3BOJIACT Y3HATh MAKCUMAJIbHO JOITYCTHUMBIC 3HAUCHUSA IJI KOJIMYCCTBA
SIep, XPaHWIUII, OJHOBPEMEHHBIX CEaHCOB, pabOTAIONIMX IOJb30BaTeNied W T. J. A Takke
AKTUBHBIE CEAHChl M COCIMHEHHUS ISl pa3In4HbIX cepepoB 3C.
Jliis naHHOTO paszzena peaan3oBaH cIeAYIOMU (GyHKIIMOHANT:
e [IpocMoTp nuIIEH3UH.
e OOGHOBIIEHUE CTPAHUIIBI JTUIICH3IUH.
e (CkauuBaHHE 3aMpoca Ha JTUIEH3UIO

e 3arpy3Ka JHICH3UH.
5.20.1 IIpocMoOTp JIMIIEH3UH

CrpaHuna IMLEH3UU BRINIIUT CIEAYIOMHUM 00pa3oM:
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@ 2123 admin space §

| s o ®

Konu4ecTBO aKTUBHBIX NONb30BaTENeN :
OocTynHele MMeHa XOCTOB ANA flgep cucTemsl :
KonnyecTBo akTMBHLIX Agep cuctembl :

KonuyecTBo akTuBHBIX XpaHunuw, BCAC :

Bcero akTMBHbIX CUCTEMHBIX CEAHCOB :

MakcumanbHoe KONWYeCTBO CeaHCoB ANA
MakcumansHoe KONnMYecTBO CoeaUHEeHui ana
MakcumanbHoe KONW4ECTBO CEAHCOB ANA

MakcumaneHoe KoNnu4YecTBEO CoeaNHEHN AnA

Bcero akTMBHLIX COEOMHEHMA

Bepcua npoaykra: 140

Konu4yecTBo TeHaHTOB : 5 (He orpaduyeHo)
Konuuecteo CepeepoB 3C : 22 (He orpasiueHo)
1 (He orpaHuueHo)

He orpanuyexo

5 (He orpanuyeHo)

1 (He orpaHuueHo)

Bcero akTUBHBIX ceaHcoB : 1 (He orpadnueHo)
0 (He orpaHuyeHo)

1 (He orpanuyeHo)

e AYEHO
0OHOTO NONb30BaTensA : He orparmyen

a AYeHO
OQHOro NoNbL30BaTensA : He orpaiueHc

ogHoro cepeepa 3C : He orpatuerio

opHoro cepeepa 3C : He orpanuero

Jata OKOHYaHWA AEHCTBUA NUUEH3MK © 31.12.2025

Cepeepbl 3C :

WIN-EPGI0JO35GX : AktueHbix ceaHcoB 0 (He orpaHuyeHo); akTuBHeIX coeguHeHunid 0 (He orpaHuyeHo)

aferon : AKTUBHLIX ceaHcoB 0 (He orpaHMueHo); aKkTeHbLIX coefHeHwid 0 (He orpaHuueHo)

host-docker-internal . AKTUBHBIX ceaHcoB 0 (He orpaHMyeHo); aKkTHEHLIX coefHeHnid 0 (He orpaHuyeHo)

alexd-js . AxTueHbix ceaHcoB 0 (He orpaHuyeHo), akTuBHbIX coequHeruii 0 (He orpaHuyeHo)

test-domain-name-2216 . AxTvBHLIX ceaHcor 0 (He orpasnyeHo); aKkTWeHbIX coeguHeHuid 0 (He orpaHuyeHo)

Puc. 126. Cmpanuya «/Iuyenszusy

Ornucanue mapaMeTposB:

Bepcus npoanykra - Bepcus npoaykra sPACE.

Koa1uecTBo TEHaHTOB - KOJIMYECTBO TEHAHTOB CUCTEMBI.

KomuuectBo CepsepoB 3C - Bce cepBepa 3C, AOCTynHBIE B CHUCTEME Ha JIaHHBIN
MOMEHT, ¥ UX MAaKCUMaJIbHO Pa3pelIEHHOE 3HAUECHUE.

KonnyecTBo akTUBHBIX MOJb30BATENEH - MOJIb30BATEIH, paboOTalOIMe B CUCTEME B
JaHHBI MOMEHT, M UX MAaKCUMAJIBHO pa3pelI€HHOE 3HAaUCHNUE.

JlocTynHblE MMEHA XOCTOB Uil Slnep cuctemsl - sapa, KOTOpPbIE IOCTYIHBI B
CUCTEME.

KonnuecTBo akTUBHBIX flnep cUCTEMBI - sfapa CHCTEMBI, HaXOIALIUECS B JaHHBIN
MOMEHT BO BKJIIOUEHHOM COCTOSTHUH, U UX MaKCHUMAaJIbHO pa3peli€éHHOe 3HaUeHUeE.
KonnuecTBo akTUBHBIX XPaHUIIMIL CUCTEMBI - XPAHUIIMILA CUCTEMBI, HAXOISAIIUECS B
JaHHBI MOMEHT B AaKTUBHOM COCTOSIHUM, M HUX MaKCHMaJbHO pa3peli€éHHoe

3HaA4YCHUC.
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e Bcero akTUBHBIX CEAHCOB - BCE CEAHCHI CHCTEMBI, paboTalolie B JaHHBI MOMEHT, U
HX MaKCHUMAaJIbHO pa3peli€éHHOE 3HAaUCHHE.

e Bcero akTHBHBIX CHCTEMHBIX CEAaHCOB - BCE CHCTEMHbBIE CEaHChl CHCTEMBI,
paboTaroriyie B JaHHBI MOMEHT, M KX MaKCUMAIbHO Pa3pelIEHHOE 3HAUCHHE.

e Bcero akTUBHBIX COCIMHEHUH - BCE COCTUHEHMS CHCTEMBI, pa0OoTaloNue B JaHHBIN
MOMEHT, ¥ UX MAaKCUMAJIbHO Pa3pelIEéHHOE 3HaYEHHUE.

e MakcuMaabHOE KOJIMYECTBO CEAHCOB JJIi OJHOTO II0JIb30BATENsl - KOJIMYECTBO
CEaHCOB, KOTOPOE MOKET OBITh Y OJTHOTO MOJIb30BaTENs OJTHOBPEMEHHO.

e MakcuManbHOE KOJIMYECTBO COCAMHEHUMN JUIsl OJHOTO TOJIb30BaTelsd - KOJUYECTBO
COEMHEHHH, KOTOPOE MOKET OBITh y OJIHOTO TOJIB30BATEINSI OTHOBPEMEHHO.

e MakcuMaabHOE KOJIMYECTBO CEAHCOB I 0AHOro cepBepa 3C - KOJIMYECTBO CEAHCOB,
KOTOpPOE MOKET OBITh 3aIyIeHO Ha 0J1HOM cepBepe 3C 0THOBPEMEHHO.

e MakcuMaabHOE KOJMYECTBO COEAMHEHMH st omHoro cepsepa 3C - KOJIMYECTBO
COEIMHEHMI, KOTOPOE MOXKET OBITh 3aIyIlleHo Ha 0JHOM cepBepe 3C 0OAHOBPEMEHHO.

e Jlara OKOHYAaHMS JEHUCTBHUs JMUEH3UM - Jara, J0 KOTOPOM IEHCTBYET JaHHAs
JUIECH3US (BKIIIOUYUTEIIBHO).

e Cepaepnl 3C - mepeueHb BceX aKTUBHBIX cepBepoB 3C M KOJUYECTBO CEAHCOB U
COE/IMHEHUI Ha HUX, AKTUBHBIX B JAHHBI MOMEHT.

e [lonp30BaTenu - nmepeyeHb BCEX MOJb30BATENEH, Yy KOTOPBIX B IaHHBI MOMEHT €CTh

3aITyIICHHBIC CCAHCHI.

5.20.2 OOHOBJIeHHE CTPAHUIIBI JIULEH3UH

Jlns OOHOBJIEHUS CTPAHUIBl JIMLEH3UM CIY)KUT COOTBETCTBYIOIIAass KHOMKa (OOHOBHUTB,
pacnojokeHHas B IpaBoil 4yacTu BepxHel maHenu. [Ipu oOHOBIEHUM cTpaHMIBI OyJeT MoKa3aHa

aKTyajbHas (HAa MOMEHT OOHOBJICHUS) HHGOPMAIIHS IJIs1 BCEX MapaMeTpOB.

@ 2123 admin space g

| s i ®

Bepcua npoaykta: 140
Konu4ecTBo TeHaHToB @ 5 (He orpadnueHo)

Konuyecteo CepeepoB 3C : 22 (He orpaHunyeHo)

KonuyecTBo akTMBHbIX Nonb3oBatenen : 1 (He orpasnyeHo)

Puc. 127. Kuonka «Obnoeumo»

5.20.3 CxauyuBaHue 3a1pOCa HA JTULEH3UIO

Uro0Obl ckadyaTh Ha CBOM KOMIIBIOTEp TEKCTOBBIN (haill ¢ mapaMeTpaMy JIMLEH3UH, HYXKHO

HaXaTb HA KHOIIKY 3a11p0c Ha JIMHCH3UIO.
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3anpoc Ha NULIEH3WH 3arpyska nuueH3umn

Bepcua npogykra: 140

KonnyecTBo TEHAHTOB : 5 (He orpadnueHo)
Konwnyecteo CepeepoB 3C : 27 (He orpannyeHo)

KonuyecTEO akTUBHBLIX Nonk3oBaTtenen . 1 (He orpaduueHo)

Puc. 128. Kuonka «3anpoc na nuyenszuroy

5.20.4 3arpy3ka JuieH3uH
JlJis  aBTOMAaTUYeCKOW 3arpy3Kd JUIEH3WU TpeOyeTrcss HakaTh Ha KHONKY 3arpyska

JUIECH3UH.

3anpoc Ha NULEH3N 3arpy3ka NuLeH3nn

Bepcwa npogyktra: 140

KonnyecTBo TeHaHTOB : 5 (He orpadnyeHo)

KonuyecTtBo CepBepoB 3C : 27 (He orpaHuyeHo)

Konu4yecTBO aKkTUBHBbIX Nonb3oBaTtenen : 1 (He orpaduyeHo)

Puc. 129. Knonxa «3aepyska nuyensuuy
OTKpoeTcss OKHO 3arpy3Kd JUICH3WH. B HEM TPUCYTCTBYET mosie sl 3arpy3ku (aiina
nuieH3ud. [lepen 3arpy3koil BAXKHO yJOCTOBEPUTHCS, 4TO (Daiiil JTUICH3UH TOIIHCAH MYOJIUYHBIM

kirodoM. [locie 3arpy3ku ¢aiina B ojie Hy>)KHO HaXaTh Ha KHOMIKY "3arpy3uTh JIMIIEH3UIO".

123



Jarpy3ka NuueH3un b 4

BhiDepuTe dhain NUUEH2MK:

Buibepute thain

Puc. 130. Oxkno 3azpy3xu nuyensuu

5.21 ¥YmnpasiieHHe ceaHCaMU MPUBUJIETHPOBAHHOTIO J0CTYyNA

Bce ceancel IMPUBUIICTUPOBAHHOI'O JOCTYyIIa OTO6pa)KaIOTC$I Ha CTpaHHIIC CeaHcnl B y3J1ie

HNudopmauus o cucreme paszieiia YupapjieHue CUCTEMOM.

CeaHoui{¥CT) % - v
SarpyseHo 200
® Monbsosar..__|Cocrommne omumere lo0uer an Gemenﬁc l
T Rl Domain Cont de01-12r2.8pa...  js02-12r2 spa
INS 6.1 11-12r2.5pa |802-12¢2 gpac 0|_|
Ouwivfiea oMun 10,01.2019 17.22:56 NS 6.1 omain Condr Jc01-12r2.5pa |502-1202 spac ]

Puc. 131. Oxno «Ceancoly pazoena « Ynpasienue cucmemou

JlaHHbIC O ceaHcax MPEJICTABIEHBI B TAOIUIIE, COIEPKAIICH CIIETYIOIINE CTOIOIBI:

e [lonb30BaTenb — MOIB30BATENb, 3AIIYCTUBIINI JAHHBIA CEAHC;

e (CocTosiHHE — CTaTyC ceaHca,

e (CozmaH — j1ara 3amycka ceaHca,

e [IpunoxeHue — NpUIOKEHUE, TSI KOTOPOTO 3aIyIICH CEaHc;

e OOBEKT aAMHUHHUCTPUPOBAHUS — OOBEKT aJIMUHUCTPUPOBAHMS B pPaMKaxX JaHHOIO
ceaHca,

e FODN — Fully Qualified Domain Name, wuMs JoMeHa, HE HMEOIIEe
HEOJHO3HAYHOCTEH B ompejaesieHnd. BxiouaeT B ceOs MMEHa BCEX POIUTEIBCKHUX
nomeHoB uepapxuu DNS;

e Ceprep 3C — cepep 3CA, depe3 KOTOPBIA OCYIIECTBISETCS paboTa B paMKax
JTAHHOTO CeaHca.

B pamkxax mnomydenumst maHHbIXx O ceaHcax IIJI B Cucreme aaMUHHCTPATOPHl MOTYT

BBIIIOJIHATD CICAYIOIIUC ﬂeﬁCTBHﬂ .
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e (rIBTPOBATH CEAHCHI IO COCTOSHUIO;

e (brIBTPOBATH CEAHCHI 1O JaTe CO3IAHMS;
e OOHOBIATH TAOJHILy CEAHCOB;

® yIaNsATh CTPOKY B TAOJIUIIE CEAHCOB;

¢ yJaJidTh HCCKOJIBKO 3aImuceut u3 TaGJII/H_H)I CCaHCOB OJJHOBPCMCHHO.

5.21.1 ®uabTpaIlUA CEAHCOB M0 COCTOSIHUIO

Jlnist GUIIbTpaluy CEaHCOB MO COCTOSHUIO HEOOXOMMO IMIEIKHYTh MBIIIBIO Ha N300paykeHHH

CTpEJIKHU U BBIOPATh COOTBETCTBYIOIIUN MyHKT B PACKPBIBAIOILIEMCSI MEHIO.

IOTmeHa

- |3aeepueHo

| Owwbka
MHuyranuzayma

- |3anyck

~ |BeIinonHeHne |
Brnagka 3akpuiTa

- |Bknaaka oTKpbITa

~ |Brnagka oTKpeIBaETCA
Owmdka oxuaaHuA

- |HeT JaHHbIX

| Ouganne CoegnHeHUs

B OxupgaHue 3anycka
RAElhs |

Puc. 132. Quabmpayus ceancos no cocmosanuio. Packpuiearoweecs menio

5.21.2 ®uabpTpanus CEaHCOB MO AaTe CO3IaAHUSA

HJ’IS[ (pHJ'IBTpaI_II/II/I CCAaHCOB IIO JaT€ CO3JaHu:A HeO6XO,I[I/IMO IICJIKHYTh MBIIIBIO Ha

n300pakeHNH KajeHapb Hajx nojeM Co3aaH U BEIOpaTh HY)KHBIH BpEMEHHON HHTEPBAJ.

v

l CospnaH Mp
26.03.2020 23:51:12 Active
10.09.2019 15:28:36 Active

Puc. 133. Quaempayus cearncos no dame co30anus

5.21.3 O0OHOBJIeHHE TA0JIUIbI CEAHCOB

Z[J'IH OOHOBJICHUS 3aIHCEH B Ta6J'II/II_IC Ceancnl HCO6XOI[I/IMO IICJIKHYTH MBIIIIBKO HA KHOIIKE

OOHOBJIEHHUS B MPABOW YaCTH BEPXHEH MMaHETH TAOJIUIIBI.

CeaHcol (YC) % spc-user-001 g «
3arpyxeHo: 100
Bcero aanucei: 6249 @
] v
'@ Monwsopar__| Cocromme _ Comar " Mpunowewwe | OGwerran_ |FODN __|Copop3C |
[ Wcaee OMuTp... 3aeeplUeHo 28.04.2023 12:16:06 Windows Co... Windows cep... hg-12r2-wsrv... hg-12r2-js02-t . [
[ Wcaee imuTp. . 3aBeplieHo 28042023 11:16:05 Windows Co Windows cep... hg-12r2-wsrv___  hg-12r24s02-t .. @ (
M ad acnr lizes Damanann 20 NA N7 N0-AN-IT Matrrnad | acal ar win nmu Ao WK EDIN | IAAr win naar o

Puc. 134. Knonka obnoenenus
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5.21.4 YnajaeHue CTPOKH B Ta0JIUIle CEAHCOB

I[JISI yYAaJleHUud CTpPOKU HCO6X0,I[I/IMO IOCJIKHYTh Ha KHOIKC YJaJICHUA, PACIIOJIOKCHHYIO B

ctpoke crpasa ot nosst Cepsep 3C.

CeaHchul (YC) % spc-user-001 g ~
3arpyeHo: 100
Bcero zanucen: 6249
- v

| @ Monssosar... | Coctosuwe _ Cosgan * Mpunowenve |O6wexran.. [FODN  [Cepsep3C | |
[ Wcaee ImuTp... 3aBeplueHO 28.04.2023 12:16:.06 Windows Co... Windows cep... hg-12r2-wsrv... hg-12r2s02t... [
[ Wcaee ImuTp... 3aBeplueHO 28.04.2023 11:16:05 Windows Co... Windows cep... hg-12r2-wsrv... hg-12r2-js02-t..

Ml ad_neerlizzz Aansninoun 28 N4 0271 Na-AN-27

Nntanad | nral innrawin_naw_na  WIN_EPIN innrawin_naw

Puc. 135. Oxno «Ceancoiy. Knonka yoanenus cmpoku maoiuyvl
5.21.5 YnajieHue HeCKOJIbKHUX 3anuceil U3 Ta0JMIbI CEAHCOB OITHOBPEMEHHO

Jis ynaneHus HECKOJMbKHX 3amuceil m3 Tabnumbl CeaHChbI OJHOBPEMEHHO HEOOXOIUMO
CHadaja BBIICIUTh HYXKHBIC 3allUCH B TaOJUIE, YCTAaHOBUB (DIIAYKOK B COOTBETCTBYIOIIEM II0JIC

CJICBAa OT IIOJIA HOJ’II)C}OBaTeJIL, IIOCIIE Yero CTAaHET aKTHUBHOM KHOIIKa YI[aJ'lI/ITb, pacnoJIoKEHHas

CBEPXY HaJl Ta6J'II/ILIeI71.
CeaHchl (YC) % @ spcuser-001 g
3arpykeHo” 100

Bcero 3anucei: 6249

v v
Cocromme  Cosaan " Mpmnowewe OGmerraa... [FQDN Copaep3c |

Mcaes OmuT... 3aBeplieHo 28.04.2023 12:16:06 Windows Co... Windows ce... hg-12r2-wsrv... hg-12r2-js02-... Q E
MUcaes OmuT... 3aBeplieHo 28.04.2023 11:16:05 Windows Co... Windows ce... hg-12r2-wsrv... hg-12r2-js02-... @
[ ad-userlizzz... 3aeeplUieHo 28.04.2023 09:40:27 Notepad Local igor-win-new-oa WIN-EPGIOJ... igor-win-new (%]

Puc. 136. Bvioenenwt 0se 3anucu mabauyvt « Ceancory. Knonka « Yoanumuy» akmuena

5.22 YmnpasiieHue ONePaIUsIMH C CEKPeTaMHu

Joctyn Kk ceaHcaM paHJOMM3AlMM MApoJel ydyeTHbIX 3amuceil (omepanusiM C CEeKpeTaMu)
ocylecTBisieTcd Ha crpaHune Onepanuu ¢ cekperamu y3ia Undopmanus o cucreme pasznena

YupasJieHue cCMCTEMOM.

Onepauumn c cekpetamn X @ spcuser-001 g

3arpyxeno: 100
Bcero 3anucen 4418

v v T

Microsoft Windows windows_hqg_domain ad-admin-001 on HQ Owmbka 20.04.2023 15:51:16 [
Linux change password igo... igor localhost linux 3aeeplieHo 13.04 2023 11:43:32
Linux change_password_igo  igor_localhost_linux 3aeepuieHo 1304 2023 11:42°48
Linux change_password_igo... igor_localhost_linux 3aeeplueHo 13.04.2023 11:42:19

I imaanr ~hAanAan nAaccuar A i imnr lamalhact Lnons Ml

L T LY 497 NA YN 44-202-T4

Puc. 137. Oxno «Onepayuu ¢ cekpemamuy pazoeina « Ynpasnenue cucmemouy
JlaHHBIE 0 ceaHcax MPECTaBICHbI B TA0IHIIE, COJIEPIKAIIei CIeAYIONIHe CTOIOIBI:

e Tum arerra paHAOMH3alln — THUII ar€HTa, IPOBOAWBIICTO CEAHC PAaHAOMU3 AU,
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e ArEHT paHIOMHU3AlMU — areHT MapoJie, HCMOJb30BABIIMNCA ISl TPOBEACHUS
ceaHca paHJI0MHU3AIUY;
e VYdeTHas 3alUCh — yYETHAs 3aMKCh, U3-110]1 KOTOPOX MPOBOIMUIIACH PaHI0MHU3AIHS;
e (CoCTOSIHHE — COCTOSTHUE CEaHCa;
e (CosznmaH — BpeMs CO3JaHUs CeaHca.
B pamkax momydeHHs JaHHBIX 00 omepanusx ¢ cekperamu B CHCTeMe aJMUHUCTPATOPHI
MOT'YT BBITIOJIHSTH CIIEYIOLIUE ACHCTBUS:
e (WIBTPOBATH pa3zei MO COCTOSHUIO,
e (GuILTPOBATH pa3jaei Mo J1aTe CO3aHUsA;
e OOHOBJATH TAOJIMUILY CEAHCOB,

¢ [IpoCMaATpuBATH ACTAJIBHYIO I/IH(l)OpMaI_II/IIO 0 KaXXJIOM CCaHCC.

5.22.1 ®uabTpanus pa3jesa no coOCTOSTHUIO

B paMKax (bYHK]_II/IOHaJIa pasaciia NpuCyTCTBYyeT (bHJ'IBTpaHI/IH 110 COCTOAHHUIO CCAHCOB - AJIA
BBI60pa HYXHOTO (bHJ'ILTpa I10JIB30BaTCIITO HeO6XOI[I/IMO HaXaTb Ha MKOHKY CTPCJIIOYKU HAA IOJIEM

CocTosiHHE U BBIOPATh COOTBETCTBYIOIINI ITYHKT BO BCIUIBIBAIOIIEM MEHIO.

Onepauuu c cekpeTamn % @ spc-user-001 g -~
3arpyxeHo” 100
Beero 3anucei: 4418

v i =

Microsoft Windows windows_hg_domain ad-admin-001 on HQ %ﬁjgt:em 20.04.2023 15:51:16 |2
Linux change_password_igo... igor_localhost_linux g;ﬁ;\gﬂka"mal-lﬂﬂ 13.04.2023 11:43:32
Linux change_password_igo gor_localhost_linux BhINONHEHNE 1304 2023 11:42°48 |2
Linux change_password_igo... igor_localhost_linux Owwnbka oxuaanHua 13.04.2023 11:42:19

Linuy rhanno naccwnrd inn nnr_lnralhnet linoy D nafra Awnanauiag 123 NA 207273 11-38-3A

Puc. 138. Qunvmpayus ceancos no cocmosanuio. Packpuisaroweecs menio

5.22.2 ®uabTpauus pasjelia no aare co31aHus

Hnst ¢unpTpanii CEaHCOB IO JaTe CO3JAaHUS HEOOXOJUMO WICIKHYTh MBIIIBIO Ha

n300pakeHNH KajeHaapb Haj nojeM Co3aH U BBIOpaTh HY)KHBIA BpeMEHHON MHTEpBaJl.
Jel Py REHD. TUU
Beero aanucen: 4418

20.04.2023 15:51:16 |
13.04.2023 11:43:32

Puc. 139. Quaempayus cearncos no dame co30anus
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5.22.3 O0HOB/1eHUe TA0UIIBI OTIePALMii C CeKpeTaMHu

Jns oOHoBneHust 3anuceil B Tabmuie CeaHchl HEOOXOAMMO INENKHYTh MBIIIbIO Ha KHOIKE

OOHOBJICHHUS B IIPABOM YaCTH BEPXHEU MAHEIN TAOIUIIBI.

-

@ spc-user-001

3arpyxeno: 100 -
Becero zanuceir: 4418 @

CocrosHune
in-001 on HQ Owwbka 20.04.2023 15:51:16 |=
salhost_linux JaBepleHo 13.04.2023 11:43:32

w T . A e ta ol B I T

Puc. 140. Kuonka obnoenenus

5.22.4 TIpocMOTp HHPOPMALINH 0 KAXKIOM CeaHce

Jns mpocMoTpa AeTtanbHOM MHpOpMauKu 0 ceance HeoOXOIUMO JTBaXKAbl MIETKHYTh JIEBOM
KHONKOM Ml Tume areHTa paHaOMHU3AlMM UM ATeHTe PaHJIOMHU3AIHMU COOTBETCTBYIOLIEH
3aIlMCH B TaOJIHUIIE.

OtkpoeTcsi OKHO jeraned ceaHca. B paMkax [aHHOTO OKHAa MOXHO Y3HaTh BCIO

HEo0X0IMMYI0 HH(POPMAIIHIO O CEaHCe.

® spouser00l 5 -
MNonesosartens : ad-user-008 3apava : lest-wsea-lask
MaeHTUdMKATOP ceaHca : gébﬁaszagﬁjog'4f2c'b?5d' Hapsag-gonyck : Ne3442 /20112023 13:30.53

5bd8176d-2cef-452a-aab0-

TepMUHanbHoe COEOWHEHME : deeea0s3fB0e CepBep 3C : hg-12r2-js02-test hq company local
CocTosHMe © 3aBeplueHo O6bexkt : Windows cepeep 01 HQ
Coagan : 10012024 140051 FQDN : hg-12r2-wsrv01.hq.company local
W3smeHeH : 10012024 140226 Mpunoxenue : Windows Command Line 6.1
MpogonxuTenbHocTe : D0.01.34 MpueunermposanHana ¥3 : ad-admin-005 on HQ

Xpauunuwe BCAC : hag-12r2-js02-test HO COMPANY LOCAL

7
Bpema |MeTagaHHble CucTtema BuaeocayauTa

10.01.2024 14:01:13 Key Logger: (LMB) BCAC

10.01.2024 14:01:13 Key Logger: (LMB) BCAC

10.01.2024 14:01:13 Key Logger: (LMB) BCAC

10 01 2024 14:02-12 Administrator C-\Windows'\system32\cmd exe C\Windows\system32\cmd exe Key Logger: (LMB)(LMB) BCAC
10.01.2024 14:02:12 Administrator: C.\Windows\system32\cmd exe C.\Windows\system32\cmd.exe Key Logger. (LMB)(LMB) BCAC
10 012024 14:02-12 Administrator: C-\Windows'\system32\cmd exe C\Windows\system32\cmd exe Key Logger: (LMB)(LMB) BCAC

Puc. 141. Oxno noopobnoti ungpopmayuu o cearce
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5.23 dopMHpOBaHUE OTYETHOCTH IO UCHOJIH30BaHUIO CHUCTEMbI

Cucrema SPACE mno3Bonser hopMuUpOBaHHE CTAaTUCTUKHU TIO WCIIOJIB30BAHUIO CHCTEMBl Ha
OCHOBE CJICJYIOIINX JaHHBIX:
®  UCIIOJIB30BAHUE CUCTEMBI,
® CyMMapHOE€ KOJIMYECTBO CEaHCOB 32 BPEMEHHON MHTEPBAJ,
¢ MAKCUMAJIbHOC KOJUYCCTBO OOAHOBPCMCHHBLIX CCAHCOB 3a OHpeﬂeﬂeHHBIﬁ HHTCpPBAI
BpPEMCHHU.
AJIMHHUCTPATOP MOKET ChOPMUPOBATH CICTYIONIYIO OTYETHOCTD:
e 00 WCIIONB30BAaHMM TPWIOKECHUH, BKIIOYas oOIIee KOJMYECTBO CEaHCOB, YHUCIIO
YCIICIIHBIX U HEYCIICIIHBIX CEaHCOB;
® O KOJHMYECTBE CEAaHCOB K OOBEKTaM aJMHUHHCTPUPOBAHUS, BKIIIOYAs YHUCIIO
YCIICIIHBIX ¥ HEYCIEIIHBIX CEaHCOB;
e 00 wucnonp3oBaHuM CHCTEMBI MOJB30BATENSIMHU, BKIIOUYas OOIIee KOJIUYECTBO
CCAHCOB, a TAK)KE YHCIIO YCIEIIHBIX U HEYCIICITHBIX CEaHCOB,;
® 0 CyMMapHOM KOJIMYECTBE CEAHCOB 3a Yac, CyTKH U MECHII;
® 0 MaKCUMAaJIbHOM KOJINYECTBE OJJHOBPEMEHHBIX CEAHCOB 32 Yac, CYTKH, MECSIIL.
Jns  ¢dopMupoBaHUS OTYETHOCTH HYKHO Tepeiith B y3en CraTtucTuka pasfena
YnpaBieHue pecypcaMu © BBIOpaTh HEOOXOAMMBIH (UIBTP B JepeBEe HABHTallUU y3ja

Crarucruka.

Puc. 142. Cmamucmuxa no ucnoavsosaruio Cucmemvi
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5.24 TlepeBoa CucteMbl B aBAPUITHBII pesKuM

B aBapuiiHOM pexuMe y NoJib30BaTeNeil MOSBIACTCS pa3fei] ABaApUUHBIN pPeXuM, 33l B
KOTOpBI MOXHO 3alpOCHTh Mapojib K OOBEKTYy aJMUHUCTPUPOBAHUA B OTKPBHITOM BHUJIE.
@yHKIMOHAN IIepeBOJa CHUCTEMBbI B ABAPUUHBIA PEKUM JOCTYIIEH COTPYAHUKAM C POJIBIO

Hpnnnnernposaﬂﬂmﬁ AIMHUHUCTPATOP.

oo

@ Ynpasnenne cncremoi =

8 Howwewonawwe __fowew ______ Momsossren  ___________ Aewnporei ||
ad 1 Liebe

ompany.local winsrv

00000V OOONNNOOOOOODONDOOOOOODOOOOOO

@ Ayanr

Puc. 143. Knonka nepesooa Cucmemvl 6 a8aputinblil pesicum aKmueha

5.25 OcymectBiaenue ayaura CucreMbl

Cucrema SPACE ymeeT OCymIECTBIATH ayJUT CHCTEMBI, KOTOPHIH TO3BOJISET TOJIYYUTH
JaHHBIE O JEHCTBUIX MOJB30BaTENIeH Ha TopTale.

Jnis sToro ciayxuT BKiaaka AyauT. OHa HeoOXoAuma JUIsl MONY4eHUS OOBEKTHBHBIX
KAUeCTBEHHBIX M KOJMYCCTBCHHBIX OIEHOK O TEKYIIEM COCTOSHHH IOpTajia, UMEIOIIUXCS B HEM
CEaHCOB, MOIb30BaTeNIed U X JEHCTBUMH.

JlanHast BKJaJKa TPEACTaBIsSeT H3 CceOS JIPEBOBHIHYIO CTPYKTYpY C  y3JIaMu,

ITO3BOJIAIOIIINMH OCYIJ_ICCTBJISITB HaBHUT'alIUIO I10 pasz[enaM.
® Ayaut

B CeaHchl
& [locTyn K noptany

Puc. 144. Bxnaoxa «Ayoum cucmemul»
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5.26 OcylecTB/IeHHEe Ay AUTA CEAHCOB

Bxknanka CeaHcbl CIy’)XUT It OBICTPOTO JOCTyrna W YAOOHOTO MEHEKMEHTa BCeX
JOCTYITHBIX ayJJUTOPY CEaHCOB.
Buemne pasnmen mpencrtaBieH B BuAe TaOmuipl ¢ mectbio croibuamu: "CocrosHue",

"TTonw3oBarens", "Co3nan", "[Ipunoxenue", "O0wexT anmunuctpuposanus”, "FQDN".

CeaHcel (Aygur) X -
MowcK No MeTagaHHbIM : © Nepnoac: 02022020 E=HO Oo: 03.02.2020 50 m m gzre':z»;::a:cégnzg:i?

- B .

Cocrommwe " amoonamon, ———Comnan ____~Npunowawe | OGuorramuworpmposan.. FOON

Owwbka oxupaHua spc-user-001@space.local 31.01.2020 22:19:43 SQLPlus Basa ganHebix Oracle SPACE dbms02-deb.space.local
Owwubka oxupaaHns spc-user-001@space.local 31.01.2020 22:19:39 Windows Command Line 6.1 Cepsep ans OIT v Pl 8 sPACE v-erpm-8r2-06.space.local
Owwnbka oxrpanus spc-user-001@space.local 31.01.2020 22:19:39 Windows Command Line 6.1 Cepsep ans OIT u Pl 8 sPACE v-erpm-8r2-06.space.loca
3aeeplueHo ad-user-008@hqg.company.local  29.01.2020 14:47:36 Event Viewer 1.0 Windows cepeep 03 HQ hg-12r2-wsrv03.hq.company.local
Aasaniniaun ad_iiear NNAGhA romnany Incal 20 N4 2020 14:373R Qarvirae R 1 Windrue ransan N1 HN ha-12eD wend1 ha ~an

Puc. 145. Bxnaoka ayouma ceancos

Ornrcanue mapaMeTpoB B TaOJIHIIEC:

e CocrosiHHE - CTaTyC CEaHca,

¢ [lonb3oBarens - MOJIB30BATENb, 3AYCTUBIINI TaHHBINA CEaHC;

e (Cospnan - 1ara 3ammycka ceaHca,

o [lpunoxeHue — NpuIOKEHUE, AJII KOTOPOTO 3aIYIIEH CEaHC;

e OOBCKT aIMUHUCTPUPOBAHUS - OOBCKT AIMUHUCTPUPOBAHHS B paMKax ITaHHOTO
ceaHca;

e FODN - Fully Qualified Domain Name, wuMs JoMeHa, HE HMEOIICe
HEOJHO3HAYHOCTEW B ompejaesieHnu. BxiouaeT B ceOs MMEHa BCEX POIUTEIBCKHUX
noMeHoB uepapxuu DNS.

B pamkax manHOTrO pasaena peaqn3oBaH CIEAyIOMNUN QyHKIIMOHA:

o duubTpanus paszesna no COCTOSHUIO;

e dunbTpanus pasaena no gaTe CO3AaHUS,

e (OoOnosnenne Tadbnunn CeaHcos;

e [IpocMoTp AeranbHOM HH(DOPMALIUK O KAXKIOM CEaHCe,;

e TIpocmoTp 3amucu ceaHca,

e [IpocMoTp 3amucu pabOTAOIIEro ceaHca B PEXKUME OHJIANH;

e (CxaunmBaHHe H300paKEHUI ceaHca,

e DKCTpEHHOE 3aBeplleHre paboTaIoIIero ceanca,;

e Jlomck 1o MeTagaHHBIM;

e [IpocmoTp 3anmcu ceanca no nanHeiM Key Logger.
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5.26.1 ®uabTpanus pas3aesa 1o cOCTOAHUIO

B pamkax ¢yHKIMOHaNA pasnena NpUCyTCTBYET (QMIBTPALMS 10 COCTOSHUIO CEaHCOB: JJIS
BbIOOpa HY)KHOTO (DUIIBTpA MOJIB30BATENI0 HEOOXOIUMO Ha)KaTh HAa MKOHKY CTPENIOYKU HaJl TOJIeM

CocTosiHnue u BI)I6paTB COOTBCTCTBYIOH_[I/Iﬁ ITYHKT BO BCILJIbIBAIOIIIEM MCHIO.

OTmMeHa

JaBepLueHo spc-user-Q

Owndka spc-user-0

VHuymanu2auua

3anyck spc-user-0
1

BreinonHexne MeHeTun A

Brnanka 3akpeita

Brnagka oTKpsITa spc-user-(

Brnagka oTKpeIBAETCA spc-user-0

Owwndka oxnaaHnA

HeT naHHbIX spc-user-0

Oxunoadve coeqUHeHWA Spc_uger_[:

OokuaaHue anycka > ]

Puc. 146. Buvibop ¢unvmpayuu no cocmosnuio

5.26.2 ®uabTpauus pasjelia no aare co31aHus

B pamkax ¢yHKIHMOHaNma paszgena MPUCYTCTBYET (HIbTpAIMs MO JaTe CO3JaHHs CEaHCOB:
JUIs BBIOOpA HYKHOTO (MIbTpa MOJIB30BATEN0 HEOOXOAMMO Ha)KaTh Ha MKOHKY KaleHJaps Hal

nosiem Co3/1aH U BBIOpaTh HEOOXOAMMBII BPEMEHHOM HHTEpBAJL.

07.12.2022 14:33:12 Act
21.07.2022 18:30:17 Act
12 N7 2N27 124717 \Afin

Puc. 147. Buvibop ¢unvmpayuu no oame co3z0anus

5.26.3 OonoBIaenue Taduubl CeaHchbl

Jlnst obHOBieHMst 3ammcet B Tabmuiie CeaHChl CIY)KUT COOTBETCTBYIONIAsl KHOIIKA

OﬁHOBHTb, PacCIioJIOKCHHAA B npaBoﬁ qaCTHu BCpXHeﬁ IIaHCIIN.

. - 3arpyxeHo: 100
MeTafaHHbIM : © nNepropc: 28.04.2023 EHO flo: 29.04.2023 2O Bcero zanucei: 320 @
v B k4
e [ S cocane - (DT oo e e e R

3aBepLieHo ad-user-008@hqg.company.... 07.12.2022 14:33:12 Active Directory Users and ... Domain Controller 01 HQ hg-12r2-dc01.hg.company.|.. E|
3aBepLuieHo ad-user-090@hqg.company. 21.07.2022 18:30:17 Active Directory Users and DomainHQ_COMPANY hg.company local H

TFananiuaLa Arann Minarnui Rasan an 12 079020 12AT4T Windsue Cammand Lina 8 4 Windmue cannan 04 L0 ha 49r7 weniNd ha ramnan

Puc. 148. Kuonka «Obnoeumo»
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5.26.4 IIpocMoTp neTajbHOI HHGOPMALMH 0 KAXKIOM ceaHce

Jiis mpocMoTpa eTanbHOM WH(GOPMAILMK O ceaHCe HeOOXOAUMO IBAXKIBI MICTKHYTH JIEBOI
KHOITKOHM MBIIITN Ha COOTBETCTBYIOIIEH 3aMucy B TaOIHIIE.
Otkpoercss OKHO Jeraneil ceaHca. B pamkax JaHHOrO OKHa MOXKHO Y3HaThb BCHO

Heo0X0IuMYI0 HH(POPMAIIHIO O CeaHce, a TAKXKe MOJIYYUTh JOCTYI K BUAC0AyJUTY ceaHca.

CeaHchl (AyauT) % @ spc-user-001 5 -
I
I MonesoBatens : ad-userlizzz 3apaua : igor-astra-hiop
WoeHTuduKaTOp ceaHca : gézggsoﬁggsgo.:uafo.gsm. Hapsg-gonyck : Ne3411 /03052023 12:33:38
TepMUHaNbHOE coeaUHEHMUE : ?2222232'24921?'3'4(:3(:'9287' Cepeep 3C : asfras
CocTofiHne © 3aeeplueHo OBwekT : astras-igor
CospaH : 25012024 21.16:20 FQDN : asirab
WsmeHeH : 25012024 21:17:22 Mpunoxenue : igor_linux_application_hiop
MpopgonxuTtensHocTk - 00:01:02 MpueunermposanHan ¥3 1 asira-jump-igor-linux

Xpanunuuwe BCAC : 96152aechaf?

s

25.01.2024 21:17:13 Key Logger: O[21~ BCAC

Puc. 149. Okno noopobnoii ungopmayuu o ceance

5.26.5 IIpocMoOTp 3amucH ceaHca

Z[J'DI MpoCMOTpa BHUACO3AIIUCHU CCAHCA HCO6XOI[I/IMO KIIMKHYTb Ha CTPAaHUIC CCaHCa Ha

kHonky IIpocMoTp 3anmucH ceaHnca.
@ spc-user-001

3aBepLueHue ceaHca npDCMOTp 3anucy ceaHca Ckauatb nsobpaxeHus

Monb3oBatens : ad-user-012 3apava : Test-wsea-task

WaeHnTudmkatop ceanca : ?233;3??;26&1'48'35'5849' Hapsig-gonyck : Ne3212/18.08.2020 02:12:07

Puc. 150. Mecmonaxooicoenue knonku «lIpocmomp 3anucu ceancay

Ilocne nHaxxatus Ha 9TY KHOIIKY OTKPOCTCS OKHO IICECpa € 3allMCAHHBIM CCAaHCOM.
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CeaHchl (AyauT) X [NeCE BCAC (2a53159e-f63d-4aba-... X spc-user-001 g .

ad-user-012 29.03:2021, 13:11:27.252 3asepweno MonpoGhee ocooo N QQQD}'

Puc. 151. Oxkno nneepa
UroObl y3HaTh 0Oo0Jice TMONHYHO WH(POPMAIMI0O O CEaHce, HY)KHO HaKaTh Ha HAJIUCh

IMoxpoOHee BHU3Y OKHA.

ad-user-012 29.03.2021, 13:11:27.252 3asepweHo]lonpobHee

Puc. 152. Mecmonaxoowcoenue knonku «lloopooneey

ITocne HaxkaTus Ha 9TY KHOIIKY Ha 3KpaHC IMOABUTCA HO)IpOGHaf{ I/IH(I)OpMaI_II/ISI O CC€aHCC.

ad-user-012 29.03.2021, 13:11:27.252 3asepuweHo CBepHyTh Qooco A0 G—la‘ I E}'

Wmsa nonb3oBaTtens u gomeH : ad-user-012 TepMuHanbHoe coeauHeHnue : a9a23d98-f66c-4deb-99fe-3af6f60ef4
Hapsag-gonyck : Ne3212 Cepsep 3C : hg-12r2-js01-test.hq.company,joca
3anyuyeH :.29 MpogomxutenbHocTb : 00
Mpunoxenune : W L CocTosiHue : 3aBepLueHo

Puc. 153. Iloopobrnas ungopmayus o cearice
[Ipy mOMOImM KHOMOK TMOJi OKHOM 3alMCAaHHOTO CeaHCa MOXKHO OCYIIECTBISTh
MTOCJICIOBATEIFHYI0 HABHTAITUIO TI0 3aITHCH: TTEPEMECTUTHCSA B €€ HAYalo, IePEMECTUTHCS Ha OJIHH
KaJIp Ha3aJl, Ha4YaTh NPOUTPHIBAHHE 3allMCH IO MOPSJAKY C MOMEHTa, Ha KOTOpPOM OHa ceidac

OCTAHOBJICHA, NICPEMCCTUTHCA HA OAUH KaJp BHCpéI{, NMEPCMECTUTHCA B KOHCII 3aITUCH.
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Puc. 154. Knonku nasueayuu no 3anucu ceamca

Knonku ClipaBa BHHU3Y 11O OKHOM 3aIllMCH C€aHCa IMO3BOJIAIOT y,Z[O6HCC IpoCMaTpruBaTh

AHHBIA CeaHc:.

e Brpmamaronmii cnucok ¢ x1.0 ¥ ApyruMHM 3HAYCHUSIMU IO3BOJISIET YBEIUYUTD

CKOPOCTh ITPOUT'PBIBAHUS 3AIIMCH,

e Knomnka JIyna+ IIO3BOJIICT YBCIUYHTD 0T06pa>1<aeMyfo B OKHC IIPpOCMOTpa 3allUChb

ceaHca, a Jiyra- o3BOJIsIeT YMEHbIIIUTS €€;
e Jlyma co cTpenoukoi BOKpPYT cOpachiBaeT MaclITAOMpOBAaHUE HA HAYAIILHOE;

e JIkoHKAa C IPAMOYrOJBHUKOM K CTPEIKOM II03BOJIAET OTKPBITH OKHO IPOCMOTpA

ceaHca B OTJEIbHOM BKIJIaJKe Opaysepa.

v - QAQAMR

Puc. 155. Knonku napamempos npocmompa 3anucu ceamca

HpI/I OTKPLITHUH B OTACIBbHON BKIIQJKE OKHO MpoCMOTpa 6y,I[eT BBIIIAACTL CICAYIOIHUM

o0OpazoM:

Puc. 156. TIpocmomp 3anucu ceanca 6 omoenvholl 8Kladke dpayzepa

Knomnku AJIg yOpaBJIC€HUA IIPOCMOTPOM B 5TOM OKHE€ aHAJIOTMYHBI OITMCAHHBIM BBILIC.
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5.26.6 IIpocMoTp 3amucH padoTaIOIIEro ceanca B pexkuMe OHJIAH

SPACE mo3BojisieT mpocMaTpuBaTh BHUCO3AIMCH HE TOJBKO 3aBEpPIIEHHBIX CEAHCOB, HO U
AKTUBHBIX B JJaHHBIA MOMEHT. IHTEepdelic mpu ’TOM OUYTH HE Pa3IUIaeTCs C ONMMCAHHBIM BHIIIIE, HO
B HEM J00aBISIOTCS TOMOIHUTENbHbIE GYHKIMK. ECu ceaHCc HaXxOQUTCS B MPOLIECCE BHIOJIHEHUS,

TO KapTO4Ka CCaHCa BBIIIAIUT CICAYOIIUM o6pa30M:

[ Mon coancis X 69 o6 X | Gwnipa wsona X | Copoepn 3C X | Ceancis (Ayann) X |
o s concs
Monb3osarens : 3apava :
WpeHTndukaTop ceawnca - - Hapsp-gonyck : I\
TepMuHanbHOe COBAMHERNe : v - Cepeep 3C :

CocrosiHue : OBuekr :

Cospan : /[ FQDN :

N3meHeH : Mpunoxexue :
npOﬂOﬂKHTSﬂbNOCYb - U YyerHas 3anuce :

Xpanunuuwe BCAC :

[~ Ayt | Gobutus | Mapawerpsi coanca

Puc. 157. Kapmouka ceanca, pabomarowe2o 6 OaHHbILL MOMEHM
[Tocne Haxxatus Ha kHONKY IIpocMOTp 3amucH ceaHca OTKPOETCS IUieep ceaHca, OH OyneT

BBITJISZIETH CIAEAYIOIHUM 00pa3oMm:

CeaHcel (Ayaut) X | Ceanc ¥ | BCAC (bd302773-964d-4fce-... X spc-user-001 g .

ad-user-001 24.05.2021, 15:49:42.886 AkTuseH [onpoGuee m ®QQQD)I

Puc. 158. Ilneep ceanca, pabomaiowje2o 6 OaHHbIlL MOMEHM

B paOoueii nanenu mieepa AOCTYIHBI T K€ (QYHKIMH, YTO U IIPU IPOCMOTPE 3alMCAHHOTO
ceaHca: Iays3a, MacIiTaOMpOBaHUE, OTKPHITHE B HOBOM BKIaJKe. Takke MOSIBISIIOTCS JIBE HOBBIE
(GYHKIIUMH: 3aIlpeT MoJIb30BaTeIbCKOTO BBOJAA JUISl JAHHOTO TEPMUHAIBHOIO COEUHEHHS (3HAUYOK C
3aMOYKOM) M JKCTPEHHOE 3aBEPIICHUE CECCUM (KPECTHK). DTH K€ KHOIKHU JOCTYIHBI TaKKE€ U B

JIeepe B OTJICIbHOM BKIAJKE.
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ad-user-001 24.05.2021, 15:49:42.886 AkTuBeH [onpoShee m ®QQQD}|

Puc. 159. Pabouas nanenv onnaiin nieepa

HJ’ISI TOro, YTOOBI 3aIpeTUTH M0JIL30BaTEIIHLCKUHM BBOJ IJid MJAHHOI'O TCPMHUHAJIBHOI'O
COCAMHCHUA Tpe6yeTc;1 Ha)XXaTb Ha 3HAYOK C 3aMOYKOM W HNOATBEPAUTC I[CflCTBPIG. Tor,ua
IMOJIL30BATCJIb HC CMOXKCET BBOAWTL JAaHHBIC C KJIaBUATYPLI B 3TOol ceccur. UTOOBI OTMEHHUTH 3TO

,Z[efICTBI/Ie, H606XOI[I/IMO BHOBb HA’>KaTb HAa HKOHKY C 3aMO4YKOM.

Bl geincTBUTENBHO XOTUTE

. 3anpeTuTb NoNb30BaTENLCKWA

" BBO[ ANA BCEX ceaHCcoB JaHHOro
TEPMWHANBHOIMO CoeuHEHUA?

)

Puc. 160. Oxno noomeepoicoenus 3anpema Ha NOIb308AMENLCKULL 8800

Ecnu ceanc Obln 3aBepliieH, MOKa ayAuTOp €ro mpocmarpuBai, To B uHrepdeiice SPACE
OyZeT BBIBEICHO COOTBETCTBYIOIIEE yBeAoMieHHe. [Ipn HaxkaTuu Ha KHONIKY [la MOYKHO TIepeiTH K

ieepy JUIs IPOCMOTpa 3aIiCH CeaHca.

Ceccng 3aBeplueHa. OTKPbITE
: CECCMI0 B nneepe ans

npocmotpa?

| I

Puc. 161. Vseoomnenue o 3agepuienuu ceanca

5.26.7 CxauuBaHue N300pakeHUi ceanca

SPACE mno3BonsieT ckaunBaTh 3alyCaHHbIE CKPUHIIOTHI CEAHCOB HAa KOMIIBIOTEP ayIaUTOpA.
Jst aToro Tpedyercst HaxkaTh Ha KHONKY "CkadaTh n3obpakeHus" B kapTouke ceaHca. [locie sToro

HayHETCS 3arpy3Ka apxuBa ¢ M300paKEHUIMHU CEaHca.
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Ceakce (Ayaut) X BCAC (2a53159e-f63d-4aba-... X @ spc-user-001 g .

Monb3oBatenb : ad-user-012 3apava: Test-wsea-task

2a53159e-f63d-4aba-a849- . / 49.
169c6b41c2bf Hapsap-ponyck : Ne3212/18.08.2020 02:12:07

WUpentudmkarop ceatca :

TepMmuHanbHoe coefuHeHne : a9a23d98-166c-4deb-99fe-3af6i60ef402 CepBep 3C : hg-12r2-js01-test.hq.company.local
CocTosiHue : 3aBeplueHo O6wekT : Windows cepeep 01 HQ

CospaH : 29.03.2021 13:11:06 FQDN : hqg-12r2-wsrv01.hg.company.local
Puc. 162. Mecmononooicenue KHORKU OJisl CKAUUBAHUSL CKPUHULOM OB CeAHCA

5.26.8 DkcTpeHHOe 3aBeplIeHHE PA00OTAIOLIEro ceaHca

Aymutop B SPACE mMeeT BO3MOXHOCTh SKCTPEHHO 3aBEPIIUTH PabOTAIOIIMIA CEaHC, eCiH
CO CTOPOHBI IOJIb30BATENsl OyAyT 3amMeueHbl Kakue-Tu0O HerpaBoMepHbIE aAeucTBuUs. s sToro
€CTh HECKOJIbKO CIIOCO00B.

IlepBblii cocod - 3akpbITHE KOHKPETHOTO ceaHca. [[isi 3TOro Hy»HO OTKpBITh KapTOUKY
ATOTO CeaHca M Ha)XKaTh Ha KHOIIKY 3aBeplIeHue ceanca. 3aTeM OyAeT MOKa3aHO COOTBETCTBYIOIIEE

yBenomiieHHe. YTOOBI JaHHBINA CEaHC 3aBEPIUIMIICS, HY’)KHO HAKaTh Ha KHOTKY Jla.

CeaHchl (AyanT) ¥ | CeaHc X
3aBeplueHMe ceaHca lMpocmoTp 3anncu ceaHca Cka4atb n3obpaxeHnus

Monb3oBaTtenb : ad-user-007

bd302773-964d-4fce-b231-

WUoeHntudmkaTop ceaHca : 46259914d0ch Haps
. f0663509-5958-4d3a-88c1-
TepMUHANEHOE COeAUHEHUE ; bA1ce76c8672 c

CoctofHue : BrinonHeHne

Co3paH : 24.05.2021 15:47:21
Puc. 163. Knonka «3agepwenue ceancay
Bropoii ciocod - 3aBepieHne BCEX CEaHCOB B JaHHOM ceccuu. [ 3TOro HYKHO OTKPBITh
Tieep ceaHca M HaKaTh Ha KHOMKY C KPECTHKOM B pabodeil maHenu rwieepa. byaer BvIBeneHO

yBegomiieHue. UToObl 3aBEpIINThL CECCUIO, HY)KHO Ha)KaTh Ha KHOMKY Jla.

i

spo-user-001 13.12.2020, 20:16:16.718 AkTueeH [onpobhee : m ’ ®<RQQD)I

Puc. 164. Mecmononooicenue kHonKu 0Jisl 3a8epuleHust 8celi AKMUSHOU ceccul

5.26.9 Tlouck nmo MeTagaHHBIM

Jlyig moucka Mo MeTaJlaHHbIM HEOOXOJMMO BBECTH JlaHHBIE, KOTOpbIe TpeOyeTcs HaWTH B

TekcToBoe moiie Ilouck mo MeragaHHBLIM Ha CTpaHULEC CO CIIMCKOM BCCX CCAHCOB, 3aTCM 3aJaTb
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BPEMEHHON NEPUOJ CEaHCOB, IO KOTOPhIM HIET mouck, B noisax "Ilepuoxn c" u "Jlo", u HaxaTh

kHonky Haiitu. [{nst cOpoca 3Tux mosield He0OX0AMMO HaXKaTh Ha KHONKY Copoc.

CeaHcbl (AyauT) X
flonce ""lh:b Mepuoa c] 02.05.2023 |5 @ fo| 03.05.2023|= @ Eoos

@ spc-user-001 g =

3arpysxeHo: 100
Bcero 3anuceii: 6265

i O0beKkT anMMHUCTPHMPO. ..

3aBepLueHo ad-user-lizzz@internal 02.05.2023 09:07:33 igor-astra-htop igor-astra-oa astra 1'19
3aBepLueHo ad-user-lizzz@internal 02.05.2023 09:07:00 linux_connect_ssh5 igor-astra-oa astra ‘
3aBepLueHo ad-user-lizzz@internal 02.05.2023 09:01:21 igor-astra-htop igor-astra-oa astra ‘;
3aBepLueHo ad-user-lizzz@internal 02.05.2023 09:00:27 Notepad Local igor-win-new-oa WIN-EPGI0J035GX ‘
RareniieHn ad-nser-lizzz@intarnal 28 04 2023 18:41-29 innr-astra_hton innr-astra_na astra &

Puc. 165. IHouck no memaoarnHwvim

5.26.10 IIpocmoTp 3anucu ceanca no nanubiM Key Logger

WuTepdeiic mo3BonseT mpocMaTpuBarh 3amnucu 1mo MeraaanHbeiM Key Logger ¢ momeHnTa
BBOJIa ATUX JAaHHBIX. /[ 3TOr0 Ha CTpaHMIIE JAHHBIX CeaHca HEOOXOIUMO MEpPEeHTH BO BKIAJKY
AyYIUT ¥ HaXaTh Ha OJHO M3 3alUCAHHBIX JeicTBUM. [locie aToro miueep ceanca OTKpPOETCsS POBHO

Ha TOM MOMCHTEC, KOrjga 6I)IJ'IO COBepH.ICHO 9TO ﬂeﬁCTBﬂe.

@ spc-user-001

&
Monbsosatens : ad-user-015 3apava: Cvz‘l:{y;?grﬁgpoaame ‘epeenos
WpeHTudbmkatop cearca : 3-3(9%%@&?545693&1- Hapsp-ponyck : Ne3403 /13.04.2023 13:12:23
TepMuHanbHoe coeanHeHue : g(ﬁ)fza275c156077233@—423&9&197 Cepsep 3C : hg-12r2-js03-test.hg.company.local
CocTosiHue : 3aseplieHo 06bexr : Windows cepsep 01 HQ
Coapad : 13.04.2023 15:29:05 FQDN : hqg-12r2-wsrv01.hg.company.local
WsmeneH : 13.04.2023 15:31:45 Mpunoxenne : Windows Command Line 6.1
MpogonxutensHocTs : 00.02:39 YyetHas sanuck : ad-admin-005 on HQ
Xpanunuwe BCAC : hg-12r2-s01-test HQ. COMPANY.LOCAL
Y

‘ Bpemsi |MetapjaHHbie |Cm:reua BUaeoayauTa

13.04.2023 15:29:15 C:\Windows'system32\cmd.exe C:\Windows\system32\cmd.exe Key Logger: 12 BCAC

13.04.2023 15:29:16 C:\Windows\system32\cmd.exe C:\Windows\system32\cmd.exe Key Logger: 3(ENTER) BCAC

Puc. 166. [anusie Key Logger

5.27 OcymecTBjeHHe AyIUTA JOCTYNA K MOPTALY

Bxrnaaka Joctyn k mopraJy CIyXuT A OTOOpaKeHHs MHPOPMAIMUA MO UMEIOIIUMCS B

CUCTCMC YUCTHBIM 3aIHCIAM MMOJIb30BaTEICH M aKTUBHBIM CECCHSIM.

Buemne paznen mpenacTaBieH B BUae TaOmuIbl ¢ nmatbio crondiamu: "ID momnp3oBarens”,

"q)I/IO", "A,Ilpec",

spc-user-001@space.local
spc-user-001@space.local
spc-user-001@space.local
spe-user-001@space.local

spc-user-001@space.local

"Cozman"

, "Ceancrur".

182.168.113.4

192.168.60.145
192.168.113.9, 192.168.113.3
192.168.20.188, 192.168.113.3
192.168.113.9

15.03.2021 22:16:08
15.03.2021 22:04:52
15.03.2021 20:12:04
15.03.2021 20:05:51
15.03.2021 19:35:01

Puc. 167. Brknaoxa «/Jocmyn k nopmany»
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B PaMKax JaHHOTO pa3aciia MOXHO IMOJTYYHUThb I/IH(bOpMaL[I/IIO O II0JIb30BATCIILCKUX CECCUIX.

ID monp3oBaTens — uaeHTUGUKATOP MOJIL30BATENS HA TOPTAJIE U JOMEH,
®UO — nuuHbBIE JaHHBIE TT0JIB30BATEN,

Agipec — aapec, ¢ KOTOpOro MPOU3BOAMIICS TOCTYII K OPTAILY;

Co3naH — gaTta U BpeMsl aBTOpPU3aI[MU 3TOTO MMOJIb30BaTEN;

CeaHCBI — YHCII0 3allyICHHBIX CCaHCOB.

5.27.1 MpocmoTp uHGOPMAIIHH 0 OJIb30BATEIbCKONH CECCHHU

,HJ'I?I IMOJIYYCHUA I/IH(l)OpMaI_[I/II/I 0 MOJIL30BaTEIILCKOM CECCUH HCO6XO,Z[I/IMO IICJIKHYTh ABaXAbI

JIEBOM KHOIKOW MBI Ha 3amuch B ctonbrne |D moJb3oBaressi. byner BBIBEIEHO OKHO ¢

uHpopmanueit 06 TN ceccum.

0O6wan uHopmaums :

I ID ceccumn : A9B8B166A3371F8A3E211565BD8F3F59E .

! ID nonbaoeatens : spc-user-001@space.local o | )

: ®UO : He zagaHo » »

' Anpec : 192.168.60.145 " .’

: X-Forwarded-For : He sagaHo . .. .- ®

VI User-Agent - Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap;ﬁeWebPﬁUSS?.BG '
(KHTML, like Gecko) Chrome/89.0.4389.82 Safari/537.36

: Coanan - gﬂpt;nml;fl}ar 15 2021 22:04:52 GMT+0€?DOI(MOCKBE, C.T.a.l-;'}]apTH(Je

: MaMeHeH - gﬂp(;nml;ﬂ}ar 15’2021 22:.(]4::52 .GMT+030Q(MOCKBa,'CTaHg]apTHoe

Puc. 168. Ungopmayus o nonvzosamenvckoll ceccuu

Ormrcanue 1moien:;

ID ceccun — unenTuduUKaTOp ceccuy,

ID nmonp3oBaTens — uAEHTU(PHUKATOP MOIH30BATENS HA MTOPTAJIe U IOMEH,;

®UO — nuuHble TaHHBIE MTOJIb30BATES;

Anpec — azipec, ¢ KOTOPOTo MPOU3BOAWICA JIOCTYII K mopTaity. B ciyyae uameHenus
IP-anpeca ncToyHMKa MOAKIIOYEHUH K TOPTaly AaHHAs MH(opMaius GpukcupyeTcs
B 9TOM TI0JI€, 3HAUEHUS Pa3eiaoTCs 3ansiThivu: ,";

X-Forwarded-For — B pgaHHOM mone (UKCHPYIOTCS 3HAYeHHWs 3arojioBka X-

Forwarded-For (XFF). B ciy4ae u3MeHeHHs 3HaYEHHUs 3ar0JIOBKa B XO7€e pabOTHI ¢

nopTajyoM AaHHas HH(opManus (QUKCUpYeTCs, 3HAYeHUs DPa3AENAI0TCS TOUYKOW C
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3amsaToi: “;". B ciywae, eciu 3aroioBOK ObUT yJaJieH WM UMeN IyCTOe 3HAauYeHHue, B
JIaHHOE Tmojie OymeT mgobamieHa 3ammch “[none];”. 3aromoBok X-Forwarded-For
SBJIACTCS CTAHJAPTHBIM 3aroJIOBKOM sl HACHTU(UKAIUU TpoucxoxiaeHus [P-
azpeca KIMEHTa, MOJKIIOYaromerocs kK BeO-cepBepy uepe3 HTTP-mpokcu wmm
OamaHCUpPOBIIMK Harpy3ku. Korga Tpaduk mepexBaThIBaeTCS MEXKIY KIMCHTAMU H
cepBepaM, KypHaa Jnoctyna B mose “Axpec mmeer Tosnbko I[P-ampeca mpoxcu-
cepBepa WM OallaHCUPOBKH Harpy3ku. YToObl yBUIETh OpUrMHaibHbIN [P-ampec
KJIMCHTA, MCIOJb3yeTCsl 3arojoBok 3ampoca X-Forwarded-For. ®@opmar 3HadeHus
3aronoBka: "<client>, <proxyl>, <proxy2>" (rme <client> — IP-agpec kiueHTa),
"<proxyl>, <proxy2>" — eciu 3ampoc MPOXOAUT Yepe3 HECKOJIBKO MPOKCHU-CEPBEPOB,
nepeuuciensl [P-aapeca kaxmoro mocienyromero mpoKcH-cepBepa. ITO O03HAYAET,
4yTO caMblii IpaBblid [P-agpec — ato IP-aapec camoro nocineaHero NpokCcu-cepBepa, a
camblii 1eBbid [P-anpec — ato [P-aapec oTnpaBisioOmIEro KINEHTA;

e User-Agent — 6paysep, uepe3 KOTOPBIi MPON3BEICHA aBTOPU3ALIHS,

e Co3zaH — faTa ¥ BpeMs aBTOPU3aLlMU 3TOTO MOJIb30BaTENs;

e l3meHeH — gaTta u BpEMA IMOCJICAHCTIO U3BMCHCHUS B KAPTOYKE CCCCUM.
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6 OTKA30YCTOYHUBOCTBH CUCTEMBI SPACE

6.1 Onucanue 0TKA30yCTOWYHUBOCTH CHCTEMBI

s oGecriedeHust 0TKa30ycTOMUUBOM padoThl CucTeMbl uctonb3yetcs 2+ Anpa. OnHum u3
KOMITOHEHTOB cucTeMbl siBisieTcs PostgreSQL B OecriaTtHoi# Bepcuu. OH paboTaeT mo cxeme: ojHa
6a3a main Ha IepBOM spe, Konus 6a3sl main Ha BTopoM (N-om siipe). JlyOnaupoBanue
nHpopManuu Ha konuu 6a3sl ocymiecteisercs 3a cuet NATS-cepsepa.

B citygae BbIxo1a U3 CTpOsI IEPBOTO siApa ¢ 6a30ii main AIMUHUCTPATOPY TpedyeTcs
BpPYUYHYIO MPOMKCATh B HACTPOHKax MyTh KO BTopoi (N-0if) kornuu 6a3bl Ha APYroM siipe u
nepe3arpys3uThb Bce Sapa ¢ uamenenusimu. Tenepb 6a3a main HaxonuTcst Ha BTopoM (N-oMm) sizipe, a
0a3bl HA OCTAITBHBIX SJIPAX SBISIOTCS KOMHUSMHU.

B nanbHelimem, mpu BOCCTaHOBJICHHHM pPabOTOCIIOCOOHOCTH MEPBOTO fAJIpa, BCE HOBBHIE
naHHble ¢ 0a3pl main, pacnoiiokeHHOM Ha BTopoM (N-oMm) szape, OyIyT aBTOMaTHYECKH
CKOMMPOBaHbI B 0a3y JaHHBIX Ha MepBOM siape. Ha 3ToM 3Tame MOKHO BOCCTAaHOBHUTH CTaTyC 0a3bl
main Ha TIEpBOM sape, MO0 OCTaBUThH 0a3zy main Ha BTopoM (N-oMm) siipe. B mocnennem ciaydae
HE00X0MMO Ha TEPBOM S/Ipe B HACTPOWKAX yKa3aTh MYyTh K PACIONIOKEHUI0 0a3bl Ha BTopoM (N-

OM) SIZJpe U 3aIyCTUTh NIEpe3arpysKy.

6.2 YnpasJ/ieHue 0TKa30yCTOMYHUBOCTHIO CHCTEMbI

6.2.1 HM3MeHHTBH pacnosioxeHue 6a3bl Main

B cnyuae Bpixoma u3 ctposi mepBoro fAmapa ¢ 6a3zoi main, ykazath agpec PostgreSQL B
¢aiine core.properties, foctyrnHoM Ha BTopoM (N-om) Sape Linux B nanke ““/var/opt/space/config”.
[Tapamerp “hikaricp.dataSource.ur]l” 1omkeH yka3pIBaTh Ha HBIHEIIHIOW pabouyro 6a3y JaHHBIX, TO

€CTh, PacIojoKeHHyI0 Ha BTopoM (N-om) Sape.
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—
- me [roosticore @ I spacel config

e reot@core redoslive et pacerconhiy 172x8

hikaricp.da
hikaricp.d

hikaricp.d

Puc. 169. Uzmenenue napamempa
Jlasnee mepe3arpy3uth Bce Sapa, Ha KOTOPBIX OBUTH BHECEHBI W3MEHEHHsI, KOMaHI0# “sudo

docker restart spacetomcat8”.

6.2.2 BoccraHoBHTH pacnoJiokenue 6a3pl Mmain Ha nepsom Sape

[Tocne BoccTaHOBIEHUST PAOOTOCIIOCOOHOCTH TEPBOTO S /1pa, YTOOBI BEPHYTH PACIIOIOKEHHUE
0a3el main Ha mepBoe Sapo, HEOOXOIUMO M3MEHUTH HACTPOWKH IO YKAa3aHHOMY paHee ITyTH Ha
BropoM (N-om) fAnpe. Ilapamerp ‘“hikaricp.dataSource.url” nomkeH yKkas3plBaTh Ha TPEKHIOKO
pabouyro 6a3y JaHHBIX, TO €CTh PACIIOJIOXKEHHYIO Ha TIepBoM Snpe. Jlanee nepezarpy3utsb Bee Spa,

Ha KOTOpBIX OBLIM BHECEHBI M3MEHEHUs, koMaH10i “sudo docker restart spacetomcat8”.

6.2.3 H3mMeHuTH pacnosio:keHue 6a3pl Main Ha nepsom Sape

[Tocne BoccraHOBIEHHS pabOTOCHOCOOHOCTH TMepBOro Snapa, uTOOBl IEPEHACTPOUTH
pacrnoyioxeHue 6a3pl main Ha mepBoM Sape, HEOOXOAMMO W3MEHUTh HACTPOWKH MO YKA3aHHOMY
panee mytu Ha miepBoM Sape. Tlapamerp “hikaricp.dataSource.url” momkeH yka3piBaTh Ha HOBYIO
pabouyio 0a3y JIaHHBIX, TO €CTh PaclolokeHHYI0 Ha BTopoM (N-om) Snpe. lanee nepe3arpy3uThb

nepsoe Anpo komanaoi “sudo docker restart spacetomcat8”.
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/7 HPOBEPKA SPACE

[TpoBepka paborocmocoOHOCTH CHCTEMBI OCYIIECTBISETCS MOCPEACTBOM BBIMOJTHEHUS

Cepuu MPOBEPOK.

7.1 TIpoBepka uzosinum ceancon I1/]

Corpynnuk c poisbto Ilonb3oBaTtens noimkeH asropusoBarbest B lloprane Cucremsl u
IIPOJEMOHCTPUPOBATh OTKPBITHE HHCTPYMEHTA aAMUHUCTpUpOBaHus Ha cepBepe 3CA:
e BpImonHUTS 3ammycK ceaHnca, BEIOpaB 0ObEKT aIMUHUCTPUPOBAHNS;
¢ BrimonHuTk 3amyck ceanca, BEIOpaB APyroil 00beKT aIMUHUCTPUPOBAHUS;
e VY06eautbca B TOM, 4TO 00a ceaHca ObUIM 3alylleHbl B OJHOM TEPMHUHAIBHOM
COEIMHEHUH,
e VYo6eautbes, yto B Cucreme mosiBUIACh KOppeKTHas MHGopMaIus O 3alyleHHBIX
ceaHcax.

Pesynaprar Oynmer 3acuMTaH = IOJIOKMUTEIBHBIM, €CJIM  CTapTylOUlee IPUIIOKEHHE
MpeBapUTENIbHO OTOOpakaeT OKHAa WHHUIMaNu3auuu RemoteApp, mocine 4Yero ychemrHo
oTkpbiBaeTcs. Ha paGouell cTaHlMM TONB30BATENs OPUTHHAIBHOE MMS IpOIecca 3ammylIeHHOrO
NpUJIOXKEeHUsT He oToOpakaeTcs. B y3ne CeaHcebl pa3ziena YnpapiieHHe CHCTeMOH 0TOOpaXKaroTcs
OJIMHAKOBBbIE TMapaMmeTpbl coenuHenust (moje CoennMHeHHMe) W KOPPEKTHOE OTOOpaK€HUE HUX

cocrosius (moJic Boimosinenue).

7.2 OrtcaexuBaHue B peajbHOM BpeMeHH BBINOJHAEMbIX padoT

[lepen BbIMOMHEHHWEM MPOBEPKUM Heobxomumo yOeautbes, uyto B CHcTeMe paHee
3armycKaiuch ceanchl I1]] kK 00beKTaM aAMUHUCTPUPOBAHUS M BBITIONHSIINCH HEKOTOPBIC JACHCTBHSI.
Aynutop CucrteMbl JobkeH aBTopu3oBarhess Ha [loprane Cucrtemsl, OTKpBITH y3el CeaHCbI
pasnena AyaMT U MPOJEMOHCTPUPOBATh BO3MOXKHOCTH MPOCMOTpPA CEAHCOB, OTPUIBTPOBATH BCE
CEaHChl MO COCTOSHHIO, 3aTeM OT(UIBTPOBATH BCE CEaHCHl MO MO0 BbINMoaHEeHHWe, 3aTeM
3alyCTUTh HOBBIM ceaHC C¢ posibto [lomp3oBarenss u oOHOBUTH Tabmuiy y3ia CeaHcbl pasjena
Ayaur. [locne 3Toro AyauTop TOMKEH MHPOJEMOHCTPHUPOBATh KAPTOUYKY Ce€aHca M 3alyCTUTh
MIPOCMOTP BUJICO3AMKICH CEaHCa.

PesynbpTar Oyaer 3acyMTaH MOJOKUTENBHBIM, €CIH AYIUTOpP MPOJAEMOHCTPUPYET TaOIHUIlY
y3na CeaHcbl pasnena AYAUT, B KOTOPOH OTOOpakKarOTCS CEaHCHI, 3allyCKaeMmble paHee |
BBITIOJTHSIEMBIC B HACTOSIIIIMA MOMEHT, a TakKXe OTOOpa3WUT TOJBKO BBHIMOJIHSICMBIE B MOMEHT
UCIIBITAHUS CEAaHCHl. 3aTeM OImepaTop IOJHKeH 3allyCTUTh MPOCMOTP BHUICO3AMMHCH CEaHCa, B

KOTOpOﬁ OT06p3.3$ITC${ BBITIOJTHCHHBIC PAHHCC JIefCTBUS.
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7.3 IlpoBepka BO3MOKHOCTH n00aBJIeHUS] HOBBIX 00bEeKTOB
aIMHUHUCTPHPOBAHUSA

AIQMUHUCTpATOp JOJDKeH aBropu3oBarhest B Cucreme, H00aBUTh HECKOIBKO HOBBIX
OOBEKTOB  aJMUHUCTPUPOBAHHUS W THIIOB OOBEKTAa aJMUHUCTPUPOBAHHS, CO3JaTh WM
OTPEAAKTUPOBAThH TPYIIITY COINIACOBAHUS AJI1 JaHHBIX OOBEKTOB/TUIOB OOBEKTOB, 3aTeM 100AaBUTH
3a/layM J1s HOBBIX OOBEKTOB aJMHHHUCTPUpPOBaHUs, 3anpocuts HJI, aBTOpH30BaBIINChH C MpaBaMu
«ITonwp3oBarens», u cornacoBath HJ[, aBTOpHU30BaBIINCH C TPpaBaMH «AIMUHHUCTPATOPAY.

PesynbTar Oynmer 3acYMTaH MOJOKHUTEIBHBIM, €CITH ONEPATOpP MPOJEMOHCTPUPYET TAOIHIIHI
Cnucok 00bekTOB U CHHCOK THIOB O0bEKTOB AJAMUHUCTPUPOBaHHUSA Yy3i1a QO0beKTHI
aIMHUHUCTPUPOBAHMS pa3/iciia YIpaBJjieHHe CUCTEMOM, B KOTOPhIX OTOOpa)karoTcs 100aBlIEHHBIE

O0OBEKTHI M THITBI 00BEKTOB aIMHHUCTPUPOBAHUS, a TAK)Ke corimacoBaHHbIi H/I.
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8 PE3EPBHOE KOIIUPOBAHUE

[TonHoe pe3epBHOE KOMMPOBAHME IAHHBIX JOHKHO OCYILIECTBISITbCS HE MeHee | pas3a B
Hezgento. MHKpeMeHTanpHOEe pe3epBHOE KOMHPOBAHHUS JIOJDKHO OCYIIECTBISITHCS €KETHEBHO.
PekoMenayercsi coxpaHsATh MOCIEIHHE TpU pe3epBHBIE Komuu AaHHbIX Cucrtemsl. B ciyuae
reorpaUYecKy pactpeieICHHOTo pa3MenieHus: CUCTEMBbl pe3epBHBIC KOITUU JTOJIKHBI XPAaHUTHCS B
kaxsioM IO/, rae ycraHoBiieHbl KOMITOHEHTHI CUCTEMBI.

Bce KOMIOHEHTBHI cHCTEMBI MOTYT OBITh MEPEYCTAaHOBIEHBI IYTEM 3aIllycKa Ipoliecca
uHctasinuu. [lpu 3ToM (QyHKIMOHHMpOBaHHE PAOOTOCHOCOOHBIX KOMIIOHEHTOB 3aTpOHYTa HE
oyner. CepBep ouepenell COOOIIEHUH TPEICTABISIET COOOH KIacTep, KOTOPBIA COXpaHSET
paboTOCTIOCOOHOCTH B CiTydae OTKa3a YaCTH KOMIIOHEHTOB.

Jlannple 0 KOHGUIypallMd KOMIIOHEHTOB XpaHSATCS YacTUYHO HA JMCKOBBIX CHCTEMax
CEpBEPOB, Ha KOTOPBIX 3TH KOMIIOHEHTHI YCTAHOBJIEHBI, 1 MOTYT OBITh COXpAaHEHBI KaK OTAEIbHbIC
(aiipl, TaK ¥ BMECTE C MPOYMMU JAHHBIMHU BO BPEMS Pe3EPBHOTO KOTTUPOBAHUSI.

JlaHHbBIC 0 KOHPUTYpAIIMU U TTPOYUE JAHHBIC CHCTEMBI, XpaHsIuecs B 6a3ax JaHHBIX, MOTYT
OBITh COXpaHEHBl KaK IyTEM PE3epPBHOIO KOMHUPOBAHMSI COOTBETCTBYIOUIMX 0a3 JaHHBIX, TaK U
MyTeM PE3EPBUPOBAHUS IPYTHMMH CPEICTBAMH, TOCTYINHBIMU Al 0a3 JaHHBIX (CHHXPOHM3AIMS C
JIPYTUMH CEpBEpaMHU), a TAaKXKe IMyTEM CO3JIaHUM TOJIHBIX PE3EPBHBIX KOMUN BCEX CEPBEPHBIX

CHCTEM, Ha KOTOPbIX ycTaHOBJeHa cooTBeTcTBYIomas CYB/I.
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9  JOINIOJHUTEJIBHBIE BOSGMOXHOCTH

Jlnis B3aMMOACHCTBUS ¢ cucTeMaMu cTopoHHuX npoussoaureneid B SPACE peanuzoBan API

CJICaAyroIux THUIIOB:

Component management — xoH}urypamus KOMIOHEHTOB CUCTEMBI.

©)

(@]

(@]

Perucrpanus KOMIOHEHTOB
VYnpasienue KoH(pUrypannueii KOMIIOHEHTOB

VYnpasiieHue napoyissMu IPUBUIETUPOBAHHBIX Y3

DATA management — koHdurypamusi TCHaHTa WIM CHHXPOHHU3AIMS JaHHBIX 00

00BEKTaX C BHCIIHUMM CUCTCMAaMMU:

©)

o

(@]

ATEHTBI paHJIOMHU3AIUN [TApOJIEH;
[Tonb30BaTeny u rpymIbl MOJIb30BATENCH;
JlomeHbI;

3agaun;

Hapsinpi-nomycku;

OOBEKTHI AIMUHUCTPUPOBAHUS U UX THIIBI;

[IpuBHIIErNpOBAHHBIEC YUYETHBIE 3AIIHCH;

Resource management — xoH}pUrypalys CUCTEMbl WM CHHXPOHU3ALIMS JaHHBIX 00

00BEKTaxX C BHCIIHUMM CUCTECMAaMHU:

o

o

o

o

o

Cucrembl BUI€OAYIUTA;

WNurepnperaTopsr,

[TapameTpsl 3amycka ¥ UX THUIIBI;

[Ipunosxenusi, UX CIEHAPHUH 3aMTYCKa U IK3EMIUISPHI;

Cepsepsi 3C;

System audit APl — BeIrpy3ka JaHHBIX O JOrax M CeaHCax BO BHEIIHHUE CHCTEMBI

0€30I1aCHOCTH.
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