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1. OBb3I3TOM JOKYMEHTE

OTOT JOKYMEHT SIBJIIETCS PYKOBOACTBOM MOJIb30BaTeNs nmporpaMmHoro npoxaykra «SPACE»
(manee Cucrema, «1porpammar, «IporpaMMHBIN POTYKT»).

JlokyMeHT BKJto4aeT B ceOsi IaBbl C OOIIMM OMUCAHUEM IMPOTPAMMBI, OMHCAHHUEM €€
uHTepdeiica, ee (QyHKIMOHAIA W JCUCTBUSMU B Clydae aBapUHBIX cHTyanuid. JlokymeHT
aZlpecoBaH CIELUAJUCTAM, KOTOpble ucHoiab3ylT Cucremy /i 3alycka CEaHCOB

MPUBUIICTUPOBAHHOTO JOCTYIIA.



2. TEPMMUMHBI, OITPEAEJIEHUA, UCIIOJIb3YEMBIE
COKPALLIEHUA



TepMmuH/cokpamenue

Omnpenesienue

[TpuBunerupoBaHHbIH

JOCTyI

HCOFpaHquHHLIﬁ A0CTynl i1 HOpoCMOTpa MW HU3MCHCHHA JAaHHBIX

M3MEHEHUS apaMeTpoB KOHPUTypalnu, 3aycKa IPOrpaMM  T.1.

C € a H C
NPUBUIETUPOBAHHOTO

JIOCTYyTIa

WHuTepakTHBHBII 00MEH JaHHBIMU, UMEIOIINNA OrpaHMYEHHBIH BPEMEHHO]
HHTEpBaJj, B X0J€ KOTOPOro BIAJAEIbLy YYETHOU 3alIUCU NPEAOCTABIISAETC,
IIPUBWICTUPOBAaHHBINA NOCTyI. CeaHC CUMTAETCs 3allylICHHBIM C MOMEHT,
OoTOOpa)XeHUs Ha HKPaHE IO0JIb30BaTelasl OKHA MHCTPYMEHT
aIMUHUCTPUPOBAHMS U 3aKOHYECHHBIM B MOMEHT BBIXOJA U3 MHCTPYMEHT,

AIMUHUCTPUPOBAHUSI.

Hapsn-nomyck

PaspenicHre Ha BBINIOJHEHHME OIPENEICHHON 3a7a4d C MCIIOJIb30BAHUE)
sPACE, B KOTOpOM COAEpKUTCS HA3BaHUE 3a/1au, CPOK JIEHCTBUSA Hapsia

AO0IYCKa, MHUIIUHUPYIOMICC U COMNIAaCyrOUICE JINIO, 000CHOBaHME U OOBEKTE

aJIMMHHUCTPUPOBAHUSI.

OA OOwext agmuHHCTpUpoBaHus. lleneBas cuctema, NEHCTBUS C KOTOPOI
IIPOU3BOASTCS C UCIOJIB30BAaHUEM NIPUBUIIETHPOBAHHOTO TOCTYIIA

A NucTpymMeHT AJIMUHUCTPUPOBAHUSA. [Tpunoxkenue, 3amyckaemMoe H
cepBepe 3CA, ¢ MOMOMBI KOTOPOTO OCYI[E€CTBISIOTC!
IIpUBWIETUPOBaHHBIN focTyn K OA.

3CA JammnienHas Cpena AaMHMHHMCTpUpOBaHUsS. BblneneHHBIM cepBep, H
KOTOPOM BBITIOJTHSIETCS] CEaHC aIMUHUCTPUPOBAHHUS.

FQDN Fully Qualified Domain Name, uMsa noMeHa, HE HMECIOIIE
HEOJHO3HAaYHOCTEW B oOIpeneilcHuH. BxirouaeT B ceds MMeHa Bce
POIUTENHCKUX TOMEHOB nepapxuu DNS

COoC Cnyxb6a O6mena CooOmenusmu. Cnyx0ba, oOecnedyunBaroma)l

KOMMYHUKaIuio Mexay komnonentamu sPACE.




3. BBEJAEHHE

3.1. OobaacTb, npuMeHeHHUs

«SPACE» — »3T0 aBTOMaru3upoBaHHas CHCTEMa OpPraHMU3aLUU U YIPaBICHHUS PabOYUM
IIPOLIECCOM NPUBWIETHPOBAHHBIX IOJIB30BATEIE € HWHTEIPUPOBAHHOW 3alMIIEHHOM Cperoi
peanu3anyy MOJTHOMOYMM WM IOACUCTEMOW YIIPABICHUS XU3HEHHBIM LIMKJIOM IApOJIEH U KIIIOYEH
JOCTyTIa.

Cucrema «sPACE» mnpennasHadeHa JUisi aBTOMAaTH3aluMd pPAaOOThl MPUBUIETUPOBAHHBIX
M0JIb30BaTeNeH, TOBBIICHHUS YPOBHS 0€30MaCHOCTH YUYETHBIX JaHHBIX, aPECHOTO MPEI0CTABICHHUS
NPUBUJIETUPOBAHHBIM I0JIb30BATEISIM MUHMMAJIbHO HEOOXOIMMBIX MPUBUIIETHI Ha OrpaHUYEHHOE
BpeMs, IOBBIIIEHHUS CKOPOCTH IPEAOCTABIECHUS IPHUBUIETMPOBAHHBIM [0Jb30BaTEIAM
HEOOXOAMMBIX JUIsi pabOThl MPHUBUIETHH, ACUEHTpaIW3alHUH Npollecca MperoCTaBICHUS
NPUBUIETUPOBAHHOIO JOCTyHa M OpraHu3alnuu OOBEKTHUBHOI'O KOHTPOJS CEaHCOB
IIPUBWIECTUPOBAHHOTO JOCTyIla Ha KPYIHBIX NPEANPHUATHIAX W B KOMIAHHUAX CPENHETO W Majoro

ousHeca.

3.2. Kparkoe onucanue BO3MOKHOCTEH

B nporpamme peann3oBaH cleayromuii GyHKIIMOHAIT:
® mpenocTaBlieHHE 3aLIUIIEHHON cpenbl agMuHucTpupoBanus (3CA), U301MpOBaHHON

OT TOTEHIMAJbHO BPEINOHOCHOW cpenbl paboueil cTaHIHUU, C KOTOPOU

OCYUIECTBIISIETCS IPUBUIIETUPOBAHHBIN JOCTYII;

aBTOMAaTHU3alMsl poliecca COIacOBaHMUs PUBUIETUPOBAHHOIO 10CTYIIA;

XpaHeHHe naposiel 6e3 pacKpbITHs I0JIb30BATENIO B 3ALUILEHHOM XpaHWIHUILE, UX

portanus;

KOHTPOJIb I0CTYIIa K COBMECTHBIM YUETHBIM JaHHBIM;

KOHTPOJIb KOMaH[{ M IEMCTBUH, BBITIOIHAEMBIX CIIELUATUCTAMU;

MOHMTOPHUHT U 3allUCh CEaHCOB MPUBUIIETHPOBAHHOTO JIOCTYIIA;

NOJAEPKKa MPOTOKOJIOB yAAJIEHHOTO aJMUHUCTPUPOBAHUS;

OpeJOCTaBICHUE AaHAJIUTUYECKUX JAaHHBIX O JACMCTBUSAX NPUBHIETMPOBAHHBIX

MOJIb30BaTENEN C MOMOUIbIO0 KOHCOJIU, OTYETOB U aHAJUTHKHY;

IByX(hakTopHas ayTeHTU(UKAIMA ¢ Hcroab30BaHueM TexHonoruu RuToken, TOTP;

pasrpaHMyYeHHe JOCTyIa K YIPaBICHUIO IPOTrpaMMoii;

yrpaBieHue paboToi MporpamMmel;



no0aBiieHNE HOBBIX OOBEKTOB M MHCTPYMEHTOB MPUBIIICTHPOBAHHOTO JIOCTYIIA,
aBapUUHBIN PEIKUM;
BO3MOXHOCTh MHTErpallid C CYIIECTBYIOIIMMHU CHUCTEMaMH HH(POPMALIMOHHON

6e3omnacHocTu nocpeactsom APIL.

3.3. YpoBeHb NOATOTOBKH I0JIb30BATE/IA

Hnst pabotsl ¢ CuCTeMOM MOIB30BaTEIM CUCTEMBI JOJIKHBI 00J1aaTh OOIIUMHU HABBIKAMHU

pabotel Ha I1K, HaBbikamu paboTsl ¢ web-6paysepom IE 11 u Beiue, Firefox, Chrome.

3.4. Poau noan3oBareJeii B cucreme sPACE

[Tepconainy, padotatomiemy ¢ CucTeMOii, MOTYT OBITh HA3HAYEHBI CIEAYIOLIUE POIIH:
= 0a30BBIii MOJIB30BATENb;
= CTaHJIAPTHBIN MOJIb30BATEIb;
=  [IPOJABHUHYTHIN MOJb30BATEND;
=  QIMMHHCTPATOP;
=  TEXHUYECKUU aIMUHUCTPATOP.
= ayAUTOD;
= [PUBWIECTUPOBAHHBIN AyIUTOD;

L] HpI/IBI/IHeFI/IpOBaHHBII\/’I AIMUHHUCTPATOP.

V3HaTh, Kakue pOJM Ha3HAUYCHbl NOJIb30BATENI0, MOXHO B OkHe IIpo¢mab meHto
Hacrpoiiku.

Hactosimee PykoBoACTBO moOjb30Baresisl MpeIHA3HAYEHO Ui COTPYIHUKOB C DPOJISIMU
«ba3oBbIil mosb30Barenb», «CTaHIAPTHBIA NOJIB30BATENbY, «IIPOABUHYTHIM MOIB30BATENbY.

DYHKIIMOHAM, TOCTYIMHBINA JUTSl KQXKI0W POJTH, IPUBOIUTCS B TAOJIMIIC HIDKE.

1. DyHKIIMOHA, TOCTYIHBIN MOJIb30oBaTesiM CUCTEMBI
Posb JlocTynHbIN (yHKIMOHAT
b a 3 o B B * 3amyck ceaHCOB aIMUHUCTPHPOBAHHS Ha OCHOBE COTNIACOBAHHBIX
TMOJIb30BATEIIb Haps10B-/I0ITyCKOB.




CrtraHagapTHBH U [IpocMoTp 00BEKTOB aIMUHUCTPUPOBAHUS, CTPYTIIIUPOBAHHBIX B
MOJIb30BaTEIh BUJIC 33/1a4.

3anpoc HapsAa-I0MycKa Ha 0ObEKThl aIMUHUCTPUPOBAHUS JUIS
CBOEH YUETHOMU 3aIIUCH.

3amyck CeaHCOB aIMUHUCTPUPOBAHMS HA OCHOBE COITIAaCOBAaHHBIX
Haps1J10B-/10ITy CKOB.

[IpocmoTp 3ammceii cOOCTBEHHBIX CEAHCOB, €CIH JIUISl HUX €CTh
coorBeTcTByroIue nanHeie BCAC.

CornacoBanue HapsI0B-OIYCKOB, €CJIH MOJIb30BATENb BXOAUT B

IpyNIly COMIACYIOIIUX JIUIsl COOTBETCTBYIOIIEH 3a/1aun

AIMUHHUCTPUPOBAHHA.

[IpoaBUHYTH # [IpocMOTp 00BEKTOB aIMUHUCTPUPOBAHHUSI, CTPYTIIIUPOBAHHBIX B
M0JIb30BaTEIh BUJIE 33/1a4.

3anpoc HapsAa-I0MycKa Ha 0ObEKThI aIMUHUCTPUPOBAHUS JISI
CBOEU YUETHOU 3aIUCH.

3anpoc Hapsaa-a0MycKa Juisl Yy>KUX YUETHBIX 3aIlUCeil.

3arycK ceaHCOB aIMUHUCTPUPOBAHUS HA OCHOBE COIIACOBAHHBIX
HapsA0B-JI0IyCKOB.

[IpocmoTp 3ammceit COOCTBEHHBIX CEAHCOB, €CJIH JIJIsI HUX €CTh
cootBercTBytomue nanusie BCAC.

CornacoBaHue HapsA0B-I0YCKOB, €CIIM MOJIb30BAaTENb BXOAUT B

IpyMIly COMIACYIOMIUX JIJIsl COOTBETCTBYIOIICH 3a/1aun

aIMUHUCTPUPOBAHMUS.

3.5. IlepeyeHb IKCIIIYATAMOHHOM TOKYMEHTAIIUU

Jlnst pa6orel ¢ CucTeMOl TOJIb30BATENI0 HEOOXOAMMO O3HAKOMHUTHCS C HACTOSIIIUM

PykoBoacTBom nosbp3oBaresns.
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4. HA3BHAYEHME U YCJIOBUA ITIPUMEHEHUSA

4.1. Ha3nayeHue nporpamMmsl

[Iporpammusbiii npoaykt «SPACE» mnpennazHaueH s aBTOMaTHU3allMM Mpolecca
MPEAOCTABICHUS 3al[MIIEHHOIO JI0CTYIa MPUBUJIETUPOBAHHBIX MOJIb30BaTeNnen K kKputnaeckum MT-
pecypcaM KOMIIaHWH, TPEAOCTaBICHUS 3aIUIICHHONW cpeabl st paboTel ¢ Kputmueckumu WT-
pecypcamMu KOMMNaHUM U oOecneueHHs NPO3PAYHOCTU JACUCTBUN MPUBUIETHUPOBAHHBIX
IT0JIB30BATEIIEH.

B nanHOM JOKyMeHTE TMOJ NPUBUIETUPOBAHHBIMU TMOJb30BATEISIMU MOHUMAIOTCS
CJIeIyIOLIUE TPYMIIbI 10JIb30BATEIICH:

* CucreMHBIC aJIMUHUCTPATOPHI HHPOPMAIIMOHHBIX CUCTEM, CETEBOTO 000pPYIOBaHUS,
CETH, CEPBEPOB U T. 11.;
AJIMUHUCTPATOPBI IPUIIOKEHUH U 6a3 JaHHBIX;
[TocTaBmMKN CTOPOHHUX CHUCTEM M TOAPSATYHMKH, oOciyxuBatomue MT-cucremsl
KOMIIaHUH.

SPACE wucnonb3yeTcsa nais MNOBBIMIEHUS CKOPOCTHU COTJacOBaHHUS JOCTyna
MIPUBUJIETUPOBAHHBIX TMoOJb30Baresneil k MT-pecypcam KoMmaHWM, CHHXXEHHUS BEPOSITHOCTH
HECAaHKIMOHUPOBAaHHOTO aoctyna Kk MT-pecypcam M pUCKOB, CBSI3aHHBIX C HEKOHTPOJIHPYEMBIMU

JEUCTBUSIMH CIIEIIMATUCTOB, OCYHIECTBISIOMINX IKCIUTyaTallMio U o0ciykuBaHue snemMentoB WUT-

UHGPACTPYKTYPbl KOMIIAHUH.

4.2. YciaoBusi NpUMEHEHUSA NPOTPAMMBbI

B HacTosiieM n0KyMeHTe NpHUBOAATCA TpeOOBaHUS K pabodYMM CTaHIMAM I0JIb30BaTesIeH
Cuctembl. AnmapaTHbIe ¥ IPOTPaMMHBIE TpeOOBaHUS K QYHKIMOHUPOBAHHIO CHUCTEMBI TPUBOISATCS
B PykoBoncTee aqMuHuCTpaTopa U PykoBOACTBE 110 YCTaHOBKE.

s paGotel ¢ CucTeMol KOMIIBIOTEP MOJIb30BATENS AOJKEH OBbITh NOAKIIOUEH K MHTepHeTy

WM JIOKAJIbHOM CeTH (3aBUCHUT OT IapaMeTpoB YCTaHOBKU CHUCTEMBI) U yAOBIETBOPATH CIEIYIOIINUM

TpeOOBaHUSAM.
4.2.1. TpeOoBaHusi K TPOrpaMMHOMY O0ecrie4eHHI0
2. TpeOGoBaHus K IpOrpaMMHOMY 00€CIIEUYCHHIO
KomnoneHT Kondurypanus
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OnepannoHHas cucreMa Microsoft Windows 7-10, Linux (CentOS 7-8, Ubuntu 18.04
Ubuntu 20.04, Astra Linux «Opén»), Mac OS 10.11 u BbImze

108 8.0 u BrIIe, Android 4.1 u BhIIIE, ...

[Mpuknaxnoe 1O Microsoft Edge 79.0 u Brie,
Google Chrome 72.0 u BbI11IE,
Mozilla Firefox 66.0 u BoIliie;
CosMmecTuMEIl KaueHT RDP;

Windows PowerShell 5.1 u Bblie.

4.2.2. TpeOoBanusi kK annapaTHoMy odecrne4eHHI0 padounx CTaHIMI
3. TpeOoBaHus K anmaparHoMy 00eCTICUSHHIO
KomnonenTt MunuMaibHast KOH(UTypanus
[Tpoueccop Intel Pentium 1.8 I'T'u (miin coBMeCTUMBIN aHAJIOT),

YUCIIO saep — 2

OneparuHas namsats (RAM) 3T'b

Kectkuit nuck (nocrynuoe mecro HDD wnu SSD, 2 I'b

Ha JUCKE)
Buneoanantep JIro6oi
CereBas mara Ethernet 100 Mo6wuT/c (pexomenayercs 1 'o6ut/c)

JomnomauTtenpHOe obopynoBanue | Mouutop 1024x768 u 6ombie (pexkomenmyercst 1920x1080),

MbIlIb, KJIaBUATypa

YcraHoBKka, HacTpoiika W Hcmosib3oBaHHE CHCTEMBl JOJKHBI OCYILIECTBISTHCS B
COOTBETCTBUU C OKCIUTyaTallMOHHOW nokymeHTanueu. Ilepen Hauamom paboOThl HEOOXOAMMO
yCTaHOBI/ITB BCC I[OCTYHHI)IG O6HOBJ'ICHI/I$I JIsT KOMIIOHCHTOB CI/ICTGMBI. CI/ICTeMa OOJIPKHA
AKCIUTYaTUPOBATHCS HA KOMIBIOTEPAX, OTBEYAIONINX MUHUMAIBHBIM TPEeOOBaHUSM, MPUBEICHHBIM

BBIIIIC.
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5. TMOAI'OTOBKA K PABOTE

5.1. CocraB u conepxanue JUCTPUOYTUBHOIO HOCHTEJIS JAHHBIX

[Iporpammubiii poaykt «sPACE» pacnpocTpaHsieTcss B BUAE apXuBa, JOCTYIHOIO s
3arpy3KH 110 HHIUBUIYaIbHON CCBUIKE.

B cocraB auctpuOyTHBa CUCTEMBI BXOJAT CIEAYIOMNE (aiibl:

* spaceinstall — ucnomHseMbIit ¢aiin, npeaHa3HAYCHHBIA IS YCTAHOBKM Ha MalluHy

Linux, KoTOpblii OCyIlIecTBIsIET ycTaHOBKY KomMmnoHeHTOB cucteMbl SPACE Mono
(Base);
* sPACE-Jump-Server-Installermsi — wucnonnasemsiii ¢aiin cepBepa 3amUIIEHHON
cpenbl SPACE, npentHa3HaueHHbIN 1711 ycTaHOBKH Ha cepeep 3CA.
Jist pa6otst SPACE Heo6x0a1MO 0CymecTBUTh 00€ 3TUX yCTaHOBKH.
B coctaB auctpuOyTHBa BXOAUT MPOrpaMMHOE OOECIeUeHHuEe CTOPOHHUX MPOM3BOAMTEINEH,

KoTopoe HeobOxomumo juisi pabotel Cucrembl. Crmicok ctoponHero I1O m mporenypa ycTaHOBKH

Cucremsl npescraBieHbl B THCTpyKIuy o pa3BepThIBaHUIO.

5.2. Hauauo paéorbl

[Tocne pa3eprhiBanmsi CHCTEMBI B COOTBETCTBUU ¢ MHCTpyKIMEH MO pa3BepTHIBAHUIO
He00X0MMO, YTOOBI ObUTH T0OABJICHBI BCE HEOOXOAMMBIE TIOJIB30BATEIH B TPYIIILI KaranoroB AD u/
umu LDAP B coorBercTBMM ¢ ux pomsiMu. B Cucreme A0MKHBI OBITh CO3MaHBI OOBEKTHI
aJIMUHUCTPUPOBAHMS, TPHIOKEHUS YIPaBICHUS OOBEKTaMU aJIMHHHUCTPUPOBAHHUS, CIICHAPUU
3aITyCcKa C€aHCOB MPUBUIIETUPOBAHHOTO JOCTYIIA U TPYIIBI cormacoBanus. [Iporenypsl no6aBieHus
MOJIB30BaTENCH, CO37MaHUs OOBEKTOB aIMHUHHUCTPUPOBAHHUS, TPYII COINIACOBAaHMS, CIICHAPHUEB
3alycka CEaHCOB NPHUBUJICTHPOBAHHOIO JIOCTyNa W JOOABICHUS TPHIOKCHHS OIHMCAHBI B
PykoBozacTee anmMuHucTparopa.

Jns Havgama pabotel ¢ CucteMoil HEOOXOAMMO OTKPBITH OKHO BeO-Opay3epa W BBECTH B
aapecHoit crpoke BeO-anpec [loprana Cucremsl. Ha IlopTane monp3oBaTesnb 0CyIIECTBISIET BHIOOD
MH(POPMALIMOHHOTO pecypca, BBIOOP MHCTPYMEHTAa IOIKIIOUEHHUs K 3TOMY pecypcy M BbIOOp
YYETHOI 3amKcH, OT UMEHHU KOTOPOH OyIeT OCYIIECTBISITHCS 3TO MOAKIIOUYCHHUE.

[Tocie 3amycka Iloprana monp3oBare b MOMANAET B OKHO aBTOPH3AIHMH, TJE MpEAiaracTcs
BBECTH Y4YETHBIC JJaHHBIC. B ciydae, ecnu y monp30Barelsi MOAKIIOUeHA QYHKIHS IBYX(PaKTOPHOU
ayTeHTU(UKamu, OyJIeT MPeaIoKeHO BBECTH JaHHbBIE BTOPOTO (akTopa.

[Tocne aBTOpHM3aNMK MOIB30BATENb MOMAAAET B HHTEpderic CUCTEMBI.
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5.3. Ilopsiaok nmpoBepKu padOTOCIOCOOHOCTH

Cuctema sBIsIeTCsl pabOTOCIIOCOOHOM, €CTU TI0CIe aBTOPU3AIK MMoIb30BaTest Ha [loprane

Cucrembl Ha 3KpaHe oToOpaxaercst unrepdeiic CucTemsl.
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6. MWHTEP®ENC SPACE

ITocne ABTOpHU3allM Ha HopTane CucteMBl 1OJIB30BaTEIb nomnagac€t B IJIAaBHOC OKHO

B é‘ ¢ sPace Portal X |+ v - X
& [} © | 192.168.74.101:8080/space-web/#MY_SESSIONS pre = 7 e
> [Movcr o RasnraLimn testuser & +
Ceatchl p 5 5 ; 3

® Monynspsie OHeaaskme O AkTugksie O CerogHa O 3a Hegenio CrBee

=89 Mow ceaHcsl
ol CoxpaHeHHble
o AcTHBHbIE
i CeropHa
o33 Hepenio
-8 ViHDpacTpykTypa
+-ul HapAasl-gonyckmn

EMO

d Computers Dy

1. [ nasnoe oxkno Cucmemol

I'naBHOE OKHO CHCTEMEI UMECT CJICAYIOUC DJICMCHTEI.

. JlepeBo HaBUTranuu;

. IlaHens maHHBIX;

. [TaHENP MHCTPYMEHTOB;

. [Tanens ObIcTpOroO 10OCTYMA;
. HacTtpoiiku.

6.1. /lepeBo HaBMramum

JlepeBo HaBUTAIMH CITYKUT Ui OBICTPOro IOCTYIIA K pas3fenaM U y3iaMm. B 3aBucumoctu ot
ponu monb3oBarenss B CucTeMe B JiepeBe HaBUTALMKM MOTYT OTOOpakaThCs pasHbie pasznensl. [Ipu
aBropm3anuu B Cucreme ¢ ponbio «Ilomp3oBarenb» B [lepeBe HaBUranuu oToOpakaeTcs paszel
«CeaHCBI», B KOTOPOM cofiepkarcs 3 y3na:

. Mowu ceaHCHI,

. WNudpactpykrypa;

. Hapsiapi-nomycku.
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fE’ MOMCK MO HABUraLWK..

& CeaHchl

—-8® Mowu ceaHchl

ol CoxpaHeHHule

ol AKTUBHbIE

ol CerogHA

ol 32 Hepenw
+-oll HdpacTpykTypa
+-mfl HapAaas-gonycku

2. lepeso nasuecayuu

6.2. IlaHeanb JaHHBIX

Ha Ilanenu JaHHBIX 0T06pa)KaIOTC$[ PE3YJIbTAaThbl BLIIIOJHCHHBIX 3alIPpOCOB Ha IIOJIYYCHHC

JAaHHBIX Y3JIOB.

[0} o) lo o) o) o) 3arpyxeHo: 2
@ MonynapHele O Hegasrne O AkTueHsle O CeroaHs O 3a Henenwo O Bce Booes Aol 2
ki
lpwnoxewwe _______________ O0LewT anusauCTDApoSaHuA
AD Users And Computers Domain SPACEDEMO test-admin
Putty Space Core 1 root on unix
3. llanens oannwix

JlaHHBIE OTOOpaAXKAKOTCS B BUJIC TAOJHIIBI, HA3BAHUS CTOJIOIOB PA3JIUYHBI ISl Pa3HBIX Y3JI0B
1 paszenoB. [Ipy OTCYTCTBHM JaHHBIX, COOTBETCTBYIOIINX 3alPOCY, Ha MaHEIH JaHHBIX BBIBOAUTCS
coo01enne «Her 00bEKTOB IS BHIBOAA. ).

HaI[ JaHHBIMU MOKHO BBIITIOJIHUTH CJICAYIOMIUC ,[[CﬁCTBPIHZ

. CrpynmupoBarh 1o MoJIko;

. Pasrpynnuposars;

. OT1dunbsrpoBaTh 10 MOJIIO;

. BbINOTHUTH MOUCK JaHHBIX B CTOJNIOIIE M0 KITFOYEBOMY CIIOBY.
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6.2.1. CrpynnupoBarthb 1o 1moJiro

JUis rpynnupoBKH JJaHHBIX 110 MO0 HEOOXOAMMO HAaBECTH YKa3aTellb MBIIIM Ha Ha3BaHUE
noJsi (COOTBETCTBYET Ha3BaHUIO CTOJIOIA) M IIENIKHYTh MBIIIBIO HA MOSBHBIIEMCS TPEYTOJIbHHUKE
BEPILIMHON BHU3 Ha cepoM (oHe. B BbImajaroiieM MeHIO HYXHO BbIOpaTh KomaHay I'pynnupoBars

1O MOJII0 (Ha3BaHUE TIOJIS).

MpunoxeHue -~
Putty i MpynnuposaTtk no nonio "MpunoxeHue”
AD Users And Computers
4. I'pynnuposra no nony «Illpunoscernuey
6.2.2. PasrpynnupoBarsp

Jlns pa3rpynnupoBaHusi JaHHBIX HEOOXOAUMO BBIOPATh B BBINAIAIOIIEM MEHIO KOMaHy

PasrpynnupoBars.
NpunoxeHue ~
3 Putty i MpynnuposaTtk no nonw "MpunoxeHve”
Putty #, Pasrpynnuposatb

& AD Users And Computers

5. Komanoa «Paszepynnuposams»

6.2.3. OT1duabTpoBaTh 1Mo NOJI0
JlanHbple 3ampocoB MOTYT OBbITh OTQWIBTPOBaHBl MO J0OOOMYy cTonbOmy. [is srtoro
HEOOXOMMO BBLICTHUTH CTOJOEI, IMIEJKHYB Ha HeM MbIlmbio. [Ipu 3TOM TpeyronbHuK Oyaer

YKa3bIBaTh IMOPAAO0K OT06pa)I(eHI/I$I JaHHBIX.

|

lNpunoxeHue
Putty

AD Users And Computers
6. Jlanunvie omobpasicaromces 8 00pamuom anpasumuom nopsioke

6.2.4. ITouck TaHHBIX B CTOJIOLE MO KJIIOYEBOMY CJIOBY

B Cucreme peann3oBaH MOWCK JaHHBIX B JH000M ctonOie. st 3Toro HeoOXoauMo BBECTH

IIOMCKOBOE CJIOBO B IyCTOM II0JI€ HaJl HA3BaHUEM CTOJIOLA U HaXkaTh KiaBuily Enter niu menkHyTh

Ha 3Hauke (GUIBTpa



B RDC
Bpews cospanus Mpunoxenue -
= RDCMan
29.05.2020 02:19:29 RDCMan SPACE JS 1
29.05.2020 02:18:55 RDCMan Spacedemo DC 2
29.05.2020 01:11:43 SPACE JS 1
29.05.2020 01:10:56 Spacedemo DC 2

9.05.2020 01:10:29 Spacedemo DC 2

Spacedemo DC 2
Spacedemo DC 2
SPACE JS 1
Spacedemo DC 2
SPACE JS 1
Spacedemo DC 2
Spacedemo DC 2
SPACE JS 1
Spacedemo DC 2

RDCMan Spacedemo DC 2

7. Pezynemamut noucka no xknouesomy cnogy « RDCy

6.3. IlaneJb HHCTPYMEHTOB

Ha manenu HHCTPYMCHTOB PACIOJOXKCHBI KOMAaHAbI, KOTOPBIC MOKHO BBIIIOJIHUTE B JaHHOM

pasaciic uiiu ysiJic. CHHcok 3THuX KOMaH/J 3aBUCHUT OT pas/cia U y3Jia.

(O MonynApHsle ® Hegaexne O AkTWeHsle O CerogHs O 3a Hegenwo OBce éhfm'?;“;” 0 @
8. Ilanenv uncmpymenmos pazoena « Ceancol»

6.4. Ilanesb ObICTPOroO J0CTYIA

Jlyist GpICTpOTO TIepexoja Mo HyXHBIM y3i1aM B CHUCTeMe MpeIyCMOTPEeHA MaHelbh OBICTPOTO
JIOCTyTA.

[ Mo ceaticel X [ Coxpaentsie cearicis X | Axusisie X | Cearicul ceroni X | Ceaticsl 3a Hefento X | Mon saiauw/odbexTsl X | 3anaua "Aquutwcrparops Li X | 3andQRIE

9. Ilanens 6vicmpozo oocmyna

Ha ITanenu ObICTPOro Q0CTyma pacrloiOXEHbI BKJIAJKH Y3JIOB, KOTOpPHIE IMOJIH30BATENb
OTKpBIBAJI B TEKYIIEM ceaHce paboThl, HAYUMHAsg ¢ MOMEHTa aBropu3anuu B Cucreme U 3aKaHuMBas
BBIX0/IOM U3 CUCTEMBI.

AKTHUBHBIN y3e] BBIJICICH IIBETOM. J[JIs1 HABUTAIMH TI0 BKJIAJIKaM IMaHETN OBICTPOro J0CTyma
UCIIONIB3YIOTCS KHOTIKU MPOKPYTKHU BIIPaBO/BIIEBO.

Jlist OpIcTporo Tepexona K BKIAJKE B TEX CIydasxX, KOrnma Ha MMaHeldd OBICTPOro J0CTyma
OTKPBITO MHOTO BKJIQJIOK, UCIIOJIL3YETCSI BBINIA/IAI0IIEE MEHIO, B KOTOPOM COAEPIKHUTCS CITUCOK BCEX

BKJIAZIOK Y3JI0B, KOTOPBIC ITOJIB30BATCIIb OTKPBIBAJI B TCKYHIEM CCAaHCC pa6OTBI ¢ Cucremoi. I[J'ISI

BbI30Ba BAITIaAAAOIICTO MCHIO HCO6XOJII/IMO IICJIKHYTHh MBIIIIBIO HA KHOIIKE |

6.5. Hacrpoiiku

C moMoIIpio JaHHOTO JIeMeHTa HHTEpdeica MOKHO BBITIOJHUTD CIASAYIOIINUE JECHCTBHS:

¢ W3menuTs HacTpoiiku BeO-uHTepdeiica Cuctemsl;

18



[Tpocmotpets muunble naHHbIe B [Ipodue;

ITomyunTs cpaBky;

Briiitu 3 CucteMsl.

G [Mouck no Haewraym @ spc-user-001]/ § ~
@ MonynapHble OHenasrne O Aktnerble O CeropHa O 3a Hepeno O Bce gg;%tz:acgﬂ 0
-8 Mou ceaHcb! g=
ol AKTUBHbIE
ol CeroaHa
ol 3a Hepeno
sl IippacTpykTypa
=--al Hapaael-gonycku
test-user -
© Hacrpoiiku
O npoduns
© Cnpasxa
@ O nporpamme
@ Buixon
10. Menio «Hacmpoiikuy
6.5.1. HN3menenue Hactpoexk Cucrembl

C noMo1Ibi0 3TOr0 MEHIO MOKHO U3MEHMTH sI3bIK CUCTEMBI, TEMY O(QOpMIIEHUS U 100aBUTh
nByx(hakTopHyl ayTeHTH(uUKanuio. B kadecTBe BTOpOro ¢akropa ayTeHTUPHKAIUH
noanepxkuBatorcs ceprudukarsl RuToken u TOTP.

Jns nobGaBnenust AByX(akTOpHOW ayTeHTHPHUKAMUM HEOOXOIMMO BbIOpaTh BKIAJIKY

be3onacunocts B MeHI0O HacTpoiiku:

HacTtpoliku cuctemsl 4
A3bIK cucTeMsl

Tembl ochopmneHnst B sPACE ecTb BO3MOXHOCTb 406aBUTb ABYX(AKTOPHYHO
1 ayTeHTUdMKaLMIO.

Be3onacHocTb

Bbibepute cnocob ayteHTugnkaumm:

He BbIGpaHo M| AoGasutb
BTOpOM

CoxpaHuTb U3MEHEHMS Otvera |[CEoA p

11. Bxraoka «bezonacnocmpy
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Janee TpeOyercsi OmMpenenuTh KelaeMblil Croco0 AByX(aKTOPHOH ayTeHTH()HKAIUU WU
Haxarb KHOIKy JloOaBuTh BTOpOil (paktop. Ha nannwiii Moment sPACE nonnepxuBaeT nBa
MeTofa:

* Rutoken — poccwuiickas pa3paboTka, PEIOCTABISIONIAS MICKTPOHHbBIC HICHTH(PUKATOPHI
Y KJIFOUYH, TO3BOJISIOIINE aBTOPU30BaTh COTPYAHMKA IIPHU €T0 MOAKIIOYEHNN;

TOTP — nocTyn K akKayHTY MOJIb30BATENsl OCYIIECTBISETCS TOCPEACTBOM CKaHUPOBAHUS
QR-koma B cnenuanbHOM TPWIOKEHUU Il cMapTdoHa. B panpHeinmeM mnpuioxeHue
IIOCTOSIHHO T'€HEPUPYET OJTHOPA30BBII MaposIb s BXO/A.

s Toro, uToOB! MonkIOUNTH Rutoken k akkayHTy monb3oBaTens, TpeOyeTcs BCTaBUTh €T
TOKeH (Hampumep, ¢uem-kapty) B KomnbioTep W BBecTH PIN-kon, yHUKambHBIN IS KaXKIIOTO

TOKeHa. 3areM HaxmuTe Ha KHONKY /lo0aBuTh cepruduxar Rutoken. [lonb3oBarento Oyner

HYXXHO IIOAKJIFOYAaTbh TOKCH KaXKIbIi pas3, Koraa OH aBTOPU3YCTCA a IIOPTaJIC

BHumaHue! x|

BcTtaBbre Baw TokeH 1 BBeaute PIN o o

Beegute PIN : i)

[o6aButb ceptudukar N
RuToken . 3

12. Tlooxntouenue Rutoken
Hns toro, uroOsl moakmounth TOTP k akkayHTy monp3oBarensi, HEOOXOIMMO CKavyaTh Ha
cMapTPOH STOTO TMOIB30BATENSI CHENHaTbHOE mpuioxkeHue. Hampumep, npunoxkenue Google
Autheticator. B nmpunoxxenun Hazno BbiOpars pyHkimio CkanupoBath QR-Kk0A U OTCKaHMPOBATH
KOJl, KOTOpBIA OymeT ykazaH Ha moprtane. [IpumokeHue creHepupyeT Koj, KOTOpbId Tpelyercs
BBectu B none "Kon" mnsa moakmrouenust 2FA. Tlonb3oBarens gomkeH OyaeT BBOIUTH KOM KayKIIbIi

pa3 Mpu aBTOpU3AIMHU Ha MopTaje. 3aTeM Haxarb Ha KHONKY IloaTBepaAuTS.
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Monteepxaexue TOTP il

IEI"" EII

OTcKaHupyinTe
1 BBEAUTE KOA

I Kon : (i I
13. Tooknrouenue TOTP

6.5.2. Ipocmotp Ipoduns

Jns mpocMmoTpa JNUYHBIX JaHHBIX HeoOxoaumo BbIOparh NyHKT IIpoduan wmeHIO
Hacrtpoiiku. B nosiBuBmemMcst MeHro OyyT oToOpaXkeHa cleayroriast HHGOpMaIus:

¢ [Tonws30Barens;
Nwms mons3oBarerns;
DNEKTPOHHBIN aapec;
Tenedomn;

MoOunbHBIH Tene(oH;

Poxrs B Cucreme.
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M Mpodunb x

oyl

Monb3oBatenb : spc-user-001@space.local

WUmsa nonb3oBartens : He 3apaHo

OnekTpoHHbIN agpec : test1@lbdemo.local ® )
TenedoH : space@lbdemo.local . .‘ Tt
Mo6unbHbIn TenedoH : 123456 . a o\

ROLE_SPACE_TRUSTED_AUDITOR MpuBunerna npocmoTtpa AaHHbIX Key Logger
ROLE_SPACE_ADMIN YnpaeneHve cuctemon
ROLE_SPACE_AUDITOR AyauT ceaHCcOoB nosnb3oBarenen
ROLE_SPACE_USER [MpoaBWHYTLIN Nonb3oBaTesb
14. annvie npoghunsa nonvzoeamers

6.5.3. IHosryyeHnue cnpaBku

s monmydeHusi cpaBKM HEOOXOIUMO HIENKHYTh Ha MyHKT CmnpaBka meHio Hacrtpoiiku

cucrembl. CripaBouHast ”HpOpMAaNUs OTKPOETCS B OTAEIBHOM OKHE BeO-Opay3epa.
6.5.4. HNudopmanus o nporpamme

Jus momydenuss umHGOpMAMM O MporpaMMe HEOOXOAMMO KJIMKHYTh Ha myHKTe O
nporpamme B MeHIO Hacrtpoiikum cucrembl. OTKpOETCS OKHO, B KOTOPOM COAEPXKUTCS HOMEP

Bepcur CucTeMbl, HH(GOPMAIIHS O MPOIYKTE U IPOU3BOIUTEIE.
6.5.5. BbIxoa U3 cucTeMbl

s Beixona u3 CucTeMBbl MeTKHATE Ha TyHKTEe Bhixoa meHio HacTpoiiku cucreMbl.
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7. OINHUCAHUE ONEPALIMI

7.1. Bxoa B Cucremy

Jns Bxoxa B CucteMy HEOOXOIMMO 3aIyCTHTh Ha KOMITBIOTEPE COBMECTHMEI Opay3ep (cM.
Tabmuiyy 2) u BBeCTH B ajapecHoil crpoke azapec Iloprama Cucrtembl, TpemnoCcTaBICHHBIN
AIMUHUCTPATOPOM.

Hns apropuzanmu B CHcTeMe HEOOXOJMMO BBECTH Y4YETHBIC JaHHBIC NOJb30Bareis. B
MIEPBOM CTPOKE BBOJIUTCS JIOTWH B (hopMaTe TCHAHT:IIOJIb30BaTeNIb(@aoMeH. Hampumep: main:test-

user-001@hqg.company.local . Bo Bropom 1osie BBOIUTCS TTAPOJIh MOJIb30BATEIS.

Face

TeHaHT:nonb3oBatens@AoMeH

Maponb ‘

CuuTats napons ¢ TM @[ Pycckun v |

15. OxHo 6éxo0a ¢ Cucmemy

[Mpumeuanne. YdeTHas 3amuch MOJIb30BaTeNs TOKHA OBITH 100aBIIeHa B COOTBETCTBYIOILYIO IPYIITY
ciyx0b1 KatamoroB MS Active Directory unm co3maHa BO BHYTpPEHHEM JOMEHe. B ciyuae oTcyTCTBHS
YUCTHON 3alKCU MONb30BaTeNs WIM HEHNPaBHIBHOIO BBOJA MApoiisl Ha 3KpaHe OTOOpasUTCs COOOIIeHHE
«OmmoKa ayTeHTH(QHUKALTUI.
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Owwnbka ayTeHTUMKaUMm

TeHaHT:.nonb3oBatens@aoMeH

[Maponb

CuuTaTs napons ¢ TM & | Pycckun v |

16. Ouwubka aymenmugpuxayuu

[Tocne ycnenHo# aBTOpU3aIMy Ha KpaHe oToOpaxaeTcs riaBHOe OKHO CHCTEMBI.

7.2. Pabora c pasgesom «CeaHChI»

Paznen «Ceanco» copepkut B cede 3 ocHOBHBIX y3ia: Mou ceancwl, UHdpacTpykTypa,

Hapsabl-nonycku. /[aHHBIN pa3ies I03BOJISET BBITOIHATD CIEIYIOIUE ACUCTBUSA:
IPOCMOTP CBOMX CEaHCOB NMPUBHIETUPOBAHHOTO focTyma (y3ea «MoH ceaHCh»);

npocmotp 3anuceir BCAC cBoux ceaHCOB NPHUBHJIETHPOBAHHOTO JocTymna (y3el

«Mowu ceaHChI»);
(bunbTpanys CBOMX CEaHCOB NPUBUIIETMPOBAHHOTO ocTyma (y3en «Mou ceaHch»);
3aIyCK HOBOI'O C€aHca MPUBUIIETUPOBAHHOTO JocTyna (y3en «Mou CeaHcbl»);

NpOCMOTp 3aJay Ha yMOpaBlIeHHE OOBEKTAaMH AaJIMHUHUCTPUPOBAHUSA,

CTpYMIHUPOBAHHBIE O O0BbEKTaM agMUHUCTpUpoBanus (y3zen « HppacTpykTypar);
IIPOCMOTP CBOMX HapsIIOB-10MYyCcKoB (y3en «Hapsabl-nomycku»);

3aMmpoc HOBOTO HapsAa-I0MyCcKa sl Ce0sl WIIH JIJISL IPYTOTO MOIb30BaTEINs, €CIIH €CTh

cooTBeTCTBYIOLIAs poiib (y3en «Hapsaasl-gomycku»);

COITIAaCOBAaHUC HaAPAAOB-AOIYCKOB, C€CJIM IOJb30BATCIIb HMMCECT COOTBCTCTBYIOIYIO

porb (y3en «Hapsiabl-nomyckmy).
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7.2.1.

Jnst mpocMOTpa CeaHCOB MPHUBWIETHPOBAHHOIO JOCTyNa HEOOXOIMMO UICIKHYTH Ha
aneMeHTe Mom ceaHchl pasnena CeaHcbl JepeBa HaBUrallMu B JIEBOM YacTH JKpaHa. DTO OKHO
oTo0paxkaeTcsi MO YMOJYaHHUIO TMOCJHEe aBTopu3anuu mnoib3oBaTtedass B Cucreme. CeaHchl

MPUBWIETHPOBAHHOTO AOCTYTAa OTOOpaXKAIOTCs B BUIE TAOIUIIBL.

7.2.2.

HpOCMOTp CBOUX C€AHCOB IIPUBUJICTHPOBAHHOI0 10CTyIIa

(Dnanpaunﬂ CBOHX CCAHCOB IIPUBUJICTUPOBAHHOI0 JOCTYyIIA

Ceancbl 01b30BaTENsI MOTYT OBITh OT(GUIBTPOBAHBI 110 CIEAYIOIIUM KaTeTOPUSIM:

Jliist oToOpakeHHs HY>KHOW KaTerOpUH CEaHCOB HEOOXOIUMO YCTAaHOBUTH NEPEKIIOYaTeNh B

COOTBCTCTBYIOHICC IMOJIOKCHHUEC HA TTAHCTIN UHCTPYMCHTOB.

IonyJsipHble — MOMYJSPHBIE MapIIPYTHl, CIPYNIHPOBAHHBIE MO MOMSAM «OOBEKT

AJIMUHHUCTPUPOBAHUA, «Y4deTHas 3almuch» M OTCOPTHPOBAHHBIC II0 KOJIMYCCTBY

3aIyCKOB;

HenaBuune — nocnenaue 50 ceaHCOB, 3alyIICHHBIX MOJIb30BATEIEM, 110 YMOIYAHHIO
TaKXKe CIPYIMITUPOBAHBI 10 IMEHU O0BEKTa aIMUHUCTPUPOBAHUS/ TIPUIIOKCHHS,

AKTHBHBIE — CCAaHCBHI, BBITIOJIHIACMBIC B TGKYH_[I/Iﬁ MOMCHT,

CeroaHsi — ceaHchl, CO3/1aHHbIC B IEHb (PHIIBTPAIIHH;

3a Hegemro — CCAaHChI, CO3JaHHBIC 3a IMOCICAHIOIO HEICIIIO,

Bce — Bce ceanchl TEKYLICTO I10JIb30BATCIIA.

Mou ceaHch X

s NMomynapHe  HepasHue © AkTvedbe  Ceroars  3a megenio - Bee

5.1 Jon

ain

a

ontroller
entroller

ontroller

—ontroller SFAC

ac

"
"
"

001
501

"

-001

"

-001

"

@

Ed

Mpwowowse ————_obvor snumvcromposmun |vemansanmes |

17. Ilepexnouamens ycmanosnen na snemenme «llonynsipnvie»
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BreiOpare maHHBIE T OTOOpaKEHUS MOXKHO TaKKe C IIOMOINBIO DJIEMEHTOB JIepeBa

HaBHUI'allUH, BLI6paB OJVH U3 IIYHKTOB!

. CoxpaHeHnnbie;
. AKTHBHbBIE;

. Ceronns;

. 3a Heneno.

7.2.3. IIpocmoTtp 3anuceit BCAC cBOUX ceaHCOB NPUBUIETHPOBAHHOIO J0CTyNA

i1 mpocMOTpa CKPHHIIIOTOB 3alCH CBOETO ceaHca TpeOyeTcst Bo BKiaake Mom ceaHChI
BBIOpaTh BPEMEHHOM IPOMEKYTOK U3 NOCTyIHBIX («Ceromus», «3a Heaemoy, «Bcey) n yCTaHOBHTH
MEepeKIIoYaresb HAlPOTUB HETO, TUOO0 BBIOPATh BPEMEHHOUW MPOMEXKYTOK C IMOMOIIBI0 3JIEMEHTOB

JAC€pEBa HaBUT'alluU. ITocne uero BBI6paTB B CITMCKC HY)KHBIﬁ CC€aHC U HaXXaTh Ha €0 COCTOAHHC.

OTMMonynsapHele O HepaBHue O AkTuBHble O CerogHa O 3a Hepeno @ Bee

v

Owwnbka

Owwnbka

30.11.2020 15:09:17
30.11.2020 15:08:06

I 3aBepLUeHo

| 16.11.2020 14:44:52

3aBepLUeHo
3aBepLueHo

3aBepLueHo

3aBepLueHo

18.

16.11.2020 14:42:06
22.09.2020 13:48:17
22.09.2020 13:45:44
17.09.2020 16:09:24

Active Directory Users a...
Active Directory Users a...
Windows Command Lin...
Windows Command Lin...
Windows Command Lin...
Windows Command Lin...
Windows Command Lin...

Domain HQ

Domain HQ

Windows cepsep 01 HQ
Windows cepsep 01 HQ
Windows cepsep 01 HQ
Windows cepsep 01 HQ
Windows cepsep 03 HQ

Buibop ceanca ons npocmompa

Owwnbka oxuaaHus 04.12.2020 16:02:06 RDP 6.1 Windows cepsep 01 HQ  hg-12r2-wsrv01.hg.c
Owwnbka oxuaaHus 04.12.2020 15:58:14 RDP 6.1 Windows cepeep 01 HQ  hg-12r2-wsrv01.hg.c
Owwmbka oxunaaHms 04.12.2020 15:55:52 RDP 6.1 Windows cepeep 01 HQ  hg-12r2-wsrv01.hg.c

hg.company.local

hg.company.local

hg-12r2-wsrv01.hq.c
hg-12r2-wsrv01.hq.c
hg-12r2-wsrv01.hq.c
hg-12r2-wsrv01.hq.c
hg-12r2-wsrv03.hq.c

OTkpoeTcs KapTouKa ceaHca, B KOTOPOH MOXHO MOCMOTPETh MH(POPMAIIMIO O 3aITyIIEeHHOM
ceance. JIyis mpocMoTpa 3amucu TpeOyeTcss Haxkarh Ha KHOMKY "IIpocMoTtp 3amucu ceanca'. Taxoke
pu HEOOXOAMMOCTH MOXXKHO CKadyaTh CKPHUHINOTHI ceaHca, HaxkaB Ha KHomky "CkauaThk

n300pakeHus "
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CeaHcbl (AyavT) X @ spc-user-001 g -~

3aBeplueHue ceaHca lNpocmoTp 3anucu ceaHca CkauaTb n3o0paxeHus

Monb3soBatenn : ad-user 3apava : Test-wsea-fask

I VneHTndMKaTOp ceaHca : \ [-44a6-aba Hapsig-aonyck : Ne321:
TepMuHanbHoe coefHeHue : | 5 j‘w © Cepsep 3C : hg-12r2-js03-test.hg.compan

CocrosiHue @ 3aseplieHo O6bekT : Window

CospaH : 10.01.2024 14:12:46 FQDN : 12r2-wsrv01.t
WUsmeHeH : 10.01.2024 14:13.07 Mpunoxexue : Windows Command Line 6.1
MpogomxutenbHocTb : 00:00:21 MpueBuneruposanHana ¥3 : ad-admin-00: HQ
Xpanunuwe BCAC : DESKTOP-VQIRPRB wel

[~ Ayanr | Cobbit | Mapamerpel coarica | HTTP-coconn

24 14:12 i 2\cm 2 Key L r B
414:12 i syste md.exe VS e exe Key Logger: dir BCA
1:1 indows\syste d.exe vs\syste exe Key Logger: dir BCA
412 indc syste md.exe syste exe Key L e e A
4112 exe exe Key Logge R)e
2024 14:12 2 Key Lo ENTER B
2024 14:13 B
2024 14:13 B
4 14:13 B
19. Unghopmayus o ceance

OTKpOGTCH OKHO 1I1JIE€pa CC€aHCa, B KOTOPOM MOXHO IMPOCMATPUBATHL 3allMCAHHBIC

C K p " H III (o} T bl
[ Mow cearcul % | Ceakic % | BCAC (f3bc726¢-6fcb-42e6-... % Vcaes Amutpuii Bacunbesn | g
LY 3

ad-user-001 16.11.2020, 14:43:37.875 3asepweno [onpobHee Q °°°° A0 QQQE]‘

20. Ilneep ceanca
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HpI/I IMOMOIIM KHOIIOK I10J OKHOM 3aMCaHHOI'O C€aHCa MOXHO OCYHCCTBIATH
MMOCJICAOBATCIIbHYO HABUTAlIUIO 10 3allMCH: IICPEMCCTUTHCA B €€ HAYAJIO, IICPEMCCTUTHCA HAa OJAUH
KaJlp Ha3aA, Ha4YaTb IMMPOUTPBIBAHUC 3allUCH II0 IMOPAAKY € MOMCHTA, HAa KOTOPOM OHa celiuac

OCTaHOBJICHA, IECPEMECTUTHCA HA OJJUH KaJp Bnepén, MEPEMECTUTHCA B KOHECIT 3aITMCH.

00000

21 Ilanenv ynpasnenus nieepom
KHonku crmpaBa BHH3Y IOJl OKHOM 3allUCH CEaHCa MO3BOJSIOT yAOOHEe MpOCMATPUBATH
naHHbIA ceaHc. Brimagarommii cnucok ¢ x1.0 u apyruMu 3HAUYEHUSMU TO3BOJISIET YBEIUYUTH
CKOPOCTh TPOUTPBIBaHUA 3anmucu. KHOmKa Jyma+ TMO3BOJIIET YBEIMYUTH OTOOpaKaeMyl0 B OKHE
IIPOCMOTpa 3alUCh CEaHCa, a Jiyla- MO3BOJSET yYMEHbIIUTH €. Jlyma co cTpemoukoll BOKpYT
cOpackiBaeT MacmITabupoBaHue Ha HaYalbHOE. MIKOHKa ¢ MPSMOYTOIBHUKOM U CTPEIKOM MO3BOJISET

OTKPBITH OKHO ITPOCMOTpA CeaHca B OTICIFHON BKJIaIKe Opay3epa.

v QAAX

22. Ilanens ynpaenenus omoobpasxicenuem CKPUHUOMO8

7.2.4. 3amyck HOBOIO ceaHca NPUBHJICTHPOBAHHOIO 10CTYNIA

Jlns 3amycka HOBOTO ceaHca HEOOXOAMMO IIENKHYTh Ha KHOIKE 3amyCK HOBOIO CeaHca B
BepHeH yacTi okHa MoM CeaHChl U 3alOJHUTH BCE MOJSI B MOSBUBIICHCS (opMe 3amycK ceaHca.
Kaxxgoe mose cTaHOBUTCS JOCTYHHBIM IOCJE 3aNOJHEHHs MPEbIyIero (MomaroBble IeiHCTBHS).
Jiist 3aBepieHus co3maanus Gopmbl 3amycK ceaHca HEOOXOAMMO IICIKHYTh Ha KHOMKE 3amyCTUTb,

KOTOpasi CTAHOBUTCS aKTUBHOM IOCIIE 3aII0JIHEHHSI BCEX MOJIeH (hOpMBI.
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3anyck ceaHca X

OGbeKkT o
aAMUHUCTPUPOBaHUA :
MpunoxeHue : (@]
MpuBunernpoBaHHasn Y3 : )] ]
(od-T.1-1-T I {o N G- 1 212-js02-test.hq.company.local )]
0‘ | »
Bynert 3anyueH ceaHc: e

Cepsep 3C:hg-12r2-js02-test.hg.company.local ¢ * - %
3apava:AamuHucTpuposanue cepeepos WindowsHQ®

Hapsaa-gonyck:Ne2552 / 18.12.2018 17:03 "
CPOK AeWCTBUA HapAAa HeorpaHudeH . : B

23. Dopma uHUYUaAYUU ceanca NPUBULE2UPOBAHHO20 OOCMYNA

[Tocne knmuka Ha Hee, eclii ceaHC OymeT 3amyckarhcsi Ha cepBepe 3C Windows, To Ha
KOMIIBIOTEp TMOJIb30BaTesist OyneT ckadaH rdp-gaiia, KOTOpbI HEOOXOAMMO OTKPBITH H
IIOAKIIFOUHUTHCA K YI[aHeHHOﬁ MaliuHe.

What do you want to do with launch-e1ac56fb-629a-4650-
b7d4-97398bc3bfc3.rdp (4.9 KB)? Open Save AN
From: 192.168.74.101

24. Oxno 3anycka RDP-ceanca

Ecnu xe ceanc Oymer 3amyckarscsi Ha cepBepe 3C Linux, To ckaumuBaercs psl-daiin, ero
HEOOXOIMMO OTKPBITH (HarpumMep, B BIOKHOTE) 1 CKOMMPOBATh W3 HETO CTPOKY IS TTOIKITFOUCHHS.
JlanHyto CcTpoKy 3arem TpeOyeTcsi BBeCTH B TepMHuHanl (Hampumep, cmd) nans Hayana paboOThI
YIAJIEHHOTO ceaHca

[Ipumeuanue. Jlns 3amycka HOBOTO CeaHCa COTPYIHHKaM HEOOXOIMMO MMETh aKTUBHBIE HapsIbl-
noryckd. B none O0beKT aAMHUHUCTPUPOBAHUS OTOOPAXKAIOTCS TOJNBKO T€ OOBEKTHI aJIMUHHCTPUPOBAHNS,
Ha yrpaBlieHHE KOTOPHIMU UMEIOTCS aKTHBHBIE HAPSIIBI-JIOITY CKH.
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7.2.5.

IIpocMoTp 3apay Ha ynpaBjieHHe O00beKTaMHM AJMHUHUCTPHUPOBAaHMI,

CrpynnmupoBaHHBIX IT0 o0beKTaM AAMUHUCTPHUPOBAHUSA

Jns mpocMmoTpa 3ahad Ha yOpaBIeHHWE OOBEKTaMHM aJMUHUCTPUPOBAHHUS HEOOXOIUMO

LICNKHYTh Ha d1eMeHTe MndpacTpykrypa pasaena Mou ceaHChl.

%
CeaHcbl
-8 Mou ceaHcl
ol CoxpaHeHHble
ol AKTHBHbI®
ol CeroaHa
ofl 3a Heflenio
- ViHcbpacTpykTypa
=-ufl Mow 3anauun

=-ull Bce 3anaun

@ Monc :
5 [Mownck no HaewraLyum
©

Bce 3a1a4u/00beKTbl X

-
[ans'Bapex [kecnap g

hd
T e - R

1231342
a-task
gpd
grant-test

nneko-jump-test-task

or-astra-htop

=-afl Hapaabl-nonycku

o1 & Inoriumn.tect launcher

25. Oxno yzna «Mugppacmpykmypay

B okne y3na UndpacTpykTypa oToOpa)karoTcs Bce 00bEKThl HHPPACTPYKTYPhl KOMITAHHH,
B KOTOPBIX €CTh 00BEKThI aIMUHUCTPUPOBAHUS, CIPYIIITUPOBAHHBIC 110 33a1a4aM. B 3aBucumocTu ot
ponu monp3oBarenss B CucTtemMe MONb30BaTeN0 JOCTYIEH MPOCMOTP BCEX 3a7ad Ha yMNpaBicHHE

oO0bekTaMu HWHQPACTPYKTYphI, JUOO TOJHKO CBOMX 3aJad Ha YHOpaBICHHE OOBEKTaMH

MHPPACTPYKTYPBI.

JepeBo Haurauuu ysna HWH@pacTpykTypa COAEpXHUT OOUH WIM JBa DIEMEHTa B

3aBUCHMOCTH OT POJIM ToJIb3oBaress B Cucreme:
. Mou 3agaun;

. Bce 3agaun.

,Z[JISI MpoCMOTpa 3ada4 TCKYHICTO IMOJIb30BaTC/IA, MJIA KOTOPOIro0 €CThb AKTHBHBIC HaApPAAbI-
AOIYCKH, HGO6XOI[I/IMO IICJIIKHYThL Ha 3JICMCHTC Momn 3agavmu. I[J'IH npocMoOTpa BCEX 3aaayd

HE00X0aMMO IIENKHYTh Ha dnieMenTe Undpacrpykrypa niu Bee 3agaun.

s mpocMoTpa 00BEKTOB aJIMUHUCTPUPOBAHUS, CTPYIIUPOBAHHBIX B KOHKPETHYIO 337134y,

HCO6XO[[I/IMO HICJIKHYTb Ha Ha3BaHWU 3aJa41 B JCPCBC HABUTAllUW WJIM HA MMAHCIN JaHHBIX.
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$3 TMouck no Hasurauum 3apaya "AIMMHUCTPUPOBaHHUE... ¥ @ spc-user-001 g -
© Ceanicel OnwucanneHe 3anaHo [OeiicTByloWwuni Hapaa-Aonyck - Ne2552 / 18.12.2018 17:03 @
=8 Mon ceaHcbl E

<
i CoxpaHeHHble O6BLEKT aAMMHUCTPHUPOBaHNS Tun ‘ FQDN
ol AKTMBHbIE

Any Windows 10 any
ol CeroaiHa Pl ZoneProcess HQ Windows Server 2012 R2
ol 3a Hefeno Windows cepeep 01 HQ Windows Server 2012 R2
-a HdpacTpykTypa Windows cepeep 02 HQ Windows Server 2012 R2
=8 Mo 3anaun Windows cepeep 03 HQ Windows Server 2012 R2
& 1231342

& Notepad-test-task-001
& Test task

hg-12r2-zp01.hq.company.local

hqg-12r2-wsrv01.hg.company.local
hqg-12r2-wsrv02.hqg.company.local
hg-12r2-wsrv03.hg.company.local

m

& AQMUHUCTPUPOBAHME CEPB.
& AIMUHUCTPUPOBaHME CepB.
& AOMUHNCTPUPOBAHNE CEPB...
& Anmuinctpuposative ceps.
& Ynpashenue VMware HQ
& YnpaeneHe gomeHom HQ o
& Ynpaenenye CYB/[l e SPACE .
- Bee 3aflaun
& 1231342
8 asa-tas}/ Il
Sopd | f
= g(ant-}est

.

26. O6vexkmbl AOMUHUCTIPUPOBAHUSA, CCPYNNUPOBAHHbIE 8 3a0ay
«AOmunucmpupogarue cepseposy

[Ipy nBOWHOM IMENYKEe MBIIIBI0 HaA 3ajJadye OTKPOETCS OKHO 3amycka ceaHca

IIPUBWIETUPOBAHHOTO AOCTYTIA.

I[J'I}I MOJIy4YCHHUA I/IH(l)OpMaI_II/II/I O COITTaCOBAHHOM HAapPAAC-HOITYCKC IJIs BBIIIOJIHCHUA 3TOM

3aJ1aui HEOOXOAMMO IIETKHYTH JIEBOM KHOIMKOM MBI HA HOMEpE Hapsiaa-IoIycKa.

OnucanuneHe 3agaHo OencrByrowmn Hapaa-gonyck - Ne2773 / 17.04.2019 12:46

O6BbeKT aAMUHNUCTPUPOBaHUA

BlueCoat ProxySG BlueCoat ProxySG Managament Console

27. B naszsanuu napsioa-oonycka cooepoicumces e2o Homep, 0ama u 8pems

Gopmuposanus
7.2.6. IIpocmoTp HApPAAOB-10MYCKOB

Hapsp-nonyck (H/I) — 3To 3amaHue Ha BBIMOJIHEHHWE OIPEICICHHON 3aladd B paMKax
CucrteMbl, B KOTOPOM COAEPKUTCS Ha3BaHUE 3aJlauyd, CPOK JAEHCTBUSA Hapsaaa-A0NycCKa,

WHULIMAPYIOIIEE U COITIACYIOIIEe JIUIIO0, OCHOBAHKUE M OOBEKTHI aIMUHUCTPUPOBAHHUS.

G [Mouck no Hasurauwm... )KypHan moux HI X [ spo-user-001 g

BarpyxeHo: 35
REUGGACEIE LTS © Bce O akTvBHble O oxuaaloT cornacoBaHns O npocpoyeHHble O oTMeHeHHble O 0TO3BaHHbIe Beero sanuceii: 35
mli Mou ceaHch! e -
ol ViHcbpacTpykTypa —
Hapsa-ponyck Craryc ‘Sanawa [ara cornacoBaHus [eicTBUTENEH A0 L
[=)- 8 Hapsapl-gonyckn -
- A Ne3129 /09.09.2019 AKTUBHBbIA Test task 09.09.2019 12:24 6e3 orpaHu4eHnst No Cpoky (=
KTUBHbIE
Ne3130/09.09.2019 AKTUBHbIA LDAP Browsing 09.09.2019 12:28 6e3 orpaHN4eHNs No CPoKy
ull OXV1AaloT CornacoBaHms
N Ne2454 /14.11.2018 MpocpoueH Ynpasnexue gomexom SPACE  23.12.2018 00:55 31.12.2018 21:07
i TpebyioT cornacoBaHus
Ne2449 / 14.11.2018 MpocpoueH AMUHUCTPUPOBaHWe cepBep. 14.11.2018 11:34 15.07.2019 00:00
il CornatosaHHble MHOK
Ne2450/ 14.11.2018 OTo3BaH AnmunvcTpupoBaHue cepeep... 16.01.2019 14:11 6e3 orpaHu4eHns No Cpoky

28. Oxno y3zna «Hapsaowi-oonyckuy
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Jns Gonee ynoOHOM HaBuramuu mo HJI mepeBo HaBUTAIMM COAEPKUT B cede YETHIpE

NOANYHKTa B y31¢ HapsabI-1omycku.

B ACPCBC HaABUT'allUHU Y3Jia Hapﬂnbl-nonycxn HapAAbI-JOMMYCKHU CIPYNIIMPOBAHBI

CJIeTYIONUM 00pa3oM:

AKTHBHBIE — 3TO COIVIACOBaHHBIC HAPSIBI-TOMYCKH, CPOK ACHCTBUSA KOTOPHIX HE

HCTCK;
O:KuI210T COIIACOBAHUS — CO3/IaHHbIE, HO HE COITIaCOBAaHHBIE HAPSIbI-I0IYCKH;

TpeOyoT coriacoBaHusi — HaPSABI-JOMYCKH, KOTOpBIE JOJDKEH COINIacoBaTh
MOJIb30BaTENb (€CIM OH BXOAUT B TPYIIIYy COIIACOBaHHS HAapSAOB-JOMYCKOB Ha

yhpaBieHUue 00BEKTOM aMHUHUCTPUPOBAHMUS);

CornacoBaHHble MHOK — HapsJIbl-JOIYCKH, KOTOpPbIE COINIACOBAJl JaHHBIN
NO0JIb30BaTeNb (€CIM OH BXOAMT B TPYMIy COINIACOBAHUS HapPSJIOB-JOMYCKOB Ha

YIPaBJICHUE OOBEKTOM aIMUHUCTPUPOBAHHS).
[Tanens TaHHBIX ATOTO y3J1a UMEET BU TAOIHIIBI CO CIEIYIOIIMMH CTOIOIAMH.
Hapsa nonyck — HoMep Hapsiia-IomycKa 1 JlaTa CO3/aHMUs;

CTaTyC — HapgA-AO0IYCK MOXKET OBITH AKTUBHBIM, OTMCHCHHBIM, OTO3BaHHBIM,

MIPOCPOYCHHBIM, OTO3BAHHBIM M OXKHJIaTh COTIACOBAHMS;
3anaya — Ha3BaHUE 3a7]a4U COICPKUT Ha3BaHUE 0OBEKTa a/IMUHUCTPUPOBAHNS,
JlaTta coriacoBaHusi — 0OTOOpakaeTcs Jara COrJIaCOBaHMS MIIH CTaTyC «OTMEHEH;

JlelicTBUTEIeH 10 — OTOOpa)kaeTcs Jara OKOHYAHWS CpOKa JCUCTBHS Hapsia-
normycka. Ecnu Hapsa-Iomyck ObLT COTNIacOBaH KaK «OECCPOUYHBI», TO B 3TOM IOJIE

yKa3bIBaeTCs 3HAYEHUE «0e3 OrpaHUUYCHHUS [0 CPOKY».
OTto0pakeHue HapsAA0B-J0IYCKOB MOKHO OT(GUIBTPOBATH MO CIEAYIOIIUM MapaMeTpam:

Bce — Bce HapsAIbI-IONYCKH, B KOTOPBIX TEKYIIMM IIOJB30BaTENIb yKa3aH B IIOJIE

Hoctyn pas;
AKTHBHBIE — COINIACOBAHHBIE HAPSIAbI-AOMYCKH, CPOK ACHCTBUSA KOTOPBIX HE UCTEK;
O:XKUIAI0T COIJIACOBAHUS — CO3/IaHHBIC, HO HE COTTIaCOBAaHHBIC HAPSIbI-IONYCKH;

IIpocpouenHble — HAPSAIBI-AOMYCKH, Y KOTOPBIX UCTEK CPOK JAECUCTBHUS;
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* OTMeHeHHBbIEe — HapSABI-JIONMYCKH, KOTOpPBbIC OBUTM CO3MaHBI W OTMEHEHBI 10

COriIaCOBAaHUA,

* OrTo3BaHHBIE — HapsAAbI-AOIYCKH, OTMCHCHHBIC TIIOCJIC COIJIaCOBAHUA o0

MOJIb30BaTENEM, TUO0 aIMUHUCTPATOPOM.

7.2.7. 3anpoc HOBOro HapsiAa-10MycKa
3anpoc HOBOTO HapsAIa-I0IMyCcKa MOXKHO OCYIIECTBUTH IByMs CIIOCOOaMH — MPHU MPOCMOTPE
3aJlad Ha yNpaBJICHHE OObEKTaMH aJIMHHHUCTPUPOBAHUS B y3ie MHppacTpyKkTypa U C MOMOIIBIO

¢dynkumoHana y3na Hapsaabl-10mycku.

Jlis co3panus 3armpoca Ha HOBBIHM Hapsii-A0MYyCK ¢ oMollbio pyHKkIMoHana y3na Hapsaabl-
JAOIYCKH HEOOXO0IMMO LIECIKHYTh Ha KHOIIKE 3alPOCHTh HAPSA-A0IyCK B BEpXHEH 4acTH >KypHaia

CBOUX HApsIOB-I0IYCKOB.

KypHan moux H[] %
I RENGOEEWENEGNTEE |®ece () akTUBHbIE () OXMAAKT COMACOBAHNA () NPOCPOYEHHbIe

29. Knonxa «3anpocums napso-oonyck»
[MosiBuBmasics Gopma Co3aaHHe HAPSAIA-AOMYCKA COACPKUT HECKOJIbKO monei. Ilois,
BBIJICJICHHBIC TMOJYXHPHBIM MMPUPTOM B OKHE CO3JaHUS HapsAga-I0MyCKa, SBISIOTCS

00s3aTeNIbHBIMU JIUIS 3aII0JIHEHUS.
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Co3aaHue Hapaaa-aonycka b 4 |

Bapava: Bwibepure 3anady v O
(spc-user-001@space.local) x
ocTyn Ans :
Roctyn an BBeauTe 3Ha4eHua v o
— OGbekTbl
YYeTHbIe 3anUCK :  BBENTE 3HAYEeHNs v O AAMUHUCTPUPOBAHUS - (i} N
Mepuoa gencTeus : 11.042023 165 @ (i ]
[T BeccpouHbiit
Hactpoutb w ]
[ononHuTenbHble
HaCTPOIIKN BPEMEHM : He saparo
[lononHuTenbHble
OeNCTBMA NO UCTeYeHUn  He 3aaaHo v .
HO - Cornacyouue : (i )
Tl oTkntounTs 33nMce BCAC
DeicTena nocne .
unbTpauun BCAC He 3anaro
BrenuTe 3 e v - -
@unsTpayns 8s04a BCAC : | BEEAUTE SHaueH!A O  ysepomnerns email ana - | BeeauTe sHaveHns v 0
OcCHoBaHue : "‘1[‘[/'\{‘}) 3aABKW UMW CCbINKa Ha AOKYMEHT o ot
2 L™
OnucaHue pabdot o P ] ]
(] e
he .
Onucatue : e * .4 ¢
o L ]
o .
. .
.
30. @opma «Coz0anue Hapsaoa-0onyckay

®opma Cozpanne HApPSAA-AOMYCKA COJCPKUT CIACAYIOLINE MOJIS:

3agauya (o0s3aTeNbHOE MOJIE) — THII 3a/1a4l, B paMKax KOTOpOH OyIeT OCyIIeCTBIAThCS

ACATCIIBHOCTD B CUCTEME,

Joctyn aas (o0s3aTenbHOE M0JI€) — CHUCOK YUETHBIX 3alUCeH, ISl KOTOPBIX TpedyeTcs

MPENOCTaBUTh JOCTYII;

Ydernble 3anucu (00s3aTeNbHOE MMOJIE) — CIHUCOK JIOTMHOB YYETHBIX 3amHUcel, s

KOTOPBIX TpeOyeTcs MpeaoCTaBUTh TOCTYTI,

Ilepuon aeiicrBus (00s3aTeNbHOE TOJIE) — BPEMEHHON WMHTEpBall, B TEYCHHUE KOTOPOTO
OyayT BBIOJHATHCS pabOTHI MO 3aIPAIIUBAEMOMY HapsLy-I0MycKy. MOXHO MOCTaBUTh

TaJlIouKy 1 cAejaarb €ro 6€CCpO‘-IHI)IM;

JlonoJiIHUTe IbHbIE HACTPOMKH BpeMeHM — Ipu Haxaruu Ha kHonky "Hactpouts"
MOJKHO 33JaTb BPEMEHHBIE NIPOMEKYTKH, B COOTBETCTBUU C KOTOPHIMH JAHHBIN Haps-
JI0ITycK OyJeT akTUBEH BO BpeMs Helenu. JlaHHas HacTpoiika He sBIsieTcs 00s3aTeNbHOM,
B cllydae €€ OTCYTCTBHSI HapsA-IOIyCK OyIeT NOCTYNEH BO BCE JHU HEAEIH B TEUCHUE

3aJIaHHOT'0 ICPUOaA,
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JonmosHuTenbHble neiicTBus mo ucredenun HJI — vacTtpouts aeictBus, eciam B TOT
MOMEHT, KOTJIa CPOK JCHCTBHS Hapsaa-I0MyCcKa MOJOUIET K KOHITY, OyIyT 3amylicHHbIE

CCaHChI,

Orkiounth 3anucb BCAC — nelicTBus, TPOU3BOJMMbIE B paMKaxX JaHHOTO CE€aHca, He
6YI[YT 3aI1UChIBAThCA, B I{aJIBHef/'IHIGM HCJIB3s1 6yz{eT HOCMOTpeTI) nX MCTAadaHHBIC H

CKPUHIIOTHI;

HeiictBusi nocjie ¢uabrpauuu BCAC — BbIOOp AelicTBHH, KOTOpble OyayT
MIPOUCXOUTH B TOM ciywae, eciu ¢unbrpanuss BBoga BCAC Hnaiiner kakue-an0o

HapyIICHHUS;

®Ouastpanusa Beoxa BCAC — BbiOop HacTpauBaeMoi Mojenu (GWIBTpAlMM BBOJA

BCAC;

OcHoBaHHe — BHU] AOKYMCHTA, cnymamnﬁ OCHOBAaHHEM [Jid OCYIICCTBJICHHA 3aripoca

Hapsaga OJOIyCKa,
Onucanmne — onycaHue IMPOBOAUMBIX THUIIOB pa60T B paMKax Hapsaaa-A0I1yCKa,

O0beKTbI AAMMHUCTPUPOBAHUS — OOBEKTHI, C KOTOPBIMH OyAyT MPOBOJUTHCS paOOTHI B

paMKax Hapsaa-I0IycKa;

Cornacyommue — oOmnpeleleHHas TIpyIa I10JIb30BaTeNIel, KOTOPHIE HMEIOT IPaBo

COITIaCOBaThb 3a/1avy,

YBenomiienusi email aasi — BO3MOXKHOCTH TIOMYyYEHHS YBEIOMJICHHMH Ha e-mail

YHOOJHOMOYCHHBIM JIMIIOM IIPH 3aITyCKE 3TOro C€aHca.

[Tocne 3amoiHEHUA BCEX HEOOXOOMMBIX MOJIEH W Haxartusd KHONKH CoriiacoBaTh HOBBIH
HapsIA-IOMyCK OyaeT Ao0aBieH B Oouyepelh Ha COINIACOBAHHE IOJIH30BATENISIM, KOTOPBIE BXOIST B

rpyniry CoriaCcoBaHHA HAPAJO0B-AO0ITYCKOB K JJTAHHOMY O6T>CKTy AJIMUHUCTPHUPOBAHUSI.

Jns 3ampoca HOBOTO Hapsiaa-Iomycka ¢ ToMoIsio GyHKIMoHaa y3na UHdpacTpykTypa
HEOOXOIMMO KIMKHYTh MBIIIBIO Ha 3aja4e, Ha BBIIOJHEHWE KOTOPOH TpedyeTcs HapsI-IomycK. B
nosiBuBIIeiics (Gopme Co3nanue Hapsiga-I0MycKa HEOOXOAMMO 3aMOTHUTH MOJIA, KaK OMHCAHO

BBIIIIC.
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8. ABAPUMHBIE CUTYALIUU

Cucrema «sPACE» sBnsieTcsi CI0AKHBIM IPOTPAMMHBIM MPOAYKTOM, YCTaHOBKA U HaCTPOHKa
KOTOPOT'O OCYILECTBISETCS aIMUHUCTPATOPpOoM CHCTEMBI.

Bo03MOXHBI cienyronie aBapuiiHble CUTyaluu:

* He 3amomHeHb! 00s13aTeIbHBIE TIOMS TSI 3AIIOTHEHUS — [T YCTPAaHSHHS TaHHON OIIHOKH
HE00XOMMO 3aII0JIHUTh YKa3aHHbIE TOJIS;
Omubka aBTOpU3aLUU — JJI1 YCTPAHEHUs JaHHOW OIIMOKU HEOOXOIMMO OOpaTUThCS K
agMuHHCcTpaTopy Cuctemsr;

CucreMHbIe COOOIIEHUS — JIJIsl YCTPAHCHUS JAHHON OMIMOKH HEOOXOAMMO OOpaTUTHCS K

agMuHKMCTpaTopy CUCTEMBI.
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9. PEKOMEHIALHWMU 11O OCBOEHHUIO

Jns yenemnoit pa6otsl ¢ CucteMoil He00X0IUMO:

UMETb HaBBIKH PabOTHI ¢ ONepaluoHHoN cucreMoii Windows;

O3HAKOMMUTBECA C JaHHBIM Py'KOBOI[CTBOM IIOJIB30BATCIIA.
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